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1. SCOPE

This specification applies to the optional wireless LAN module B-SA704-WLAN-QM(-R) for the general
purpose bar code printer B-SA4T, B-SX6T, B-SX8T, and B-852-R series (hereinafter referred to as the

B-SAAT series).

2. GENERAL DESCRIPTION

In order to incorporate the B-SA704-WLAN-QM(-R) into the B-SAA4T series, settings are required. This
document explains the specifications of the B-SA704-WLAN-QM(-R) and the connection and setting

procedures to the B-SA4T series.

3. SPECIFICATIONS

3.1 HARDWARE SPECIFICATIONS

Item Specification
Wired LAN Ethernet IEEE802.3 (10BASE-T)
IEEE802.3u (L00BASE-TX)
Data transmission speed 10/100 Mbps
Access method CSMA/CD
Communication method Half duplex, Full duplex
Number of ports 1 (LOBASE-T/100BASE-TX)
Wireless LAN | IEEE802.11a | Data transmission | IEEE802.11a compliant, OFDM
Channel Depending on country
Data transmission | 54, 48, 36, 24, 18, 12, 9, 6 Mbps
speed (Fixed/Automatic)
Access method CSMA/CA + ACK(RTS/CTS)
Wireless category | Low-power data communication system
(5.150-5.850GHz)
Power 10 mW/MHz or less
IEEE802.11b | Data transmission | IEEE802.11b compliant, DSSS
Channel Depending on country
Data transmission | 11, 5.5, 2, 1 Mbps
speed (Fixed/Automatic)
Access method CSMA/CA + ACK(RTS/CTS)
Wireless category | Low-power data communication system
(2.4-2.4835GHz)
Power 10 mW/MHz or less
IEEEB02.11g | Data transmission | IEEE802.11g compliant,
OFDM, DSSS
Channel Depending on country
Data transmission | 54, 48, 36, 24, 18, 12,9, 6, 11,5.5,2,1
speed Mbps (Fixed/Automatic)
Access method CSMA/CA+ACK(RTS/CTS)
Wireless category | Low-power data communication system
(2.4-2.4835GHz)
Power 10 mW/MHz or less
Antenna Diversity antenna (Chip)




3.2 SOFTWARE SPECIFICATIONS

Item

Specification

Unit type

<Station>, Access Point
Basically, Station should be used.

Operating mode

<Compatible>, Standard, Advanced

Default country code Japan

Japan

Other countries

us

Default IP address

192.168.10.21

Default subnet address

255.255.255.0

Default password

tecbcp

Encryption

WEP (64/128/152 bit) or

AES, AES-OCB (128 bit)

TKIP (only when using WPA, WPA-PSK, WPA2,
WPA2-PSK)

Setting change

Browser, telnet

Browser

Microsoft IE5.01 or higher

Protocol

IP(RFC791), ICMP(RFC792), UDP(RFC768)
TCP(RFC793, 896), ARP(RFC826),
HTTPD(RFC1866), TELNET
FTPD(RFC959), DHCP(RFC2131)

3.3 LED INDICATION

<During operation>

LED Status Description
LED1 ON In operation
(Red) Flash | At startup
LED2 ON During connection to the wired LAN (B-SA4T series)
(Orange) Flash | During communication with the B-SA4T series

OFF During disconnection from the B-SA4T series

LED3 ON When using the station function: The B-SA704-WLAN-QM has been
(Orange) logging in to an access point.

When using the access point function: A user-unit has been logging in.

Flash | During communication with a device with a wireless LAN connection

OFF When using the station function: The B-SA704-WLAN-QM has not
logged in to an access point.
When using the access point function: A user-unit has not logged in.

<In start-up error mode>

LED Status Description
LED?2 Flash Wired LAN error
LED3 Flash Wireless LAN error




3.4 DIP SW

DIP SW

No. SW Description

1 INIT Initializes the B-SA704-WLAN-QM.

When this switch is set to ON, LEDs 1-3 continue to flash for about 3 seconds
until they stop flashing and stay ON. If this switch is set to OFF during this 3-
second period, all AP settings are restored to the default at a next startup.

2 IP With this switch set to ON, the printer can operate without setting an IP
LESS address. However, TELNET, FTP, and WWW browser are not available
under this condition.

3.5 LIST OF DEFAULT SETTINGS

The list only includes the items necessary for using the station function.

<Basic setting>

ltem Setting values
(The red values indicate the default setting.)
Host name Blank
(Max. 1-byte 16 alphanumeric characters)
DHCP client Disabled, Enabled
IP address 192.168.10.21
Subnet mask 255.255.255.0
Gateway 0.0.0.0
Structure of access point Compatible, Unified
Access point type Normal, Master, Backup
IP of Master AP 0.0.0.0
(Set when using Normal or Backup)
IP of Backup AP 0.0.0.0
(Set when using Normal or Master)
Country code US and other 23 countries
Language English
Password tecbcp
(Max. 1-byte 31 alphanumeric characters,
case-sensitive)

<Ethernet>

Setting values

Item (The red values indicate a default setting.)

Port speed Automatic detection
100 M/full duplex, 100 M/half duplex
10 M/full duplex, 10 M/ half duplex

Link down detection Disabled, Enabled
Link down condition LinkStatus, Ping
Ping parameter, IP address 0.0.0.0

Ping parameter, transmission interval (sec.) 60, 1 - 65535
Ping parameter, response time (sec.) 3,1-15

Ping parameter, number of transmission retries | 3, 0 - 15




<Wireless LAN>

Item

Setting values
(The red values indicate a default setting.)

Interface

Enabled, Disabled

Wireless LAN standards

[IEEE802.11g, IEEE802.11a], IEEE802.11b

Wireless connection mode

Compatible, Standard, Advanced-infrastructure

Unit type

Station, Access point

ESSID (Max. 1-byte 32 alphanumeric
characters, case-sensitive)

LocalGroup

Transmission rate

11a: Auto, 6M, 9M, 12M, 18M, 24M, 36M, 48M,
54M

Auto, 6M, 9M, 12M, 18M, 24M, 36M, 48M,
54M, 1M, 2M, 5.5M, 11M

Auto, 1M, 2M, 5.5M, 11M

11g:

11b:

Max. transmission rate

1la:
11g:

54M, 6M, 9M, 12M, 18M, 24M, 36M, 48M
54M, 6M, 9M, 12M, 18M, 24M, 36M, 48M,
1M, 2M, 5.5M, 1M

11b: 11M, 1M, 2M, 5.5M

Transmission power

MAX. 50% (-3 dB), 25% (-6 dB)

<Security>
ltem Sgtting values .
(The red values indicate a default setting.)
Encryption Disabled, WEP, AES, AES-OCB, TKIP
WPA function Disabled, WPA, WPA-PSK, WPA2, WPA2-PSK
Default key #1, #2, #3, #4

Size/Key #1 - #4

WEP: Disabled, 64 bit (10 digits),
128 bit (26 digits), 152 bit (32 digits)
AES/AES-OCB: Disabled, 128 hit (32 digits)

Key #1 - #4, hexadecimal number
(0-9,a-forA-F)

#1: Disabled
#2: Disabled
#3: Disabled
#4: Disabled

AP-ST key size

AES: Disabled, 128 bit (32 digits)
TKIP: Disabled, 256 bit (64 digits)

3.6 MAC ADDRESS

The wireless MAC address is indicated on the top of the wired LAN connecter.

This address is

required for using the MAC address filtering function of the access point (AP).

192.168.10.21
CIXXXXXXXXXXXX

WIVYVYYYYYYYYYY

Please write down the 6-byte MAC address
(12 characters) on the right side of “W:” and keep it.



4. CONNECTION FOR SETTING

4.1 WIRED LAN CONNECTION TO PC

B-SA704-WLAN-QM

N\

Can be directly connected to
|:| g the PC by using a cross cable.

Back side of B-SA4T
During operation

The IP address for the B-SA704-WLAN-QM is 192.168.10.21 (factory default). Please note that the
TCP/IP of the PC must be set within the same subnet mask range as the IP address for the B-SA704-
WLAN-QM, for example, 192.168.10.10.

For your reference, the default IP address of the B-SA4T is 192.168.10.20.



5. COUNTRY CODE SETTING

* Toshiba TEC Group confidential

For the market outside Japan, a specified country code must be set to the B-SA704-WLAN-QM before it
reaches an end user because a usable frequency band differs among countries.

The method of setting the country code must not be disclosed to the end users as it relates to laws and
regulations. It can be set only by using TELNET.

The program will ask the user to check the country code setting. Using the device with a wrong country
code setting may infringe the radio law of an applicable country.

<Setting by using PC>

(1) Disconnect the currently used LAN cable from the B-SAA4T series, and re-connect the B-SA4T
series to the PC by using a straight LAN cable via a relay connecter.

When the B-SAAT series is connected to the PC via a hub, use a cross cable or a reverse input
function of the hub.

(2) Execute telnet by entering “telnet 192.168.10.21" in the MS-DOS prompt and pressing the Enter
key.

(3) Enter the password to log in.

(4) ON the top menu, change the county code using the command “=>ctry XX". “XX" indicates country
code.

(5) The change of the country code takes effect after the power is turned off and on again.

(6) To confirm the setting, enter “=>ctry” in the telnet consol.

Country code | Country
1 us United States of America
2 AT Austria
3 DK Denmark
4 FR France
5 GR Greece
6 IE Ireland
7 PT Portugal
8 SE Sweden
9 GB United Kingdom of Great Britain and Northern Ireland
10 NO Norway
11 HU Hungary
12 AU Australia
13 CA Canada
14 BE Belgium
15 Fl Finland
16 DE Germany
17 IT Italy
18 LU Luxembourg
19 ES Spain
20 NL Netherlands
21 CH Swiss
22 IS Iceland
23 LI Liechtenstein
24 NZ New Zealand




6. WIRELESS LAN SETTINGS

Setting from WEB browser using the factory default

(1) Start the Access Point Manager shown below using the IP address of the B-SA704-WLAN-QM,
192.168.10.21 (factory default).

If the Access Point Manager screen does not appear, try it again
after disabling the proxy settings.

2l Access Point Manager - Microsoft Internet Explorer

File Edt Visw Favortes Tools  Help

:{a
eﬁack A > | \ﬂ @ _h /._“ Search {:{Favontes €‘j( [_:v :\1 - _J ‘5

address |aj http: §192.168.10.21 fenfindssx. htm

»
v Beo ks @ M

IAccess]PointiManager;

F¥-D5540-TRE-U

Password is required for a setup and reference.
‘ Login

TOSHIBATEC CORPORATION

g‘l Dong

® Internet

(2) Enter the password (tecbcp) to log in.

2l Access Point Manager - Microsoft Internet Explorer

File Edt Visw Favortes Tools  Help

:{a
eﬁack A > | \ﬂ @ _h /._“ Search {:{Favontes €‘j( [_:v :\1 - _J ‘5

address |aj http: §192.168.10.21 fenfindssx. htm

v Beo ks ” @'

IAccess]PointiManager;

F¥-D5540-TRE-U

Password is required for a setup and reference.
== | [ Legn

TOSHIBATEC CORPORATION

g‘l Dong

® Internet




(3) The top menu appears.

2 Access Point Manager - Microsoft Internet Explorer

File Edt ¥iew Favortes Toos Help ar

eﬁack A | \ﬂ @ __h /:“ Search \:::(Favontes €3 - :\1 - _J ﬁ

»
Aédrass|@http:f,ilQZ‘168.10.21fenftup.htm V‘Gn Links @'

TOSHIBAver. 4.308CP
JAccess]RointiManager;

Setting change of Access Point and the check of Status can be performed.
Choose each item,

ccess Point
Manager

= 3Top
I3 Setting

12 Status XJ @ ZJ

1) Maintenance

Setting Status Maintenance
@ Save/Reboot
& Reboot
| = B PP PP PR PP PP
& Logout when a setup of Access Point is changed, it is necessary to save on a left menu or this left page.

In order to confirm a saved setup, the reboot of Access Paint is required.

H ® B @

Save /
Reboot Reboot Save Logout

& Internst

(4) Click on the Setting icon, then click on the Basic Setting folder.

2 Access Point Manager - Microsoft Internet Explorer

File Edt ¥iew Favortes Toos Help

eﬁack A | \ﬂ @ __h /:“ Search \:::(Favontes €3 [_:v :\1 - _J ﬁ
s [ ) betp/j192.168.10.21jenftop.htm v Be ks " @ -
TOSHIBAer. 4.308CP

ccess Point
Manager

Setup of Access Point can be changed.

=T When each item is changed, be sure to save, and reboot Access Point with the reboot button of the menu,
op

I3 Setting

12 Status /J J J

Maint
(D) Maintenance Basic Setting Ethernet Wiraless LAN

@ Save/Reboot

& Reboot =] f
= Save 'J 'J
@ ¢ IEEEBDZ2. 1X Ex
ogou
WLAN

Select the Basic Setting folder.

& Internst




(5) The Basic Setting screen appears.

2 Access Point Manager - Microsoft Internet Explorer

File  Edit

Wiew Favorites  Tools

eﬁack A | \ﬂ @ __h /._“ Search {:{Favontes e} [_:v :\1

Help [

m- 8

s [ ) betp/j192.168.10.21jenftop.htm

»
Links

v Be

TOSHIBAver. 4.308CP

ccess Point
Manager

= 3Top
I3 Setting

>

&) Setting

Basic Setting

Input the host name.

12 Status Host Mame | | ]
1) Maintenance
DHCP Client /
@ Save/Reboot
A o Arens o E ] — Enter the IP address.
gf:;sut B 5 s = \\‘ It mubst be t;; same network
sfout catoway | [0 oo o | N\ number as AT
AP Composition
Access Point Type
Master 4P 1P address [0 o 0 |fo | Change if necessary.
Backup AP IP Address DDDD
Password |uuu ‘
Password (“Yerification) |uuu ‘ Set If necessary'
Submit 0
| v
E 1 RSP \ & Internst

Click on the Submit button to complete the setting.

(6) Click on the Wireless LAN folder to make the wireless LAN settings.

2 Access Point Manager - Microsoft Internet Explorer

Help [

File  Edit

Wiew Favorites  Tools

eﬁack A | \ﬂ @ __h /._“ Search {:{Favontes e} [_:v :\1

m- 8

s [ ) betp/j192.168.10.21jenftop.htm

v Be ks ” %'

TOSHIBAver. 4.308CP

ccess Point
Manager

= 3Top
I3 Setting
2 Status
1) Maintenance

Setup of Access Point can be changed.
When each item is changed, be sure to save, and reboot Access Point with the reboot button of the menu,

Basic Setting  Ethernet Wireless LAN
@ Save/Reboot
& Reboot "] ] . Select the Wireless LAN folder.
= Save 'J ’J 'J
& Logout IEEEBOZ. 1% Extension SNMP
= B B
WLAN Log Setting List
E 1 RSP & Internst




(7) The Wireless LAN setting screen appears. Select the Basic folder.

2 Access Point Manager - Microsoft Internet Explorer

File Edt ¥iew Favortes Toos Help

eﬁack - \_) \ﬂ @ __h /._“ Search {:{Favontes e} [ -

MR

»
s [ ) betp/j192.168.10.21jenftop.htm v Be ks
TOSHIBAer. 4.308CP
&) Setting
ccess Point
Manager
Wireless LAN
= 3Top
I3 Setting

i when changing "wireless Link Mode", "Unit Type", etc., it sets up in order of "Basic’ - "Detail' -> "Security".
i when not changing "Basic", it can change from both of the items, "Detail" and "Security”.

12 Status
1) Maintenance

@ Save/Reboot
i Rrebaot ‘J Basic setup of "Wireless Link Mode", "Unit
Type", etc. iz performed,

Il Save Basic
& Logout

When using
a required matter,

LAM, it sets up about

DBtail e e e N g e
'J Setup about the security of Wireless C
performed,
SEOUMLY o rmr oo

Select the Basic folder.

& Internst

(8) The Wireless LAN — Basic setting screen appears.

2 Access Point Manager - Microsoft Internet Explorer

File Edt ‘Wiew Favortes Tools  Help
eﬁack A | \ﬂ @ h /._“ Search {:{Favontes e} [_:v :\1 - _J ﬁ

»
s [ ) betp/j192.168.10.21jenftop.htm v Be ks

TOSHIBAer. 4.308CP @ setting

ccess Point

Manager
Wireless L AN - Basic (Stepl)
= 3Top
I3 Setting e H
Wireless Link Mode", "Unit Type", etc. are set up.

i Wwhen setting "Unit Type" to "AP", two or more "Wireless LAN Standard" cannot be chosen.

=) status | "Wireless LAN Standard',

1) Maintenance

@ Save/Reboot

& Reboot Interface | |Enshled v
= Save
& Logout

IEEES02.11a

wireless LAN Standard | [J1EEE802.11b \
[¥]IEEEBD2. 11g —

S———— \\ Set if necessary.

XR (eXtended Range) Disabled +

Step1

& Internst

Click on the Next button to complete the setting.

-10 -



(9) The Wireless LAN - Detail screen appears.

2 Access Point Manager - Microsoft Internet Explorer

File Edit Wiew Favorites Tools  Help o
. s 0 e
Qo - O [H B G P Frroons @ (-0 B -[ )3
»
s [ ) betp/j192.168.10.21jenftop.htm v Be ks @'
TOSHIBAer. 4.308CP ~

&) Setting

ccess Point

Manager
Wireless LAN - Detail (Step2)
= 3Top
1= setting -
) status 4 detailed setup of Wireless LaN is performed.

D MBINEBRMANEE | f777TTTTTTTTTTITooToeme o ooslsoosseSnosossososssssosossossossoeooosd

@ S reboo:
e —~—

& Reboot
I Save N IEEES02,11a | [Auo  v| max. [E4Mbps v
& Logout Rate T~

IEEEB0Z, 110 | [Auo %] wmax.|54Mbps v

TH Power Level | [MAX v Must be the same as ESSID
Function of the access point.

Super Frame Bursting Enahled v
A/G
Real-time Enabled ~
Compression
Protect Maode Enabled v
902.11g
Parameter
Protect Type CTS-only »
Antenna Select
Multi Client Disahled v
Static Node Address 00-00-00-00-00-00

T —

=1 TR RS & Internst

[E3

Click on the Next button to complete the setting.

(10) The Wireless LAN - Security setting screen appears.
Select an encryption type and set the encryption key if necessary.

2l Access Point Manager - Microsoft Internet Explorer

File Edit Wiew Favorites Tools  Help "
A D) o8 e TpE
e Back = </ \ﬂ \g _ﬂ 7 ) Search \2/\‘( Favarites e} [-_-)v = < _J ‘5
_ »
Address |Ej http:/§192.168.10.21 fenftop.htm V‘ Go  Links @ -
TOSHIBAer. 4.308CP ~
&) Setting
Manager
Wireless LAN - Security
= 5Top
hSEttimg 1-"'"""'""""'""'"""'""""'""'"""'"-'""'"""'"""'-'""'"""'"""'-'"""'""'"""""""""""'"‘:
C) Status I & setup about the security of Wireless LAN is performed. i
I Maintenance ool IoollIooollInooliooooiiiooooiiooooioooooeooooeod ’
@ save/Reboot Encryption ~
& Reboot
e Save WRA \1
L t H
@ Lagau Default Key ] Select if necessary.
N |
Size / Key #1 | [Bbit  v|[1111m10111 | ‘
l
Size / Key #2 | [Bdbit | |zzzzzzzzzz | L
Size / Key #3 | [Bdbit  v|[3333333333 | Set if necessary.
Size / Key #4 | [B4bit v |[4444444444 |
WPa Encryption Key | |
Auth, Protocal
&uth, User Name | ‘
Auth. Passward | |
Auth, Password (Werification) | |
v
E =1 TR ® Internet

-11 -



(11) Select an encryption type and set the encryption key, if necessary.

2 Access Point Manager - Microsoft Internet Explorer

File Edit Wiew Favorites Tools  Help [
. A ~ A W q
eﬁack A | \ﬂ @ __lj pe ) search \V:(Favontes e} Ep_ﬁv =) - _J ﬁ
s [ ) betp/j192.168.10.21jenftop.htm v Be ks @ -
TOSHIBAer. 4.308CP ~
Default Key
Size / Key #1 v
ccess Point
Manager -
Size / Key #2 v|[eezeazezes |
= 3Top
= Setting Size / Key #3 v| (3333333333 |

1) Status
1) Maintenance

Size / Key #4 | [Babit  v|[4444494944 |

B Save/Reboot WPA Encryption Key |
& Reboot

B Save Auth, Protocol

& Logout

Auth. User Mame | ‘

Auth. Password | |

Auth. Password (Werification) | |

Certificate | Server Certificate | | Client Certificate ‘

Function

Mainte- Wireless Link Maode
nance

Wep Key l:l

=1 [ R & Internst

Click on the Decision button to complete the setting.

(12) To make the changes effective, execute Save/Reboot.

2l Access Point Manager - Microsoft Internet Explorer

File Edit Wiew Favorites Tools  Help iy

@Eack © J \ﬂ \g _;j /._" Search \;:(Favor\tes ‘e} [‘,::<v :;. H _J ﬁ
Address |@http:f,ﬂgz153.1n.z1fenftnp.htm Ral-

TOSHIBA=r. 4.308CP

»
Links @ M

ccess Point
Manager

Setting was saved tempararily.
[EN'a] H
Top . i Please perform "Save/Reboot" to confirm a setup.
12 Setting H

1) Status :
I Maintenance »»> Tap

@ Save/Reboot \
\l

& Reboot

S f;gvfut Execute Save/Reboot

=1 T ® Internet

-12 -



(13) The confirmation dialog box appears. Click on the OK button.

ccess Point Manager - Microsoft Internet Explorer

File Edit Wiew Favorites Tools  Help awr
e Back ~ ‘;] B @ /h ‘,':.7 Search *Favnmtes & [gjv :;_. = j 3
. »
Address |@ http:/[192.168.10.21 fen/tap.htm v\ Ga | Links @ -
TOSHIBA::r. 4.308CP
ccess Point
Manager
Setting was saved tempararily.
=
E_TUP . Please perform "Save/Reboot" to confirm a setup.
2 setting
# () Status
@ I Maintenance >227T0p
—_— Microsoft Internet Explorer
k& Save/Reboot
& Reboot \?“) Setup is saved and Access Paink is rebooted,
I save
B G B Internet
s

(14) Execute Save/Reboot.

2 Access Point Manager - Microsoft Internet Explorer

File Edt Wew Favortes Tools Help [
. } =
eﬁack @ \) @ @ & pSearch . Favorites @ Bv ;i_; u ..ﬁ
»
s [€) hetpj192.168.10.21 jegi-binfsave._reboot v Be ks @ -
Setting was saved.
Access Point is rebooting.
== Login
&] Done & Internst

-13-



7. FIRMWARE DOWNLOADING

(1) Click on the Maintenance icon.

2} Access Point Manager - Microsoft Internet Explorer

Eile Edit Wiew Favortes Tools Help
A @ v 2y W
Qe - © ¥ B @ Oscach rraoies @) - i O3
_ »
Address |Ej http: /192, 168.10.21 fenftop. it V‘ Go  Links @ M
TOSHIBAver. 4.308CP
CCOSS POINt |
Manager Setting change of Access Point and the check of Status can be performed.
Choose each item,
=] @Top
] Setting
I2) Status | '
I Maintenance g @J ) 'aj

Setting Status Maintenance .
@ savermobont Select the Maintenance folder.
& Reboot
B SavE |
i Logout when a setup of Access Point is changed, it is necessary to save on a left menu or this left page.

In order to confirm a saved setup, the reboot of Access Point is required.
H @ @ @
reboot Reboot Save Logout
&]. @ Internet

(2) Click on the Firmware folder.

2} Access Point Manager - Microsoft Internet Explorer

Eile Edit Wiew Favortes Tools Help
Qe - O ¥ B ) Osean Fprecie € (2 L -3

»
Address @] hitp:}j192.168.10.21jenftop.tm v Be ks @ M

TOSHIBAver. 4.308CP
@ Maintenance
CCOSS POt |
Manager Access Point is maintained,
Upgrade of a firmware and a time setup of Access Point can be performed.
=] @Top
] Setting
I3 Status J J J
I Maintenance . Default
Firmwar: Time Setup
Setup
& Save/Reboot
& Reboot
= save
& Logout
Select the Firmware folder.
B

& Internet

- 14 -



(3) Choose the firmware to be downloaded.

2 Access Point Manager - Microsoft Internet Explorer

File Edt Wew Favortes Tools Help [
eﬁack A | \ﬂ @ __h /:“ Search \:::(Favontes €3 [_:v :\1 - _J ﬁ
ackiress | @] hitpi/f192.168.10.21fenjtop.him VB ws & -
TOSHIBAer. 4.308CP
ccess Point Q
Manager
Firmware Version Up
= 3Top
# (3 Setting
® ) status | || Braowse ‘
1) Maintenance
& Reboot
= Save .
& Logout Click on the Browse button and choose
the firmware to be downloaded.
E 1 TR & Internst

(4) Click on the Update button.

2 Access Point Manager - Microsoft Internet Explorer

File Edt Wiew Favortes Tools Help -
eﬁack A | \ﬂ @ __h /:“ Search \:::(Favontes €3 [_:v :\1 - _J ﬁ
ackiress | @] hitpi/f192.168.10.21fenjtop.him VB ws & -
TOSHIBAer. 4.308CP
Maintenance
ccess Point Q
Manager
Firmware Version Up
= 3Top
1= setting
O status |Fyv430004apfim bin || Browse
1) Maintenance
- Upcdlat C |
R —
& Reboot
= Save
& Logout
Click on the Update button.
s [ i) Found New Hardware x
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(5) Downloading of the firmware is started.

2 Access Point Manager - Microsoft Internet Explorer

File Edit ¥ew Favorites Tools Help e
. s A ~ )
Qui- © [ A G P Frroon @ -5 8- B
»
s [ ) betp/j192.168.10.21jenftop.htm v Be ks
TOSHIBAer. 4.308CP
@ Maintenance
ccess Point
Manager
Firmware Version Up
= 3Top
1= setting
2 status [Fyvazn0mapfirm bin || Browse
1) Maintenance
@ Save/Reboot - Itis & firmware under writing
& Reboot
= Save
& Logout
=1 N & Internst

(6) When the downloading is completed, execute Reboot.

2 Access Point Manager - Microsoft Internet Explorer

File Edt ¥iew Favortes Toos Help A

eﬁack @ \_) \ﬂ @ __h /:“ Search \:::(Favontes e} E::<v :\,‘. = _J ﬁ

»
s [ ) betp/j192.168.10.21jenftop.htm v Be ks @ -
TOSHIBAer. 4.308CP

ccess Point
Manager

Updating of the firmware was completed.

=)
STop Plzase reboot a firmware to confirm.,

1= setting
1) Status :
1) Maintenance = Top

@ Save/Reboot
& Reboot

= Save

& Logout

Execute Reboot.

EI & Internst
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(7) Click on the OK button on the confirmation dialog box.

r - Microsoft Internet Explorer

File Edt  ‘iew Tools  Help

eBack - E @ fh /':1 taih "F)\?Favurites & [g:f*v :;; < \_J 3

Address ‘@ http:j{192.168.10.21 entop.him

&

v Boo ik i %'

Manager

= Updating of the firmware was completed,
=]

@_TDP Please reboot a firmware to confirm,

# 2 Setting

® 3 Status

& (3 Maintenance =
_— Microsoft Internet Explorer [Z|
& Save/Reboot
& Reboot P ) Aecess Paint is rebooted,

< Setup is not saved,

I save
& Logout

»»> Top

& Internet

(8) The access point is rebooted.

2} Access Point Manager - Microsoft Internet Explorer

Eile Edit Wiew Favortes Tools Help

Qe - O ¥ B ) Osean Fprecie € (2 L -3

address |@ http:/§192.168.10.21 fen/indssx. bt

v Be ks ” @'

Password is reguired for a setup and reference.

‘ Login

TOSHIBATEC CORPORATION

&] Dore

Make sure that the firmware has been

updated to the correct version.

& Internet
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8. WIRELESS LAN CONNECTION USING ENCRYPTION/
AUTHETICATION

8.1 SYSTEM CONFIGURATION

Required devices

e Printer (192.168.10.20)

e Wireless LAN module (192.168.10.21)

¢ PC (Required to configure the wireless LAN module settings.)
¢ Access point (192.168.10.23)

[When WPA is used, the following are also required.]
¢ Authentication server (192.168.10.1)

¢ Root certificate
e User certificate (Only when a connection is made using EAP-TLS.)

NOTE: How to obtain a certificate is described separately.

Printer
192.168.10.20

| ]192.168.10.21

Wireless LAN /\/ Wireless Access point
192.168.10.23

T
| Connected only when the
:settings are performed.

PC used for setting
the wireless LAN
192.168.10.11

-18 -

Authentication server
(only when WPA is used.)
192.168.10.1

Client
192.168.10.10




8.2 SETTINGS FOR THE WIRELESS LAN MODULE

<WEP encryption>
(1) Set the security features.

Choose WEP from the Encryption pull down menu.

2 Access Point Manager - Microsoft Internet Explorer;

Eile Edit ‘Wew Favorites Tools Help ,"
y NG S . R
Q- © M@ G Powe Soros @ 2- 5 W -3
»
Address ‘@ http:/192.168.10.21 /=njtap htm V| Go  Links % M
TOSHIBAv=r. 4.308CP ~
&) Setting
Wireless LAN - Security
=] @Top
@Sett\ng T
) Status i 4 setup about the security of Wirsless LAN is parformad.
S Maintenance
@ Save/Reboot Encryption ||| Dissbled v
&3 Reboot Disabled
I save WRa
AES
& Logout Default Key AES-OCB
TKIP
Size / Key #1
Size / Key #2 I:l
Size / Key #3 I:l
Size / Key #4 I:l
WPRA Encryption Key ‘
Auth. Protocol
Auth, User Name ‘ |
Auth, Password ‘ ‘
Auth, Password (Verification) ‘ ‘
v
] oo s ® Internet

Set the default key and size/key number. In the following sample screen, #1 is set for the key
number and 64 bit for the size.

2 Access Point Manager - Microsoft Internet Explorer

File Edt Wew Favorites Tools  Help I
. A @ i) ] . B, §
Q- O A [ G Psewn Sorowan @3- % B - B
_ »
Adress | €] bitpii 192,168, 10.2 jenftop.htm v| B ks @ M
TOSHIBAver. 4.308CP ~
&) Setting
Wireless LAN - Security
= 2Top
BSEtt\ng :"'""""""""""'""""'"""'""""""""""'""""""""""'""""'"""'"""""""""""""""""""?
) Status i & setup about the security of wireless LAN is performed. !
L T =T T =
& Save/Reboot Encryption | |WEP v
&l Reboot
I Save WA
& Logout Default Key | |#1
Size / Key #1 Disabled
Disabled
Size / Key #2 E_
128hit
Size / Key #3 | [152hit :l
Size / Key #4 Disabled I:l
WPR4A Encryption Key ‘
Auth. Protocal
Auth, User Name ‘ |
Auth, Password ‘ ‘
auth. Password (Verification) ‘ ‘
v
] eivvvvir e 8 Internst
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Enter a key with hexadecimal code.

Click on the Decision button (1), then click on Save/Reboot to restart the wireless LAN module (2).

2 Access Point Manager - Microsoft Internet Explorer

Eile Edt Wiew Favorites Tools Help #
Qe - ) [¥] [B] @0 Psewn Fprmenies £ (2 L - L) &
. »
Address \@ httpif /192,168, 10,21 /anjtop htm v| Go  Links @ M
" T T

123

TOSHIBA=r. 4.30BCP

Size / Key #4 ‘E‘Ib\( ~ 1234567890

WPRA Encryption Key

Auth. Protocal

= 2Top
[ 5etting Auth, User Mame

&suth, Password ‘ ‘

[ 5tatus
gintenance

& Save/Reboot

Auth, Password (Verification)

lall save Certificate ‘ Server Certificate | ‘ Client Certificate |
& Logout 2 Function
( ) Mainte- Wireless Link Mode
nance
Wep Key I:l
B
F1 R ® Internet
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<AES encryption with no options>
(1) Set the security features.

Choose AES from the Encryption pull down menu.

23 Access Point Manager - Microsoft Internet Explorer,

File Edit “iew Favorites Tools Help 1','
5 A ) A . = IR
@Back M <> | @ @ -'_lj /_JSearch \U_\‘( Favarites 63 [::_{v =1 = _J ﬁ
. »
Address \@ hitbp: /{152, 165,10, 21 fznykop.him v| Goo Links @ -
TOSHIBA«er. 4.308CP ~
&) Setting
Wireless LAN - Security
B 3Top
I3 setting 1 :
) 5tatus i A& setup ahout the security of Wireless LaN is performed. !
[ Maintenance T T e '
@ Save/Reboot Encryption I WEP v
& Reboot Disahled
I save wWpea | llwWEPR
& Logout Default key |||AES-OCE 0
lTKIP
size / Koy #1 | TEmRT |
Size / Key #2 | [Dissbled v|[ |
Size / Key #3 Dizgbled v l:l
Size / Key #4 | [Disabled v|[ |
WPA Encryption Key |
I T b
@ ............................... ' Inkernet

) Access Point Manager - Microsoft Internet Explorer

File Edit “iew Favorites Tooks Help '|'f
\ A D A S R
eBacK < L) @ @ -',lj /_JSearch \5'\1( Favorites e} ["ié' =1
_ »
Address ‘@ http:/{192.165.10.21 en/top.htm v| Go  Links @ T
TOSHIBAer. 4.308CP -
&) Setting
Wireless LAN - Security
B 3Top
I3 setting
) Status ! A setup about the security of Wireless LAN is performed, :
CDMaINtENanoe | 77T T ST T
@ Save/reboot Encryption
i Reboot
I save WPRA || Disghled v
& Lagout Default Key ’ T
Size / Key #1 _:I
WEAZ-PSK  H
Size / Key #2
Size / Key #3 | [Disabled v|[ |
size / key #4 | |Disshled v||[ |
WPA Encryption Key |
I T e
@ .......................... 40 Internet
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Set the default key and size/key number. In the following sample screen, 1 is set for the key
number and 128 bit for the size.

3 Access Point Manager - Microsoft Internet Explorer

File Edit View Favorites Tools  Help .,r
@Ba[k > |ﬂ @ 9 ;j f_] Search \:i(Favurltas & [\f{- :; - _J 3

address ‘@ http: {192, 168, 10,21 /entop. htm v| Go | Lnks ® @O -
TOSHIBAer. 4.308CP ~

&) Setting

ccess Point

Manager
Wireless LAN - Security
= 2Top
& [ Setting
) status A setup about the security of Wireless LAN is performed.

DIMaintenance | T

& Save/Reboot Encryption | AES b

& Reboot

) Save WP Disabled ~

& Logout T

Default Key #1 >

Size / Key #1 Disabled +
Disabled

i

||

Size / Key #2 :l
Size / Key #3 Disabled v :l
L]

Size / Key #4 Dizsabled +

Ll

WRA Encryption Key

1 R ® Internet

Enter a key with hexadecimal code.

Click on the Decision button (1), then click on Save/Reboot to restart the wireless LAN module (2).

2 Access Point Manager - Microsoft Internet Explorer

File Edt Wew Favorites Tools  Help I
\ A & ) ) -
Qri- © [ B G| Prro Sy @25 W -8
Adress | €] bitpii 192,168, 10.2 jenftop.htm v| B ks @ M
Size / Key #1
[TOSHIBAer. +.30ecP /Key 0123456 789abcd )1 234567 69sbiodat | I °

Size / Key #2 Disabled + I:l
Size / Key #3 Disabled + I:l
= DTop Size / Key #4 | Disabled v I:l

[ setting
D status
D) Maintenance

ccess Point
Manager

WRA Encryption Key ‘

qlg Save/Reboot ) Auth. Protocol
Auth, User Name ‘ |
I Save
& Lagout 4uth, Password ‘ ‘
(2) Asuth. Password (Verification) ‘ ‘
Certificate ‘ Sarver Certificats | ‘ Client Coartificata |
Function
Mainte- Wireless Link Mode
nance
Wep Key I:l
v
& ... 8 Internst

@)
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<AES encryption with WPA>
(1) Set the security features and authentication method.

Choose AES from the Encryption pull down menu.

2 Access Point Manager - Microsoft Internet Explorer;

Eile Edit ‘Wew Favorites Tools Help ,"
y NG S . R
Qo © W [B G Psen frros @3- % 8 -1 B
_ »
Address ‘@ http:/192.168.10.21 /=njtap htm V| Go  Links @ M
TOSHIBA«=r. 4.308CP ~
&) Setting
Wireless LAN - Security
=] @Top
@Sett\ng T
) Status i A setup shout the security of Wireless LAN is parformed. I
S Maintenance
@ Save/Reboot Encryption [ | Dissbled v
&l Reboot Disabled
el save wea N WwEP
L t
& Logou Default Key AES-OCE
| TKIF [
Size / Key #1
Size / Key #2 I:l
Size / Key #3 I:l b |
Size / Key #4 I:l
WPRA Encryption Key ‘
Auth. Protocal
Auth. User Name ‘ |
Auth, Password ‘ ‘ 3
&) ® Internet

Choose WPA from the WPA pull down menu.

2 Access Point Manager - Microsoft Internet Explorer;

Eile Edit ‘Wew Favorites Tools Help :,"
y NG S . R
Qo © W [B G Psen frros @3- % 8 -1 B
»
Address ‘@ http:/192.168.10.21 /=njtap htm V| Go  Links @ M
TOSHIBA«=r. 4.308CP ~
&) Setting
Wireless LAN - Security
=] @Top
@Sett\ng e
) Status i A setup about the security of Wireless LAN is performed. |
EMaintenance | T
@ Save/Reboot Encryption | |AES v
&l Reboot
|l Save WRA I Disabled v
Li t Disabled
& Logou Default Key I
PAPSK [
size / Key #1 ||jwpaz |
WEAZ-PSK
Size / Key #2 -
Size / Key #3 Disabled ~ I:l b |
Size / Key #4 Disabled ~ I:l
WPRA Encryption Key ‘
Auth. Protocal
Auth. User Name ‘
Auth, Password ‘ 3
&) ® Internet

Continued on <When using WPA>,
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<AES encryption with WPA-PSK>
(1) Set the security features and authentication method.

Choose AES from the Encryption pull down menu.

2 Access Point Manager - Microsoft Internet Explorer;

Eile Edit ‘Wew Favorites Tools Help ,"
\ A A . . P
Qo © W [B G Psen frros @3- % 8 -1 B
_ »
Address ‘@ http:/192.168.10.21 /=njtap htm V| Go  Links % M
TOSHIBA«=r. 4.308CP ~
&) Setting
Wireless LAN - Security
=] @Top
@Sett\ng e
) Status i A setup about the security of Wireless LAN is performed. |
EMaintenance | T
@ Save/Reboot Encryption ||| Dissbled v I
& Reboot Disabled
el save wra (| wEp
L t
& Logou Default Key AES-OCE
TKIP
Size / Key #1
Size / Key #2 I:l
Size / Key #3 I:l b |
Size / Key #4 I:l
WPRA Encryption Key ‘
Auth. Protocal
Auth. User Name ‘ |
Auth, Password ‘ ‘ 3
&) ® Internet

Choose WPA-PSK from the WPA pull down menu.

2 Access Point Manager - Microsoft Internet Explorer;

Eile Edit ‘Wew Favorites Tools Help ,"
y NG S . R
Qo © W [B G Psen frros @3- % 8 -1 B
»
Address ‘@ http:/192.168.10.21 /=njtap htm V| Go  Links % M
TOSHIBA«=r. 4.308CP ~
&) Setting
Wireless LAN - Security
=] @Top
@Sett\ng e
) Status i A setup about the security of Wireless LAN is performed.
EMaintenance | T
@ Save/Reboot Encryption | |AES v
&l Reboot
|l Save wPa (I Disabled v
Li t Disabled
& Logou Default Key |(§|wPa
Size / Key #1 (| \WPAZ
WEAZ-PSK
Size / Key #2
Size / Key #3 Disabled ~ I:l b |
Size / Key #4 Disabled ~ I:l
WPRA Encryption Key ‘
Auth. Protocal
Auth. User Name ‘ |
Auth, Password ‘ ‘ 3
&) ® Internet

Continued on <When using WPA-PSK>.
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<AES encryption with WPA2>
(1) Set the security features and authentication method.

Choose AES from the Encryption pull down menu.

A Access Point Manager - Microsoft Internet Explorer

Fle Edit Wiew Favortes Took  Help o
) A O A . B
e Back () @ @ ',lj pe ) Search 7" Favorites €‘3 [{_{v =) - J ﬁ
»
Address ] hitp:1f192.168.10.21jenjtop. him v B Lk @ M
TOSHIBAer. 4.308CP ~
&) Setting
Manager
Wireless LAN - Security
= DTap
[ == = Tt et
) status A setup about the security of Wireless LAN is performed. H
D MAIMTEMAMEE | 5777777 TTTTITToTTe oo oo ooosoooosoossiosssssssssossssssssssoesssessd
@ Save/Reboot Encryption ff | Disabled
i Reboot Disahled
I save WeA i WEP
& Logout Default Key | [AES-0OCE
[THIP |
Size / Key #1
Size / Key #2 l:l
Size / Key #3 l:l b
Size / Key #4 l:l
WPA Encryption Key |
Auth. Protocol
Auth, User Name | ‘
Auth. Password | | 3
& & mkermet

Choose WPA2 from the WPA pull down menu.

A Access Point Manager - Microsoft Internet Explorer

Elle Edit View Favaorites Tools  Help A ,"
\ A & 'y &S R "
e Back ~ () @ @ (0| ) search g Favoriees )| G- iz - _J 3
»
Agdress|@ http: /{152, 168. 10,21 znjtop.htm v| Go  Links @ M
TOSHIBAcr. 4.30BCP ~
&) Setting
Wireless LAN - Security
= DTop
12 Setting T e
) Status ! A setup about the security of Wireless LAN is performed. |
[IMaintenance | 7T o o Soonsosonsossssssnosmsosomsseeomeeesd
@ Save/Reboot Encryption | |AES v
& Reboot
B save WPA Dizahled v
Disabled
& togout Default Key | |lwpa
PA-PSK. m
size / ey #1 ||| |
WWPAZ-PSI
Size / Key #3 Disshled v l:l b
Size / Key #4 Disshled + l:l
WRA Encryption Key ‘
Auth, Protocal
Auth. User Name ‘ |
Auth. Password ‘ | 3
&) @ Internet

Continued on <When using WPA2>.
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<AES encryption with WPA2-PSK>
(1) Set the security features and authentication method.

Choose AES from the Encryption pull down menu.

-2 Access Point Manager - Microsoft Internet Explorer;

Eile Edit Wiew Favorites  Tools  Help

Qe - QX A& S ssaren Sl psvertss 2) | (- :\1 - )B

»
Address @ http://192.168.10,21 fen/top.htm v‘ Go | Links

TOSHIBAer. 4.308CP @ setting

I

Wireless LAN - Security

= Top
() setting
Dstatus
[ maintenance

@ Save/Rehoot Encryption | |Disahled ¥

& Reboot Disahled

I save WPa | lwEP

£ Logout Default Key | [AES-OCE
TEIP

Size / Key #1

Size / Key #2

Size / Key #3

Size / Key #4

WPRA Encryption Key

Auth, Protocol

Auth. User Name ‘ ‘

Auth, Passward ‘ |

[E3

&) B Internet

Choose WPA2-PSK from the WPA pull down menu.

-2l Access Point Manager, - Microsoft Internet Explorer,

Fle Edt Wew Favortes Tools Help
@Eack - Q \ﬂ @ ) f_‘i Search \::(Favnrltes & [/:{v ; - _J 3B

»
adress | €] http://192.168.10.21 fen/top.him vIBs ks

TOSHIBA/:r. 4 30ECP @ setting

Manager

>

Wireless LAN - Security

B DTop
D 5etting
D 5tatus
D Maintenance

& Save/Reboot Encryption | |AES -
&H Reboot
& Save EY Disabled v
(9 Logout Default Key R‘\‘;;bled
Pa-PSK =
Size / Key #1 || [\WPAZ :|

Siza / Key #2 | OEEtEr——— |
S /ey 43| [Coies [ ]
s /oy #4 | [Dwsies 8[|

WRA Encryption Key |

Auth, Protocol

Auth. User Mame | ‘

Auth, Password | |

[

&) D Internet

Continued on <When using WPA2-PSK>.

- 26 -



<AES-OCB encryption>
(1) Set the security features.

Choose AES-OCB from the Encryption pull down menu.

2 Access Point Manager - Microsoft Internet Explorer;

Eile Edit ‘Wew Favorites Tools Help ,"
y NG S . R
Qo © W [B G Psen frros @3- % 8 -1 B
»
Address ‘@ http:/192.168.10.21 /=njtap htm V| Go  Links @ M
TOSHIBA«=r. 4.308CP ~
&) Setting
Wireless LAN - Security
=] @Top
D Setting T TS ey
) Status i 4 =etup about the security of Wireless LAN is performed.
EMaintenance | T
@ Save/Reboot Encryption | |AES v
&l Reboot
|l Save WwPa | | Disabled v
Li t Disabled
& Logou Default Key | |wPa
PAPSK |
size / ey »1 | | |
WPAZPEK
Size / Key #3 Disabled ~ I:l b |
Size / Key #4 Disabled ~ I:l
WPRA Encryption Key ‘
Auth. Protocal
Auth. User Name ‘ |
Auth, Password ‘ ‘ 3
&) ® Internet

Set the default key and size/key number. In the following sample screen, 1 is set for the key
number and 128 bit for the size.

2 Access Point Manager - Microsoft Internet Explorer.

Ele Edit W¥ew Favorites Tools Help ,'
N A = . . TN mm o
@Eack > @ @ o - search ¢ Favorites e} E;__{v = J 'ﬁ
adiress &) hitps/f192.168. 10,21 fenjtop.htm v Be ks &
TOSHIBA«er, 4.308CP ~
&) Setting
Wireless LAN - Security
= @Tup
= Setting
) Status 1 A setup about the security of Wireless LAN is performed., |
CMaiNtenance | T o S S n s
@ save/Reboot Encryption | |AES-0CBE v
& Reboot
k= save WPRA
& Logout Default Key 0
Size / Key #1 Dizahbled
Disahled
size / ey +2 | [
Size / Key #3 Disabled l:l
Size / Key #4 Disabled |:|
WPRA Encryption Key | | |
I T 1 o)
&] ® mremer
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Enter a key with hexadecimal code.

Click on the Decision button (1), then click on Save/Reboot to restart the wireless LAN module (2).

A Access Point Manager - Microsoft Internet Explorer

File Edt Yew Favorites Tooks  Help "
Qo O M &) & P Jrrons @ 20 W - L) B
»
Address ‘@ http:/192.168.10.21 enjtop htm V| Go  Links % M
Size / Key #1 ~
TOSHIBA-r. 4.308cP v I 0123456789abcdel 23455789 ahode] || _
Size / Key #2 Disabled I:l
ccess Point
Manager Size / Key #3 Disabled I:l
B 37Top Size / Key #
y #4 Disabled
@Sett\ng I:l
Dstatus WPA Encryption Key ‘
2 Maintenance
Auth. Protocol
Auth, User Name ‘ |
Auth, Password ‘ ‘
asuth, Password (Verification)
Certificate ‘ Server Certificate | ‘ Client Certificate |
Function
Mainte- Wireless Link Mode
nance
Wep Key I:l
>
€ # Internet

1)
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<TKIP encryption with WPA>
(1) Set the security features and authentication method.

Choose TKIP from the Encryption pull down menu.

2 Access Point Manager - Microsoft Internet Explorer;

Eile Edit ‘Wew Favorites Tools Help ,"
Qo © W [B G Psen frros @3- % 8 -1 B
»
Address ‘@ http:/192.168.10.21 /=njtap htm V| Go  Links % M
TOSHIBAer. 4.308cP ~
Encryption Disabled «
Disabled
WRa § WEP
AES
Default Key AES-0OCE
B @Tap TR
D Setting Size / Key #1
2 Status
S Maintenance Size / Key #2 I:l
@ Save/Reboat Size / Key #3 I:l
&l Reboot
I save Size / Key #4 I:l
&3 Logout
WRA Encryption Key ‘
4uth. Protocol
Auth, User Name ‘ |
Auth, Password ‘ ‘
auth. Password (Verification) ‘ ‘
Certificate ‘ Server Certificate | ‘ Client Certificate |
Function B
Mainte- Wireless Link Mode
nance
o)
&) ® Internet

Choose WPA from the WPA pull down menu.

2 Access Point Manager - Microsoft Internet Explorer;

Eile Edit ‘Wew Favorites Tools Help :,"
Qo © W [B G Psen frros @3- % 8 -1 B
_ »
Address ‘@ http:/192.168.10.21 /=njtap htm V| Go  Links @ M
TOSHIBAer. 4.308cP ~
Encryption TKIP v
WA (fWPA
Default Key WP*PSK
= DTop PAZ H
D Setting Size / Key #1 |||WPAZ-PSK —|
2 Status
S Maintenance Size / Key #2 I:l
@ Save/Reboat Size / Key #3 I:l
&l Reboot
I save Size / Key #4 I:l
&3 Logout
WRA Encryption Key ‘
4uth. Protocol EAP-TLE
Auth, User Name ‘ |
Auth, Password ‘ ‘
auth. Password (Verification) ‘ ‘
Certificate ‘ Server Certificate | ‘ Client Certificate |
Function Disabled B
Mainte- Wireless Link Mode Standard Infrastructure
nance
Mode ESSID | LocalGroup
v
&) Done ® Internet

Continued on <When using WPA>,
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<TKIP encryption with WPA-PSK>

(1) Set the security features and authentication method.

Choose TKIP from the Encryption pull down menu.

2 Access Point Manager - Microsoft Internet Explorer;

Eile Edit ‘Wew Favorites Tools Help ,"
Qo © W [B G Psen frros @3- % 8 -1 B
»
Address ‘@ http:/192.168.10.21 /=njtap htm V| Go  Links @ M
TOSHIBAer. 4.308cP ~
Encryption Disabled «
Disabled
WRA | WEP
AES
Default Key |f|AES-0OCB
=] @Top
D Setting Size / Key #1
2 Status
S Maintenance Size / Key #2 I:l
@ Save/Reboat Size / Key #3 I:l
&l Reboot
I save Size / Key #4 I:l
&3 Logout
WRA Encryption Key ‘
4uth. Protocol
Auth, User Name ‘ |
Auth, Password ‘ ‘
auth. Password (Verification) ‘ ‘
Certificate ‘ Server Certificate | ‘ Client Certificate |
Function B
Mainte- Wireless Link Mode
nance
o)
&) ® Internet

Choose WPA-PSK from the WPA pull down menu.

2 Access Point Manager - Microsoft Internet Explorer

File Edt Wiew Favorites Tools Help o
Q- Q H[RA O search <7 Favarites ) R w3
»
Adddiess | €] betpiif192. 168, 10.2 jenftop.htm v|Beo ks @ -
TOSHIBAer. 4.308CP ~
Encryption TKIP v
A WP A APA v
anager A
Default Key
= DTop \WPA2
2 5etting Size / Key #1 ||| weaz-psi r—|
D status
) Maintenance Size / Key #2 I:l
@ Save/Reboot Size / Key #3 I:l
& Reboot
I save Size / Key #4 I:l
&3 Logout
WPR4A Encryption Key ‘
Auth. Protocal EAP-TLS v
Auth, User Name ‘ |
Auth, Password ‘ ‘
asuth, Password (Verification) ‘ ‘
Certificate ‘ Server Certificate | ‘ Client Certificate |
Function Disahled + ) |
Mainte- Wireless Link Mode Standard Infrastructure
nance
Mode ESSID LocalGroup
v
&) Done ® Internet

Continued on <When using WPA-PSK>.
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<TKIP encryption with WPA2>

(1) Set the security features and authentication method.

Choose TKIP from the Encryption pull down menu.

) Access Point Manager - Microsoft Internet Explorer,

fle Edt Yiew Favorites Help
Q- © 1 [{ & P Sorons @3- % B[ B
_ »
Address |@ hktp: {192, 168.10.21fenjtop.htm V‘ Go  Links @ T
TOSHIBAer. 4.308CP ~
Encryption Disabled v
ot Disabled
WP A
Manager X\ESP
Default Key
= 3Top
(D) setting Size / Key #1 _D
[ status
[ Maintenance Size / Key #2 |:|
@ Save/Reboot Size / Key #3 |:|
i3 reboot
= save Size / Key #4 l:l
&d Logout
WP4A Encryption Key ‘
Auth, Protocol
Auth, User Name ‘ ‘
Auth, Password ‘ |
Auth, Password (Werification) ‘ |
Certificate | Server Certificate | ‘ Client Certificate ‘
Function )|
Mainte- Wireless Link Mode
nance
o)
&) ® Internet

Choose WPAZ2 from the WPA pull down menu.

A Access Point Manager, - Microsoft Internet Explorer

Ele Edit View Faworites Tools  Help ;,'
Qe - © B @ & /Z__" Search \L::i( Favorites {62} f:{- ; e
_ »
Address \@ hitp:/§192.168.10,21 fen/top.htm v‘ Go  Links % M
TOSHIBAer. 4308CP ~
Encryption
WP A
Default Key
= DTop
21 5etting Size / Key #1
(3 Maintenance Size / Key #2 I_tl
|# Save/Reboot Size / Key #3 I:l
&3 Reboot
I save Size / Key #4 l:l
& Logout
WP4A Encryption Key |
Auth. Protocol EAP-TLS v
Auth, User Name | |
Auth, Password | ‘
Auth, Password (Merification) | ‘
Certificate ‘ Sarver Certificate | ‘ Client Certificate |
Function Disabled T
Mainte- wireless Link Maode Standard Infrastructure %
nance
Mode ESSID | |LocalGroup
~
&) Dane ® Internet

Continued on <When using WPA2>.
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<TKIP encryption with WPA2-PSK>
(1) Set the security features and authentication method.

Choose TKIP from the Encryption pull down menu.

2l Access Point Manager - Microsoft Internet Explorer,

fle Edt View Favortes Tools Help
Q- © 1 [{ & P Sorons @3- % B[ B
_ »
Address |@ hktp: {192, 168.10.21fenjtop.htm V‘ Go  Links @ T
TOSHIBAer. 4.308CP ~
Encryption Disabled v
ot Disabled
WRA | NWER
& Manager LS
Default Key AES-0CE
= 3Top
(D) setting Size / Key #1
[ status
[ Maintenance Size / Key #2 |:|
@ Save/Reboot Size / Key #3 |:|
i3 reboot
= save Size / Key #4 l:l
&d Logout
WP4A Encryption Key ‘
Auth, Protocol
Auth, User Name ‘ ‘
Auth, Password ‘ |
Auth, Password (Werification) ‘ |
Certificate | Server Certificate | ‘ Client Certificate ‘
Function )|
Mainte- Wireless Link Mode
nance
o)
&) ® Internet

Choose WPA2-PSK from the WPA pull down menu.

Manager - Microsofll Internel Explorar

Fle  Ed  Wew Foodes Took  Hep 3
Q- © K @G P Joroets @ -5 & -[J B
| &) tetm:I1192. 168.10.21fenftop.bem Tl B ks Q -

ITOSHIBAer. 4.308CP ) ~

DS540 TR Encryption | | TKIP v

ceess Point Wea ||| WA v
L/  Manager

—_—
[WFA
Default Key |llwia-Pse |

8QTop WIRAZ
S £ Setting sive /ey o1 | v
® D Status
® 2 Maintenance Size / key #2

& Save/Reboot Size / Koy 43

@ Peboot

e Save Size / Key #4

3 Logout

WRA Encryption Key

Auth. Protocol EAP-TLS &

Auth. User Name

Auth. Password

Auth. Passward (Varification)

Certificate | | Server Certificate | | Client Certificate |

Function Disnbled

Mainte- Wireless Link Mode Standard Infrastructure
nance
Mode ESSID | |LocalGroup

] cone 0 Intermet

Continued on <When using WPA2-PSK>.
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<When using WPA> <When using WPA2>
(2) Set the authentication method.
[In the case of Protected EAP (PEAP)]

Choose PEAP from the Auth. Protocol pull down menu.

2 Access Point Manager - Microsoft Internet Explorer

File Edt Wiew Favorites Tools Help o
@ Back ~ () B @ { ;j ;\J Search \j\? Favorites {4} Ef{- ; M - J 3
»
Adddiess | €] betpiif192. 168, 10.2 jenftop.htm v|Beo ks @ -
-~
TOSHIBA=r. 4.30BCP Size / Key #1 I:l ~
Size / Key #2 I:l
Manager Size / Key #3 I:l
= OTop Size / Ke
y #e
[ 5etting I:l
Dstatus WPA Encryption Key ‘
2 Maintenance
@ Save/Reboot Auth. Protocal EAP-TLE v
EAP-TLS
& Reboot auth, User Name | S |
I save
&3 Logout Auth, Password ‘ ‘
Auth, Password (Verification) ‘ ‘
Certificate ‘ Server Certificate | ‘ Client Certificate |
Function Disahled v
Mainte- Wireless Link Mode Standard Infrastructure
nance
Mode ESSID LocalGroup
Wep Key Disahled I:l
[Res=t ]
B
&) Done ® Internet

Enter the authentication user name and password.

2 Access Point Manager - Microsoft Internet Explorer

File Edt Wiew Favorites Tools Help o
Qo © HE G Pwen formns @3- % @ -1 B
»
Address \@ http:i[152.166. 10,21 fenjtop. htm v| Go | Links @ M
TOSHIBAer. 4.308CP -
Size / Key #1 I:l B
Size / Key #2 I:l
ccess Point
Manager Size / Key #3 I:l
B 0Top Size / Key #4 I:l
[ 5etting
D status WPA Encryption Key | |
2 Maintenance
@ Save/Reboot Auth. Protocal PEAP v
ud Reboot Auth. User Name ‘TESTDT |
I save
@ Logout Auth. Passward ‘uuuo ‘
Auth, Password (Verification) ‘t ‘
Certificate ‘ Server Certificate | ‘ Client Certificate |
Function Disahled v
Mainte- Wireless Link Mode Standard Infrastructure
nance
Mode ESSID LocalGroup
Wep Key Disahled I:l
B
%] Done ® Internet
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[In the case of EAP-TLS]

Choose EAP-TLS from the Auth. Protocol pull down menu.

Manager - Microsoft Internet Explorer

File Edt View Favorites Tools  Help
@ Back ~ () @ @ « ;j /ﬁ Search ‘f;‘\'{‘ Favorites @ D/,j:{ - :;_,. - _J :ﬁ
»
Address ‘@ http:/192.168.10.21 enjtop htm Go  Links @ M
~
TOSHIBAer. 4.208CP Size / Key #1 l:l A~
Size / Key #2 I:l
ccess Point
Manager Size / Key #3 I:l
= D3Top Size / Ke
y #4
@Sett\ng I:l
D status WPA Encryption Key ‘
2 Maintenance
|2 Save,/Reboot Auth. Protocol EAP-TLS v
T
& reboot Auth, User Name
I save
& Lagout #uth, Password ‘ ‘
asuth, Password (Verification) ‘ ‘
Certificate ‘ Server Certificate | ‘ Client Certificate |
Function Disabled ¥
Mainte- Wireless Link Mode Standard Infrastructure
nance
Mode ESSID | LocalGroup
Wep Key Disabled + I:l
>
] Done # Internet

Enter the authentication user name and the password.

Manager - Microsoft Internet Explorer

File Edt View Favorites Tools  Help
@ Back ~ () @ @ « ;j /ﬁ Search ‘f;‘\'{‘ Favorites @ D/,j:{ - :;_,. - _J :ﬁ
»
Address ‘@ http:/192.168.10.21 enjtop htm Links @ M
~
TOSHIBAer. 4.308CP Size / Key #1 l:l ~
Size / Key #2 I:l
ccess Point
Manager Size / Key #3 I:l
= D3Top Size / Ke
y #4
@Sett\ng I:l
D status WPA Encryption Key ‘
2 Maintenance
|2 Save,/Reboot Auth. Protocol EAP-TLS v
& reboot Auth, User Name ‘TESTDW |
I save
& Lagout #uth, Password ‘------ ‘
asuth, Password (Verification) ‘-n o ‘
Certificate ‘ Server Certificate | ‘ Client Certificate |
Function Disabled ¥
Mainte- Wireless Link Mode Standard Infrastructure
nance
Mode ESSID | LocalGroup
Wep Key Disabled + I:l
>
] Done # Internet
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(3) Send the certificate.

Click on the Server Certificate button. The following screen will appear.

2} http://192.168.10.21 - Access Point Manager - Microsoft Intern... |;||§|rg|

&) Setting

Transfer of a Server Certificate

‘ || Browse

Transfer

CLOSE

@ .................................................... ® Internet

Specify the root certificate and click on the Transfer button.

2} http:/1192.168.10.21 - Access Point Manager - Microsoft Intern... |:||§|E|

&) Setting

Transfer of a Server Certificate

IF:\rDDt.cer |” Browse...
(G D

CLOSE

@ ............................................. ® Internet

When the transfer is successfully completed, the following screen appears.

23 http:/f192.168.10.21 - Access Point Manager - Microsoft Intern... . : X

Updating of the certificate was completed.
Please reboot a certificate to confirm.

close

@ Dione  Internet
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[In the case of EAP-TLS]

Click on the Client Certificate button. The following screen will appear.

2} http://192.168.10.21 - Access Point Manager - Microsoft Intern... |;||§|rg|

&) Setting

Transfer of a Client Certificate

‘ || Browse

Transfer

CLOSE

@ .................................................... ® Internet

Specify the user certificate and click on the Transfer button.

2} http:/1192.168.10.21 - Access Point Manager - Microsoft Intern... |:||§|E|

&) Setting

Transfer of a Client Certificate

|F:\testm fx | Browse..

CLOSE

@ .................................................... ® Internet

When the transfer is successfully completed, the following screen appears.

23 http:/f192.168.10.21 - Access Point Manager - Microsoft Intern... . : X

Updating of the certificate was completed.
Please reboot a certificate to confirm.

close

@ Dione  Internet
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(4) Save and reboot

Temporarily save the settings by clicking on the Decision button, then click on Save/Reboot to
save the settings and restart the wireless LAN module.

2 Access Point Manager - Microsoft Internet Explorer;

-37-

Eile Edit ‘Wew Favorites Tools Help ,"
Qo © W [B G Psen frros @3- % 8 -1 B
»
Address | (@] hetp:j/192.168.10.2 jenjtop.hem vBe ks @ -
TOSHIBAer. 4.308cP -
Size / Key #1 I:l o
H Size / Key #2 I:l
ccess Point
Manager Size / Key #3 I:l
=] @Top
Size / Key #4
@Sett\ng I:l
D status WPA Encryption Key ‘
S Maintenance
Auth. Protocal EAP-TLS v
Auth, User Name ‘teslm |
@ Lagout 4uth, Password ‘uuu ‘
( ) Auth. Password (Verification) ‘uuu ‘
Certificate ‘ Server Certificate | ‘ Client Certificate |
Function Disahled «
Mainte- Wireless Link Mode Standard Infrastructure
nance
Mode ESSID LocalGroup
Wep Key Disabled I:l
G
N ] >
&) (1) ® Internet




(5) Confirmation of settings

After following steps (1) to (3) and logging in the access point manager, click on the Status icon.

j Access Point Manager, - Microsoft Internet Explorer

Fle Edt View Favortes Tooks Help "
Qui- O [{ (A G Psewa Jrrowns @3- % B - B
»
Address ‘@ http:j{192.168. 10,21 fenjtop.htm v| Ga | Links @ M
TOSHIBA<r. 4.308CP
ccess Point |
Manager Setting change of Access Point and the check of Status can be performed.
Choose each item.
B 3Top
@Sett\ng
Dstatus ﬁf @j ZJ
B Maintenance Setting Status Maintenance

& Save/Reboot

&l Reboot

B SaME | e e oiseoieloiosasiiosoiieoes
& Lagout When a setup of Access Point is changed, it is necessary to save on a left menu or this left page.

In order to confirm a saved setup, the reboot of Access Point is reguired,
H ® H @
save / Reboaot Save Logaout
Reboot E

F =1 # Internet

Then, click on the Wireless LAN folder.

j Access Point Manager, - Microsoft Internet Explorer

File Edt Yew Favorites Tooks  Help "
Q- © [ @ G e Jrroons @ 2- % W -1 B
»
Address ‘@ http:j{192.168. 10,21 fenjtop.htm v| Ga | Links @ M
TOSHIBA<r. 4.308CP
ccess Point .
Manager Status of Access Point can be checked. Choose an item to check.
B 3Top
2 setting __J —J J
Dstatus Basic f |
2 Maintenance Information Interface \ Wirslass LAN
@ Save/Reboot —_J
@ Reboot MaC address Lo
=l Save Tahle g
&3 Logout
E =1 # Internet
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Confirm that the information of the server certificate is displayed.

crosoft Internet Explorer

File Edt View Favortes Tooks Help "
) A | @ T &S R
@ Back v () Iﬂ @ Lyl search < Favorites &3 =2 &
»
Adress | €] bitpii 192,168, 10.2 jenftop.htm v| B ks @ "
TOSHIBAsr. 4.305CP S ~

Channel No. | Unknown

Transrit Rate | Unknown

ccess Point
Manager Receive Rate | Unknown

5 &Top RSSI | Unknown

[ setting Supplicant State | Invalid (1)
D status
D Maintenance

Server Certificate
& Save/Reboot
&l Reboot Issuer | d4vebllx
I Save
& Logout

Subject | dd4vtbllx

Yalid Period(start) | 2006-03-24 07:11:45 (GMT)

Walid Period{end) | 2011-03-24 07:19:38 (GMT)

Issuer | admintechCa

Subject | Users

Yalid Period{start) | 2006-04-03 09:58: 16 (GMT)

Walid Period{end) | 2007-04-03 09:58:16 (GMT)

Statistics Information

[£3

I TW | niract Framas | 0

8 Internst

[In the case of EAP-TLS]

Confirm that the information of the client certificate is displayed.

Eile Edit ‘Wew Favorites Tools Help :,'

»
Address | (@] hetp:j/192.168.10.2 jenjtop.hem vBe ks @ ©
TOSHIBAer. 4.208CP ESSID [ LOCAGry -

Channel Mo, | Unknown

Transmit Rate | Unknown

ccess Point
Manager Receive Rate | Unknown

5 &Top RSSI | Unknown

D Setting Supplicant State | Invalid (1)
2 Status
S Maintenance

Server Certificate
& Save/Reboot
&l Reboot Issuer | d4vshlix
I save
&3 Logout

Subject | d4vebllx

valid Period{start) | 2006-03-24 07:11:45 (GMT)

Yalid Periodf{end) | 2011-03-24 07:19:38 (GMT)

Issuer | admintechCa

Subject | Users

valid Period{start) | 2006-04-03 09:58:16 (GMT)

Yalid Period{end) | 2007-04-03 09:56: 16 (GMT)

ics Information

[£3

\ T —

# Internet
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<When using WPA-PSK> <When using WPA2-PSK>
(1) Setting the encryption key
Set a WPA encryption key with 1-byte 8 to 63 characters.

Then, click on the Decision button (1), and click on Save/Reboot to restart the wireless LAN

module (2).
2l Access Point Manager, - Microsoft Internet Explorer,
File Edt Vew Favorites Tools Help "
Q- O A @ G Psewn Sorownn @3- % 8- [ 4
_ »
Adress | €] bitpii 192,168, 10.2 jenftop.htm v| B ks @ M
TOSHIBAver. 4.308CP Sizs / Key #1 l:l ~
FX:DSSZ0TREU Sizs / Key #2 ]
L4 Kccess Point
Y Manager Size / Key #3 I:l
= DTop Size / Ke
y #4
[ setting I:l
gStatus (2) WPA Encryption Key |‘1234EE?BHD
Maint |
aintsnance /
« = SaUE/REbUUtj Auth. Protocal
Auth, User Name ‘ |
I Save
& Lagout 4uth, Password ‘ ‘
Asuth. Password (Verification) ‘ ‘
Certificate ‘ Sarver Certificats | ‘ Client Coartificata |
Function
Mainte- Wireless Link Mode
nance
Wep Key I:l
Q )N
v
=1 OSSR (1) 8 Internst
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8.3 SETTINGS FOR THE SERVER

Settings for the server in the case Protected EAP (PEAP) or EAP-TLS is used:
The OS of the server is supposed to be Windows Server 2003 Enterprise.

e Installation of various components
Open the Add or Remove Programs screen and click on the Add/Remove Windows Components button.

[ Add or Remove Programs (=] 3]
Currently installed programs: I~ show updates Sort by: Imame -

When the Windows Components Wizard screen appears, check the check box for the Certificate
Services.

Note: A confirmation dialog box confirming an installation may appear, but continue.

‘Windows Components
*You can add or remove components of Windows.

Ta add or remove a component, click the checkbax. 4 shaded box means that only
part of the companent wil be installed. To see what's inchided in & component, click
Detail:.

LComponents:

(B hocessories and Utiities 49ME =~
[ &l pplication Server 334 MB

- Certi o5

(] 5 E-mail Services 1.1ME
[ BAFas Services zamn =l

Description:  Installs a certification autharity [CA) to issue certificates for use with
public key security programs,

Total disk space required: E1MB Details
Space available on disk: 73317.3 MB =

<Back [ Mews | Cancel | Help |

Choose Networking Services, and click on the Details button.

Windows Components
“ou can add or remove companents of Windows.

To add or remove a component, click the checkbox. A shaded box means that only
part of the component wil be installed. To see what's included in a companent. click
Details.

Lomponents:

8 Intemet Explorer Enhanced Securty Configurstion 00ME =]
1 EDManagemant and Monitoring Toals B.3ME
= 7 Metworking Services
1 249 0ther Network File and Print Services 0.0MBE

1 @ Remnle nstallatinn Servines snme =)

Description:  Contains a variety of specialized. network-related services and protocols.

Total disk space required: E.1MB
Space available on disk: 73317.8 MB

<Back et > Cancel Help
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Check the check box for the Internet Authentication Service, and click on the OK button.

Networking Services x|

To add or remove a component, click the check box. & shaded box means that onlp part
of the companent wil be installed. Ta see what's included in a component, click Details

Subgomponents of Networking Services:

Domain Mame System [DNS] 1.7MEB =
[m] Dynam\c Haost Configuration Protocal [DHCP) 0.0ME
S intem enticatic 0.0ME
[ B Remote Access Quarantine Service 01 MB
[ ZRPC over HTTP Prosy 0.0 MB
] Simple TCP/AP Services 0.0MB
(1 [ indows Irterret Mame Service [wINS) name x|

Description:  Enables authentication, authorization and accounting of dial-up and VPN
users. 145 supports the RADIUS protocol.

Total disk space reqied 61ME Detals..
Space avalsbleondisk:  73317.8MB

Click on the Next button to continue.

Windows Components
“fou can add or remove components of Windows.

To add or remove a component, click the checkbox, & shaded box means that only
part of the component will be installed. To see what's inchuded in a component, click.
Details.

LCompanents:

(B tccessories and Utiities 29ME =~
1 5 4pplication Server 324 MB

1 B E-mail Services T1 B
1 P Srvines 7amn =l

Description:  Installs & certifization autharity [CA] to issue certificates for use with
public key security programs.

Total disk space required: E1ME D
Space available on disk: TINTEME —

<Back [ Mews | Cancel | Hep |

Choose the Enterprise root CA when asked the CA type, and click on the Next button.
Note: The Active Directory needs to be installed in advance.

'windows Components Wizard x|

CA Type
Select the type of T4 vou want ta set up.

& Enterprise oot G

" Enterprise subordinate CA
" Stand-alone root C&

© Stand-alons subardinate G4

Description of CA type
The most tusted CA in an enterprise. Should be installed before any ather CA.

™ Use custom settings to generate the key pair and CA certificate

< Back I Hext > I Cancel Help
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Enter a common name for the CA, and click on the Next button.

Windows Components Wizard

CA Identifying Information
Enter infarmation ta identify this CA.

Common name for this CA;

Iadmmilecth

Distinguished name suffix,

DE=barcode-test DC=local

Preview of distinguished name:

CN=adminitechCA, DC=barcode-test DC=local

Expiration date:
6/27/2M111:13 AM

Validity period:

5 ears ¥

Cancel |

< Back

Help

Click on the Next button without changing any database settings.

windows Components Wizard

Certificate Database Settings
Enter locations for the certifizate database. database log, and configuration
information.

Lertificate database:

Certificate database log:
IE EwIND OWS¥ spstem32CertLog

™ Store configuration information in a shared folder
Shared falder:

Browse,
Erowse,

| Ejouise,.. |

I” | Preserve evisting certificate database

< Back I Mext > I

Carcel |

Help

Now, the installation of the component is completed.
At this point, issuing a server certificate is possible.
Issue a certificate for the wireless LAN module and the server, respectively.
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¢ Setting the RADIUS server and access policy

Click on the Start menu, All programs, and Management tool, then start the Internet Authentication
Service.
JI=TE]

Ele  Action Yiew Help

[2]|® &

= = |[=]
i
[ RADIUS Clients

Welcome to Internet Authentication

{1 Remate Access Logging Service
P Remote Access Policies
{1 Connection Request Processing Use Inkernet Authentication Service (IAS) to authenticate,

authorize, and account For diak-up, YPN, wireless and
Ethernet connections to your network, You can akso
configure IAS to Forward authentication requests ta any
access server that is compatible with Remote Authentication
Dial-In User Service (RADILIS!,

Ta configure IAS ko read the remote access properties of
user accounts in Active Directory, on the Action menu, click
Reqister Server in Active Directory,

Far more infarmation about setting up 143, deployment
scenarios, and troubleshooting, see Help.

| |
Choose the Register Server in Active Directory from the Action menu.
Note: The Active Directory needs to be installed in advance.

=10l x|
ction  View Help
Shart Service
Skop Service
i Welcome to Internet Authentication
Properties Service
Help Use Internet Authentication Service (145} to authenticate,

authorize, and account For diak-up, VPN, wireless and
Ethernet connections to your netwark, You can also
configure TAS to Forward authentication requests to any
access server that is compatible with Remote Authentication
Dial-In User Service (RADILIS),

To configure IAS ko read the remate access properties of
user accounts in Active Directory, on the Action menu, click
Reqister Server in Active Directory,

For more information about setting up 185, deployment
scenarios, and troubleshooting, see Help.

Reqisker Server in Ackive Directory
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Right-click on the RADIUS Client and choose the New RADIUS Client.

“;¢ Internet Authentication Service =] 3]
Eile Action View Help
craEBRRE&
5 Internet Authentication Service (Lacal) Friendly Mame | Address [ Pratocal
‘a .
&2 Rem! There are o ikems to shaw in this view,
Frem e 3
dcomr——
Wigw 13
Refresh
Export List...
Help
‘ I
M Client [ [

Enter a Friendly name and Client address, then click on the Next button.

New RADIUS Client | x|

Mame and Addiess

Tupe a friendly name and either an IP Address or DNS name for the client.

Friendly name: test

Client address IP or DNS]:

|1321531u.221 Veiify.

ciook [ Hets | Cencel |

Choose the RADIUS Standard for the Client Vendor, enter a Shared secret, then click on the Finish
button.

New RADIUS Client | x|

Additional Information

IF piow are using remote access palicies based on the client vendor attiibute, specify the:
wvendor of the RADIUS client.

LClient-vendar:
RADIUS Standard =l
Shared secret =

Confirm shared secret: Ixm

[~ Request must contain the Message Authanticator atirbuts

< Back I Finish I Cancel
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The following screen is displayed.

“# Internet Authentication Service

(ol
Eile Action View Help
e Bm e BBR@
5 Internet Authertication Service {Local) Friendly Mame | address [ Fratocal
Htest 192.168.10.22 RADILS
{2 Remote Access Logging
S Remote Access Policies
[ Connection Request Processing
| i1
\ [ [
Right-click on the Remote Access Policy and choose the New Remote Access Policy.
;0 Internet Authentication Service —3al x|
Eile Action View Help
e = |Em| e |2
> Internet Authertication Service (Local) Friendly Mame | address [ Fratocal
(0 RRBIUE Ehens Htest 192.168.10.22 RADILS
(21 Remote Access Logging
|j Conneckiol
New 3
Refresh
Help
| i1
[hew Remote Access Policy [ [

Click on the Next button.

New Remote Access P izard

Welcome to the New Remote
ﬁ Access Policy Wizard

This wizard helps pou set up a remote access palicy,
which iz a zet of conditions that determine which
connection requests are aranted access by this server,

Ta cartinue, click Next.

< Back

Cancel
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Enter a Policy name and click on the Next button.

MNew Remote Access Policy Wizard

Policy Configuration Method
The wizard can create a typical policy, or you can create a custom policy.

How do you want to set up this policy?

&+ Use the wizard to set up a lpical policy for a common scenario

" Setup a custom palicy

Type & name that describes this policy.

Policy name: \wireless LAN

Example: Authenticate all VPN connections,

cBock [ Mews | coneel |

Choose Wireless for the access method and click on the Next button.

MNew Remote Access Policy Wizard

Access Method
Palicy conditions are based on the method used ta gain access to the network.

Select the method of access for which you want to create a policy.

Py

Use for all ¥PM connections. To create a palicy for a specific WPH type, go back to the
previous page, and select S et up a custom policy.

 Diakup

Use for diakup connections that use a traditional phone ing or an Integrated Services
Digital Metwark (1ISDM] line.

(ol MWeless
Usze for wirsless LAN connections only.

" Ethemet
Use for Ethemet connectians, such & connections that use a switch.

cBock [ Mews | coneel |

Choose User, and click on the Next button.

MNew Remote Access Policy Wizard

User or Group Access
You can grant access to individual users, or you can grant access to selected
groups.

Grant access based on the following:
& Uset

User access permissions are specified in the user account.
" Group

Individual user permissions owenide group permissions

[Fioup name:

2Ll

Bemoye

< Back I Nest > I Cancel
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Choose the Protected EAP (PEAP) for the EAP type, and click on the Configure button.

MNew Remote Access Policy Wizard x|

Authenlicalion Methods e}
EAP uses diferent types of secuiity devices to authenticate users h’

Select the EAP type for this policy,

Tupe:

Pratected EAP [PEAP] Canfigure ..

cBock [ Mews | coneel |

Check the check box for the Enable Fast Reconnect, and click on the OK button.

Protected EAP Properties 21x]

This server identifies itself to callers before the connection is completed.
Select the certificate that you want it to use as proof of identity.

Certificats issued devsbl1x, barcade-test. ocal =l

Friendly name:
Issuer: adminitechCA

Expiration date: 6/27/2007 11:09:21 AM

[ Ensble Fast Reconnect:
Eap Types

Mave Un
[Move Do

add | edt | memowe | ok | cancel |

Click on the Next button to finish creating a new remote access policy.

MNew Remote Access Policy Wizard x|

Authenlicalion Methods e}
EAP uses diferent types of secuiity devices to authenticate users h’

Select the EAP type for this policy,

Tupe:

Pratected EAP [PEAP] Canfigure ..

< Back I Nest > I Cancel
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Right-click on the created access policy and choose Properties.
=0/

Eile Action View Help

= | @mE|XEFE | 2]+ +

5 Internet Authentication Service (Lacal) Hame Order
(Z1 RADIUS Clients
(2 Remote Access Logging Econr  [MovEll auting and Remote .. 2
2 Remote Access Policies o MoveDown Lo cervers 3

[ Connection Request Processing

Delete

|Opens property sheet for the current selection. [ [

Choose Grant remote access permission, and click on the Edit Profile button.

Seltings |

Specify the conditions that connection requests must match,

Policy conditions:

Add. | Edit.. Bemove |

If connection requests malch the canditions specified in this policy, the
associated profils will be applied to the connection

Edit Erofile.

Unless individual acoess permissions are specified in the user profil, this
policy controls access to the network

I & connection request matches the specified conditions:
" Depw remote access pemission

% [Grant remate access permission

’TI Cancel | Apply |
Choose the Authentication tab and click on the EAP Method button.

Ed -in Profile x|
Dialin Corestraints | IP | Multilink I
Authentication I Encryption | Adwanced

Select the authentication methads you want ta allow for this connection.

™ Microsoft Encrypted Authentication version 2 (M5 -CHAP v2)
I | Wser can change password after it has expired

™ Miciosoft Enciypted Authentication (MS-CHAF)
I | Wser can change password after it has expired

™ Enciypted authentication [CHAP]

[~ Unencrypted authentication [PAP, SPAR]

Unauthenticated ace

[~ llow clents to connect without negatisting an authertication
method

0K Cancel Apply.

- 49 -



Click on the Add button.

Select EAP Providers 21 x|

EAP types are negotiated in the order in which they are listed

EAP types:

taye p
Maye Down

Edit Remove K Carcel

Choose Smart Card or other certificate and click on the OK button.

Authentication methods:

Cancel

Click on the OK button.

Select EAP Providers 21 x|
EAP types are negatiated in the order in which they are listed

EAP types:

Maye Down

Add Edit Remave | 0K | Cencel

Click on the OK button.

Ed I-in Profile x|
Dialin Corestraints | IP | Multilink I
Authentication Encryption | Advanced

Select the authentication methads you want ta allow for this connection.

™ Microsoft Encrypted Authentication version 2 (M5 -CHAP v2)
I | Wser can change password after it has expired

™ Miciosoft Enciypted Authentication (MS-CHAF)
I | Wser can change password after it has expired

™ Enciypted authentication [CHAP]

[~ Unencrypted authentication [PAP, SPAR]

Unauthenticated ace

[~ llow clents to connect without negatisting an authertication
method

ok | cencel | e |

Now, the RADIUS server and access policy settings are completed.
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e Creating a user

The following procedures describe how to create a user for PEAP certificate and for EAP-TLS certificate,
respectively.

Click on the Start menu, All programs, and Management tool, then start the Active Directory Users and
Computers.

Right-click on the User folder under the domain controller to be used, choose New, then User.

ctory Users and Computers

&5 Fle  Action  Wew window  Help

co | BEl LB XEFRE @ sl vga

&5 Active Divertory Users and Computer | Users 21 chiscts

(3 Saved Queries Name: [ Type | Description ]

) barcode-test local € administrator  User Built-in account for admini...
(3 Buitin et Publishers  Security Group ... Members of this group are. ..

% ;z::;‘;i’;tmuers CRCERTIVC DL Securiby Group .
3 ForcionseruryPrncinals Dnsadmins Security Group ... DS Administrators Group
. R DrslpdatePr... Security Graup ... DMS clients whe are permi...

Domain Admins  Security Group ... Designated administratars, .,
Damain Com...  Security Group ... Al workstations and serve. ..
- — = “pa@roup ... Al domain controllers inth...
Computer
Group ... Al domain guests
All Tasks > Contact
- Group ... All domain users
o
Yiew & Group ... Designated administrakars. .,
- InetOrgPerson
Mew Wwindow Fram Here Group ... Members in this group can...
= MSMQ Queus Alias i
. Built-in account for guest ...
Refresh Printer

Group ... Group For the Help and Su...,
Group ... 115 Warker Process Group

- Built-in account for anony...
TwAM_D4VE,,,  User Built-in account for Intern...
RAS and IAS ... Security Group .. Servers in this group can ...
€T 5chema Admins Security Group ... Designated administrators. .
$HSUPPORT 38, User This is a vendor's account ...
€T Telnetclisnts  Securiby Group ... Members of this group ha...

Liser
Shared Folder

Export List. ..

Froperties

Help

Enter a Full name and the User logon name, then click on the Next button.
Y

g Create i baicode-test local/Users

First name: | Initials:

Last name |

Full name: |testm

User logon name:
[festotl [@barcode test lacal |

ser logon name [pre-windows 2000]:
[4RCODE-TESTY =

ciock [ Mews | ol |

Enter a password and click on the Next button.
E

ﬁ Create in:  barcode-test local/Users

Password: |............

Confim password [seeeeaaassss

™ User must change passward at next logon
™ User cannot changs password
¥ Password never expires

™ Account is disabled

Cancel

Now, creating a user is completed.
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Right-click on the created user and choose Properties.
Click on the Dial-in tab and choose Allow access.

testO1 Properties

i [
Remolecontol | Teminal ServicesProfle | COM«+
General | Addiess | Account | Frofie | Telephones | Organization
Member Of Diakin Enwiranment Sessions
i Remate Access Permission (Dialin or VPN
o {fiiow acoess
" Dery access
€ Cortiol aceess tiough Remote Access Bolicy
I | Werify Caller D
i Callback Optior
@ No Calback
£ Set by Caller [Routing and Remote Access Service only)
 Always Callback to: I
™ | Assign a Static [P Addizss I . .
| Apply Static Boutes
Diefine rautes ta enable for this Dikin Shatic Routss
conhection, —
ok | Concel | appw |

Click on the Security tab, and choose RAS and IAS Server, and check the check box for Allow to
Authenticate.

test0l Properties x|
Environmerit | Sessions | Remate control | Terminal Services Froh\el EUM+|
General | Addiess | Account | Profie | Telephones | Organization |

Published Certificates | Member@f | Dialin | Object  Seculy

Group or user names:

ﬁ; FreWindows 2000 Compatible Access (BARCODE-TEST¥Pre- ;I
ﬁi Ra&S and 145 Servers [BARCODE-TEST¥RAS and 145 Servers)
[ <dald

€7 SvSTEM
€72 Teminal Server License Servers (BARCODE-TEST¥Teminal §...

Add. Bemove

Permizssions for RAS and IAS Servers Allave Deny

Create All Child Objects
Delete All Child Objects
Allowed to Authenticate

[m]

[m|

Change Password O
[m]

[m]

Receive As
Reset Password

Far special permissions or for advanced settings.

click Advanced Adyanced
0K I Cancel | Anply |

Click on the OK button to close the Properties screen.
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Repeat the above-mentioned procedures one more time to create another user.

I=TE |
@ Eile  Action Wew window Help |_ 515||
colom e XS 2 ePhvEs |

& Active Directory Users and Computer | Users 21 objects

(2 saved Queries Name B oemen 1
= @ barcode.—test‘loca\ € Administrator  User Built-in account For adrind, ..
g g””t'” . €% Cert Publishers  Security Group ... Members of this graup are. .
ornputers o
& Dom:in o alers CTCERTSVC D, Security Group ...
(3 ForeignsecurityPrincpals €5 onsidins Security Group ... DMS Administrators Group
o Lnstfnd%mdy P €0 onslipdatePr... Security Group ... DNS clients who are permi...
(3 NTDS Quotas € Domain Admins  Security Group ... Designated administraters...
(23 Program Data €0 Domsin Com...  Securiby Group ... All warkskations and serve. .
+ (13 system !ﬂDomam Cont... Security Group ... Al domain controllers in th...
L Users €5 Domain Guests  Security Graup ... Al domain quests
!ﬂDomam Users  Security Group ... Al domain users

R Enterprise ... Serurity Group ... Designated administrators. ..
!ﬂGruup Palicy ... Security Group ... Members in this group can...

Guest Lser Built-in account for guest: ...
mIIS_WPG Security Group ... IIS ‘Worker Process Group
€3 1USR_DavEE... User Built-in account For anony. ..
€ war_Dave..,  Usar Built-in accaunt For anany. ..
Gylabigt Lser Key Distribution Center Se...

CRRAS and TAS .. Securiby Group ... Servers in this graup can ..
@Schema Admins  Security Group ... Designated administrators...
testOl User

K — Bl

Now, creating users is completed.

At this point, it is possible to log in the server from the client using the user name.

Log in the server using the user for EAP-TLS, and issue a user certificate.
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e Setting the user

This section describes how to set the user for EAP-TLS.

Click on the View menu and check Advanced Features.

4% Active Directory Users and Computers i =] |
<4 Ele  Artion W Window Help |_ & x|

e - | [ AddiRemove Columns... A TG
&) Active Director  Large Icons

[ 5avedQue  Small Tcons o ] &
B @ barcode-te Lkt Group ... Members of this group are...

(1 Buikin = petail

(2 Compu Graup .. .

{22) Domair_Users, Groups, and Computers as containers | S0P . DN Administrators Group

3 Forsiy Group ...  DNS clients who are permi...

i Loston  Fiter Opbiores, Group ... Designated administratars...

G HTDS ¢ - Group ... All workstations and serve...

22 Proar Customize... Group ... All domain controllers in th...

(23 System Domain Guests  Security Group ... All damain guests

4 Users € nomain Users  Security Group ... All domain users
gEEnterpmse A... Security Group ... Designated administratars...
5 Group Palicy ... Security Group ... Members in this group can...
&Guest User Built-in account For guest ...
€8 HelServices...  Security Group ... Graup For the Help and ...
!ﬁIIS_WPG Security Group .., 115 Worker Process Group
€ 1USR_D4vEB.., User Built-in account For anony...
€ waM_Dave...  Usar Built-in account For Tntern...
Globigt User Key Distribution Center Se...
HRAS and 145 ... Security Graup ... Servers in this graup can ...
@Schema Admins  Security Group ... Designated administratars...
B3 SUPRORT_38... Ussr This is a vendor's account ...
!ﬁTelnetClients Security Group ... Members of this group ha...
€ testol User

[ l =l

[Enables/disables advanced features and objects [ [

Right-click on the User for EAP-TLS and choose Name Mappings.

=
@ Eile  Action Wiew window Help |;|i|£|
eo | EE B XEFNR @ oY EE

&) Active Directory Users and Computer | Users 24 objects

[ Saved Queries Name T Teme [Beearainn | ]
& @ barco:!e.—test‘lucal E-Cert Publishers  Security Group ... Members of this group are...
21 Buitin ERCERTSIC DL Seourity Group .

(2 Computers
{&] Domain Cantrallers
(2 ForeignSecurityPrincipsls

!ﬁDnsAdmins Security Group ... DNS Administrators Group
€5 onsUpdatePr.., Security Group ... DN clients who are permi.,.

3 Lostandround Domain Admins  Security Graup ... Designated adwinistrators. .,
3 1D Guotas €50omain Com...  Security Group ... &l warkstations and serve. ..
231 Program Data 0omain Cont... Security Group ... Al domain controllers in th...
(23 System €2 00main Guests  Security Group ... All damain guests
4 Users Chvomsin Users  Serurty oy
!ﬁEnterpmse A Securty  add toa group. ninistratars. ..
Group Policy ... Security group can...
Guest User Disable Account For guest ...
€5 HelpServices. . SeCUty  Rcet password,., [EP and Su...
!ﬁIIS_WPG SeCurty  moye.,, &55 Group
€ 1UsR_D4veB... LUser Gpen Home Page for anory...
€ 1WA Dave...  User Send Mai For Inkem...
Globigt User ——————— b CenterSe...
CHRAS and 145 ... Securiy Al Tasks P broupcan ...
@Schema Adrins  Security Refresh ninistrakars. ..
oUPPORT 8., Ussr ——— leaccount ...
!ﬁTelnetClients Security  Properties group ha...
€ testol User Help

Kl

[ Bl

[Maps certificates for this account. [ [

Click on the Add button, choose the created user certificate, then click on the OK button.

g 2l

509 Certificates | Kerberos Mames |

Security Ides

Mapped user acoount:
barcode-test local/Users/testd2
#-603 certificates:
Certficates For [ lssued By
Add. Edit.... | Bemove |
ok | Caneel |z
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Make sure that the certificate information is displayed on the Properties screen.

testDZ Properties 2lx|

Enviranment | $essions | Remate contral | Teminal Services Prafie | COM«
General | Addiess | Account | Frofie | Telephones | Organization
Published Cartificates | MemberOf | Diskin | Object | Secuiy

List of #6503 certificates published for the user account

lssued . | Issued By | Intended Purposes ‘ Expiratio. ‘
[Ehtesi02! adminitechCA  Enciypting File Gystem, Sec...  B/27/2007

Yiew Certificate.

addfrom Store | Add fom e | [ Aevove | Comiofie |
ok I Cancel | Apply |

Now, the settings of the user for EAP-TLS are completed.
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e Setting the group policy
Click on the Start menu, All programs, and Management tool, then start the Active Directory Users and
Computers.

Right-click on the domain controller to be used and choose Properties.

4% Active Directory Users and Computers i =] |
5 Ele  Action  Wew Window Help | =] |

o BmElfexERE R e hvaE
&5 Auctive Directory Users and Computer | Users 24 objects
(1 Saved Queries mr_ne [ Tupe [ Description | B
& @ Delegats Contral... lishers  Security Group ... Members of this group are...
8 E‘ Find... [ D.. Security Group ...
@ﬂ D: Connect to Domain... ns Security Group ... DNS Administrators Group
C3F Conmect to Domain Controler... tePr... Security Group... DNS cients who are permi, ..
CLc  Rae Domain Functional Level, . [47ns  Sscurity Group ... Designated adrinistrators...
N Operations Hasters... Fom... Security Group ...  All workstations and serve...
@er Font... Security Group ... &l domain contrallers in th...
Tew b Guests Security Group ... &ll domain guests
All Tasks P lisers  Security Group ... All domain users
e Wil (e e A... Security Group ... Designated administrators.. .
- licy ... Security Group ... Members in this group can...
Refresh User Built-in account For guest ...

Security Group ... Group For the Help and Su...,
Security Group .., 115 Worker Process Group

User Built-in account For anony...
TWAM_D4YG...  Lser Built-in account For Intern...
Globigt User Key Distribution Center Se...

HRAS and 145 ... Security Graup ... Servers in this graup can ...
@Schema Admins  Security Group ... Designated administratars...
B3 SUPRORT_38... Ussr This is a vendor's account ...
!ﬁTelnetClients Security Group ... Members of this group ha...
€ testo1 User
ﬁ test0z User

Kl

[ Bl

|Opens property sheet for the current selection, [ [

Choose the Group Policy tab and click on the Edit button.
x|

General | Managed By | Obiect | Securty  Group Policy |

To improve Group Policy management. upgrade to the Group Policy
Management Console (GPMC)

A
Curtent Group Policy Object Links for barcade-test
=

Group Policy Object Links ‘ Mo Override | Dizabled ‘
Default Domain Policy

Group Policy Dbjects higher in the list have the highest priority
This list obtained from: ddvEblx barcode-test local

Hew | Agd T
Options.. | Debete. | Propaities | Down |
™ Block Policy inheritance:
a4 I Cancel | Apply |

The Group Policy Object Editor starts.

i Group Policy Object Editor ol x|

Elle  Action Wiew Help

Computer Configuration
(21 Software Settings

Select an item to view its description. Mame:
(20 windows Settings "B Computer Configuration
(2] Administrative Templates B User Configuration

7 User Configuration

(L1 software Settings

(22 windows Settings

(23 Admiristrative Templates
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Choose Computer Configuration, Windows Settings, Public Key
Certificate, in that order.

Group Palicy Object Editor

Ele Action Wew Help
&= e 2

Defaulk Damain Policy [dHwebltxb: | Tssued To_~ [ 1ssuzd B | Expiration Date

) Computer Configuration

(21 software Settings

=+ Windows Settings

| Seripts (StarkupyShutde
Security Settings

Account Policies
Local Palicies
Event Log

There are no items to show in this view.

- Public Key Policies
. [C3Encrypting File
- (23 Automatic Cert

+.[(]) Enterprise Trus
(21 Software Restrictic
,g 1P Security Policies
- (] Adrinistrative Templates
1 42 User Canfiguration
([ software Settings
(22 windows Settings
(23 Administr ative Templates

Right-click on the view on the right side and click on Import.

Ele Action Wiew Help

e« OEREDE @
=§ Default Domain Policy [davebl1x b: [ Tssued To_/ [ 1ssued [ Expiration Date [ 1nte

=8 Computer Configuration

(21 Software Settings

-] Windows Settings

Scripks {Starkup/Shutdc
Security Settings
Account Policies

There are no items ko show in this visw.

Local Policies

Event Log

& Restricted Groups

{8 System Services

8 Registry

{28 File Systern

Y wireless Netwark {

=21 Public Key Policies _
+[Z Encrypting File Al Tasks b

{7 Automatic Cert -

23 Trusted Rook € Refresh

L[] Enkerprise Trus

S

[C] Software Restrictic L
& 1P security Policies Arrange [cons ¥
- (L1 Administrative Templates Ling up Icans
Properties

- (7] Softwars Ssttings
+]- (] Windows Settings Help
-] Administrative Templates

[
=82 User Configuration
[
[
[

Choose the obtained server certificate.

open 2]
Laak jn: I@Desktop j e ‘l:’ | R [

My Documents
i My Computer
My Metwork Places

File name: Icerlnew.p?b j Open

Files of type |PKES #7 Cettificates [“spe:” p7b) | Cancel

ZA

Now, the settings of the group policies are completed.
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8.4 OBTAINING A CERTIFICATE

Server Certificate

Access the following Microsoft Certificate Services at the following URL:
http://localhost/CertSrv/

The following screen will be displayed.

3 Microsoft Certificate Services - Microsoft Internet Explorer

RS

Fle Edit Wew Favorites Took Help
Gk - @ - € F @ ‘ ) Search ¢ Favorites ‘f"l - B
Address [{&] hitp:fflocalhostfcertsr/Defaul asp

| [

B |Lmks B

Microsoft Certific

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you can verify your

identity to people you communicate with over the Web, sign and encrypt messages, and, depending upon the type of certificate you request,
perform ather security tasks

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate revocation list {CRL), or to
views the status of a pending request

For more information about Certificate Services, see Certificate Senvices Documentation.

Select a task:
Reguest a certificate
Wiew the status of a pending certificate request
Download a CA certificate, certificate chain, or CRL

Click on Download a CA Certificate, Certificate Chain, or CRL.

a Microsoft Certificate Services - Microsoft Internet Explorer

==l x|
| [7

Eile  Edit wew Favorites Tools Help
(PBack ~ ) - ¥ (2] 0| seach Favertes 1| - L 3
Address [ ] http:{flacalhostfeertsrjcertearc asp

| EdGe |Lin>s B

Microsoft C

Download a CA Certificate, Certificate Chain, or CRL

To trust certificates issued from this certification authority, install this CA certificate chain.

To download a CA certificate, cerificate chain, or CRL, select the certificate and encoding method

CA certificate:

Current [adminitechCA

Encoding method:

& DER

© Base 64
Download CA certificate
Dovinload CA certificate chain
Dowvinload latest base CRL
Dovinload latest delta CRL

Certificate to be used for the wireless LAN module:

Download from the “Download CA certificate”. Server certificate .cer

Certificate to be used for the server:

Download from the “Download CA certificate chain”.
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How to obtain a certificate

User certificate

Access the Microsoft Certificate Services at the following URL from the client:
http://(server IP)/CertSrv/

The following screen will be displayed.

a Microsoft Certificate Services - Microsoft Internet Explorer

JHETES
Eile  Edit wew Favorites Tools Help

| [7

Dbk ) ~ [{ B 0] O search TFavories €| 2 L B
Address [&] http:jlocalhosticertsr/Default asp

l Bee |Lin>s ®
—

Microsoft Certific

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you can verify your

identity to people you communicate with over the Wyeb, sion and encrypt messages, and, depending upon the type of certificate you request,
perform ather security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate revocation list (CRL), or to
views the status of a pending request

For more information about Certificate Services, see Certificate Services Documentation.

Select a task:
Eequest a cerificate
View the status of a pending certificate request
Download a CA certilicate, certificate chain, or CRL

Click on Request a certificate.

oft Internet Explarer

; IR
FEE FQ HRCANE oD AT ﬁ
R -2 - @[ 4| Qez GeRcn Garo 3| BB

FELADY I@ hittp://192.168:10.1 /certerv /certrqus.asp

7 LE

| @ vn>

Microsoft Certific =

Request a Certificate

Select the certificate type:
User Certificate

Or, submit an advanced certificate request

Click on User Certificate.
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Click on the Submit button.

ft Internet Explorer

FrAE

Nty =)l AJFH

SETE

CRp -+ - D E 4| Qur GERo Faro B B-SE-E L

PELAD [&] htip//192168101 /certsrv/certrabisspype=0

Microsoft Certifica

User Certificate - Identifying Information

| @ v >

Mo further identifying information is required. To complete your certificate, press submit
Mare Options >

Submit > |

=
&) -UETRENELE [T @ Ah—ask
Click on Install this certificate to install the certificate.
3 Microsoft Certific: ft Internet Explarer TS|
7B REE F LY B M BN P 1]

CEp - - @A A Qux cassan G @2 S E-IE D

TFELAD I@ http:/#192.1681 0.0 /certerv/certinsh.asp

Microsoft Certifica

Certificate Issued

| @ v >

The certificate you requested was issued o you

= Install this certificate

€] ~—INETENLE

[T @ Ah—ask
Next, export the certificate.
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Choose Internet Option from the Tool menu of the Internet Explorer.
Click on the Content tab, and the following screen is displayed.

Internet Properties @

General | Secuity | Privacy | Content | Connections | Programs | Advanced

Content Advisor

Ratings help you contiol the Intemet content that can be
@ e on he compute

Certificates

Use certificates to positively identify yourself, certific ation
authorities, and publishers.

[ ClearS5L State | [ Cortficates... | [ Publishers.. |

Persanal information
5 AutComplele stores previous enties [ Aoromalate
and suggests matches for you = &

Micrasoft Prafile Assistant stares your Wy Profie
perzonal infarmatian,

Click on the Certificates button.
Certificates E]@

Intended purpose: | <all= v

Personal | other Peopls | Intermediate Certification Autharities | Trusted Root Certificatior & »

Issued To Issued By Expirati

Friendly Name

T T

Certificate intended purposes

Encrypting File System, Secure Emall, Client Authentication

Choose the certificate installed in the previous procedures, then click on the Export button.

The Certificate Export Wizard window appears. Click on the Next button.

3

Welcome to the Certificate Export
Wizard

This wizard helps you copy certificates, certificate trust
lists and certificate revacation lists from & certificate
stare ko your disk,

A cettificate, which is issued by a certification autharity, is
a confirmation of your identity and contains information
used to protect data or ko establish securs network.
connections. A cettificate store is the system area where
certificates are kept.

To continue, click Mext,

Cancel
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[User certificate used by the server]

Choose No, do not export the private key, then click on the Next button.

Certificate Export Wizard El

Export Private Key
You can choose ko export the private key with the certificate.

Private keys are password protected, If you wank to export the private key with the
certificate, you must type a password on a later page.

D you want ko export the private key with the certificate?

(O ¥es, export the private key

[ < Back ” D=t > I[ Cancel ]

Click on the Next button without changing any settings.

Certificate Export Wizard El

Export File Format
Certificates can be exported in a wariety of file Formats.

Select the Format you wank to us
O

() Base-64 encoded ¥.509 (.CER)

O Cryptographic Message Syntax Standard - PKCS #7 Certificates [ P7B)

< Back ][ Mext = ][ Cancel ]

[User certificate used by the wireless LAN module]

Choose Yes, export the private key, then click on the Next button.

Certificate Export Wizard El

Export Private Key
You can choose ko export the private key with the certificate.

Private keys are password protected, If you wank to export the private key with the
certificate, you must type a password on a later page.

D you want ko export the private key with the certificate?
@es, export the private keyi

(Mg, do not export the private key

< Back ” D=t > I[ Cancel ]
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Remove the check from the Enable strong protection (requires IE 5.0, NT 4.0 SP4 or above), then click

on the Next button.

Certificate Export Wizard gl

Export File Format
Certificates can be exported in a wariety of file Formats.

Select the Format you wank b use:

(® Personal Information Exchange - PKCS #12 {.PF2)

[[Jinclude all certificates in the certification path if possible

[JEnable strong protection (requires IE 5,0, NT 4.0 5P4 o above)

[[]Delete the private key if the export is successful

[ < Back ” Dext » I[ Cancel ]

Enter the same password with the one that is used for the wireless LAN module.

Certificate Export Wizard gl

Password
Tao maintain security, you must protect the private key by using a password,

Type and confirm a password,

Bassword:
|******

Canfirm password:
|>k>w>m>k

< Back Mext = | Cancel

Enter a file name and click on the Next button to export the file.

Certificate Export Wizard gl
File to Export
Specify the name of the file you want ko export
Eile name:
|‘ | [ Browse... ]
< Back ” D=t > I [ Cancel ]
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