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Preface

Thank you for purchasing TOSHIBA Multifunctional Digital Systems or Multifunctional Digital Color Systems.
This manual describes remote setup and remote management which operated from the web based
management utility TopAccess.

Read this manual before using your Multifunctional Digital Systems or Multifunctional Digital Color Systems.
Keep this manual within easy reach, and use it to configure an environment that makes best use of the
e-STUDIO'’s functions.

Operations on some items are restricted depending on the privileges assigned to the TopAccess user.
Also, some items may not be displayed or may not function on some models.

Bl How to read this manual

0 Symbols in this manual

In this manual, some important items are described with the symbols shown below. Be sure to read these
items before using this equipment.

& WARNING Indicates a potentially hazardous situation which, if not avoided, could result in death,
serious injury, or serious damage, or fire in the equipment or surrounding objects.

A CAUTION Indicates a potentially hazardous situation which, if not avoided, may result in minor or
moderate injury, partial damage to the equipment or surrounding objects, or loss of data.

Indicates information to which you should pay attention when operating the equipment.

Other than the above, this manual also describes information that may be useful for the operation of this
equipment with the following signage:
Tip Describes handy information that is useful to know when operating the equipment.

Pages describing items related to what you are currently doing. See these pages as
required.

U Model and series names in this manual

In this manual, each model name is replaced with a series name as shown below.

Model name Series name
e-STUDIO2050C/2550C e-STUDIO2550C Series
e-STUDIO2555C/3055C/3555C/4555C/5055C, e-STUDIO5055C Series
e-STUDIO2555CSE/3055CSE/3555CSE/4555CSE/5055CSE
e-STUDIO287CS/347CS/407CS, e-STUDIO287CSL/347CSL e-STUDIO407CS Series
e-STUDIO477S/527S, e-STUDIO477SL e-STUDIO527S Series
e-STUDIO5560C/6560C/6570C e-STUDIO6570C Series
e-STUDIO207L/257/307/357/457/507 e-STUDIO507 Series
e-STUDIO557/657/757/857 e-STUDIO857 Series
e-STUDIO307LP e-STUDIO307LP
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0 Options

For the available options, refer to "Options" in the Quick Start Guide / User’s Manual Setup Guide for your
equipment.

O Screens

* lllustrations for a control panel and a touch panel shown in this manual are those of the e-STUDIO5055C
Series. The control panel and the touch panel, including buttons and their names and functions, are
common to all of the e-STUDIO2550C Series, e-STUDIO5055C Series, e-STUDIO407CS Series,
e-STUDIO527S Series, e-STUDIO6570C Series, e-STUDIO507 Series, e-STUDIO857 Series and
e-STUDIO307LP. The details on the touch panel menus may differ depending on how the equipment is
used, such as the status of the installed options.

* The illustration screens used in this manual are for paper in the A/B format. If you use paper in the LT
format, the display or the order of buttons in the illustrations may differ from that of your equipment.

Q About the defaults shown in this manual

¢ The defaults shown in this manual are the values in the standard operating environment. The values may
have been changed from these defaults. The defaults for your model may differ from the defaults shown.
* The default for the list item is shown underlined.

O Trademarks

* The official name of Windows Vista is Microsoft Windows Vista Operating System.

* The official name of Windows 7 is Microsoft Windows 7 Operating System.

* The official name of Windows 8 is Microsoft Windows 8 Operating System.

* The official name of Windows Server 2003 is Microsoft Windows Server 2003 Operating System.

* The official name of Windows Server 2008 is Microsoft Windows Server 2008 Operating System.

* The official name of Windows Server 2012 is Microsoft Windows Server 2012 Operating System.

* Microsoft, Windows, and the brand names and product names of other Microsoft products are trademarks
of Microsoft Corporation in the US and other countries.

* Apple, AppleTalk, Macintosh, Mac, Mac OS, Safari, iPhone, iPod touch, and TrueType are trademarks of
Apple Inc. in the US and other countries.

 AirPrint, AirPrint logo, and iPad are trademarks of Apple Inc.

* |0S is a trademark or registered trademark of Cisco in the U.S. and other countries and is used under
license.

* Adobe, Acrobat, Reader, and PostScript are either registered trademarks or trademarks of Adobe Systems
Incorporated in the United States and/or other countries.

* Mozilla, Firefox and the Firefox logo are trademarks or registered trademarks of Mozilla Foundation in the
U.S. and other countries.

* IBM, AT and AIX are trademarks of International Business Machines Corporation.

¢ NOVELL, NetWare, and NDS are trademarks of Novell, Inc.

* TopAccess is a trademark of Toshiba Tec Corporation.

* Other company and product names given in this manual or displayed in this software may be the
trademarks of their respective companies.

0 Security Precautions

» To prevent the configuration settings from being changed illegally or similar, change the initial administrator
password at the time of shipping before you use this product. Also, the administrator password should be
altered periodically.

* Be sure to log out when leaving your computer while changing TopAccess settings for security purposes.

* For security purposes, do not access any other site while you are logged in to TopAccess.
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U Regarding the browser settings

In the Install Client Software in TopAccess, a printer driver may not be able to be installed since the dialog box
for starting the installer does not appear even though the printer driver link is clicked. In this case, register the
IP address [http://XXX.XXX.XXX.XXX] of the MFP in either "Local intranet" or "Trusted sites" of Internet
Explorer.
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Overview

This section provides an overview of the TopAccess functions.
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TopAccess Overview

TopAccess is a management utility that allows you to check device information of this equipment and job
status, and to carry out device setting and maintenance through a web browser.
TopAccess has an "end-user mode" and a "access policy mode".

End-user mode

End users can:

Display general device information, including status, drawer/accessory configuration, and paper supply
information.

Display and manage the status of print jobs, fax/Internet Fax transmission jobs, and scan jobs submitted
by the user. (The Fax Unit is required to display and manage the fax transmission jobs)

Display the job logs for print, fax/Internet Fax transmission, fax/Internet Fax reception, and scan. (The Fax
Unit is required to display the fax transmission and fax reception job logs.)

Register and modify templates.

Add or modify contacts and groups in the address book.

Register and modify mailboxes. (The Fax Unit is required.)

Display counter logs.

Download client software.

P.12 “Accessing TopAccess”

Access policy mode

Operation privileges and displayed items vary depending on the user account you used to log in to

TopAccess.
Details of operations and displays vary depending on the management on roles and departments to where the

user account is assigned.
P.24 “Access Policy Mode”
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TopAccess Conditions

Your equipment should be connected to the network and TCP/IP is correctly configured to operate
TopAccess. n
When TCP/IP is correctly configured, you can access TopAccess via a web browser. —

Supported browsers

Windows

* Internet Explorer 8.0 or later
¢ Firefox 24 or later

e Chrome 30 or later
Macintosh

e Safari 4.0 or later

UNIX

¢ Firefox 24 or later

* Because TopAccess uses cookies to store information on the user's system, these must be enabled in
the browser.

» If TopAccess does not display the correct information in any page, delete the cookies and try again.

* Make sure you disable your web browser's pop-up blocker or allow pop-ups from TopAccess.

Tip
TopAccess supports special letters of European languages.
A note is described in each article if there are any restrictions in which letters can be entered.

TopAccess Conditions 11



Accessing TopAccess

You can access TopAccess by entering its URL in the address box of the web browser. To access it under a
Windows Vista/Windows 7/Windows Server 2008 environment, confirm the network connection status on the

Network Map with the LLTD (Link Layer Topology Discovery) feature of Windows Vista/Windows 7/Windows
Server 2008, and then click the displayed icon of this equipment.
P.12 “Accessing TopAccess by entering URL”

P.14 “Accessing TopAccess from Network Map (Windows Vista/Windows 7/Windows Server 2008)”

l Accessing TopAccess by entering URL

Launch a web browser and enter the following URL in the address box.
http://<IP Address> or http://<Device Name>

fddress | hbbpe/f10.10,70,120

For example

When the IP address of your equipment "10.10.70.120" (when |Pv4 used):
http://10.10.70.120

When the IP address of your equipment is "3ffe:1:1:10:280:91ff:fe4c:4f54" (when IPv6 used):
3ffe-1-1-10-280-91ff-fedc-4f54.ipvbe-literal.net
or
http://[3ffe:1:1:10:280:91ff:fedc:4f54]

When your device name is "mfp-04998820":
http://mfp-04998820

When SSL for the HTTP network service is enabled, an alert message may appear when you enter
the URL in the address box. In that case, click [Continue to this website (not recommended).] to

proceed.
(€ Certificate Error: Navigation Blocked - Windows Internet Explorer [l =] ==
@U [ nttp/101070120/ -|¢,‘ X || Live Search 2+
% &t | @ Certificate Error: Navigation Blocked f v B ~ @ v > Page v {GTools v

a] There is a problem with this website's security certificate.
k.

The security certificate presented by this website was not issued by a trusted certificate authority.
The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
server.

We recommend that you close this webpage and do not continue to this website.
@ Click here to dose this webpage.

& Continue to this website (not recommended).

@ More information
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2 The TopAccess website appears.

e-Filing
Login

Device
REFRESH
Device Information
Staus Ready
Name o |
Location
Copier Model NG g I
Serial Number. i
MAC Address WS O
Main Memery Size 2028 18
Page Memery Size BHE
Save as File & e-Fiing Space Avalable | 75085 113
Fax Space Avalable EERE
Contact nformatien
Options
Finisher None Fhens Humeer
Hole Punch Unii_| None, L=
Fax None Alerts .
Toner Paper
VeI L e Drawer | see Tnickness | Afbute | Capaciy
Iagentallf) I 100% Drawer 1 Ad Plain None &)
CyaniC) ] 100% Drawer 2 A3 Plain None =50
Black(k) I 100 Drawer 2 Al Plain None =50
Drawer4 | A4 Plain None =
Tip

You can also access TopAccess using the TopAccessDocMon link. For instructions on accessing

TopAccess from TopAccessDocMon, refer to the Help for TopAccessDocMon.

Accessing TopAccess
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l Accessing TopAccess from Network Map (Windows Vista/Windows 7/Windows
Server 2008)

Confirm the network connection status on the [Network Map] with the LLTD feature of Windows Vista/
Windows 7/Windows Server 2008, and then click the displayed icon of this equipment.

P.14 “With Unidentified Network (Windows Vista)”
P.17 “With Unidentified Network (Windows 7)”
P.20 “Accessing TopAccess from Network Map”

Tip

You can install the driver required for web services by right-clicking the icon and selecting [Install]. For the
driver required for web services, refer to the Software Installation Guide.

» Before using the LLTD (Link Layer Topology Discovery) feature, enable the LLTD setting.
P.192 “Setting up LLTD Session”

» Before beginning the installation of the driver required for web services, enable the Web Services
setting.
P.191 “Setting up Web Services Setting”

O With Unidentified Network (Windows Vista)

1 Click the [Start] icon and select [Control Panel].
ﬂu Windows Media Player Music

Small Business Resources .
Search

$.i.. Windows Fax and Scan

Recent ltems

';;J‘ Windows Meeting Space

®
,EEL ‘Windows Photo Gallery

hooa Windows Live Messenger Download
.

% paint

> AllPrograms

The [Control Panel] window appears.
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2 Click [Network and Internet].

» Control Panel » A »

User Accounts
® Add or remove user accounts

Systemn and Maintenance
Get started with Windows
Back up your computer

Appearance and
Personalization

Change desktop background
Change the color scheme
Adjust screen resolution

Security

Check for updates

Check this computer's security status

@ Allow a pregram through Windows
Firewall

Clock, Language, and Region
Change keyboards or other input
methods

Network and Internet
View network status and ta:
Set up file sharing

Ease of Access
Let Windows suggest settings
Optimize visual display

Hardware and Sound

Play CDs or other media automatically
Printer

Mouse

Additional Options

e e F&

Programs
Uninstall a program
Change startup programs

& 4 9@

The [Network and Internet] window appears.
3 Click [Network and Sharing Center].

W + Control Panel » Network and Internet » ~ | ¥4 ||| Search bl

Network and Sharing Center
ew network status and tasks | Cd \gct to a network
View network computers and devi Add 3 device to the network | Set up file sharing

Internet Options
Change your homepage | Manage browser add-ons | Delete browsing history and cookies

&

Offline Files
Encrypt your offline files | Manage disk space used by your offline files

Windows Firewall
@ Turn Windows Firewall on or off | @ Allow a program through Windows Firewall

People Near Me
Sign in or out of People NearMe | Change People Near Me settings

Sync Center
Sync with other computers, mobile devices, or network folders | View sync results
Resolve sync conflicts

@% &% @

The [Network and Sharing Center] window appears.
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4 Click [Customize] of [Unidentified network (Public network])].

E=0 =l F3
)= |58 « Network andIntermet » Network and Sharing Center w | 44 | [ search o

View full map

oy

MEDIA-PC-EN Unidentified network Internet

(This computer)

E Unidentified network (Public network) Customjze
Access Local enly

Connection Local Area Connection View status

|3 Sharing and Discovery

Network discovery 8 0n (v
File sharing © on )
Public folder sharing © Off (v)
Printer sharing © Off (no printers installed) ©)
Password protected sharing @ On (v)
Media sharing ° off ©)

Show me all the files and folders I am sharing

Show me all the shared netwaork folders on this computer

1

The [Set Network Location] window appears.

5 Select [Private] of [Location type], and then click [Next].

Customize network settings

Network name:  Unidentified network
Locationtype: () Public

Discovery of other computers and devices will be limited, and
the use of the network by some programs may be restricted.

@ @ Private
is allows you to see computers and devices, while making
. 'umpuler discoverable,

Help me choose
Network Icon:

® Merge or delete network locations

N2
* The [User Account Control] dialog box appears.

* [f the user account control is disabled, the [Set Network Location - Successfully set network settings]
window appears. Go to step 7.

Click [Continue] in the [User Account Control] dialog box.
The [Set Network Location - Successfully set network settings] window appears.

7 Click [Close].

Successfully set network settings

Network name: Unidentified network
Location type: Private
This allows you to see other computers and

devices, while making your computer
discoverable.

Miew or change network and sharing settings in Network and Sharing Centel

View computers and devices on the network
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O With Unidentified Network (Windows 7)
1 Click the [Start] icon and select [Control Panel].

Snipping Tool

Solitaire

%
)
Q{ Magnifier
Y
(&

> AllPrograms

Remote Desktop Connection

Adobe Acrobat X Pro >

Music

Games

Computer

Devices and k@

Default Programs

Help and Support

[ Search programs and files

The [Control Panel] window appears.

2 Click [Network and Internet].

Adjust your computer’s settings

%

System and Security
Review your computer's status
Back up your computer

Find and fix problems

@

==

Network and Intern:
View network status and t
Choose homegroup and sWAYg options

& &,

Hardware and Sound
View devices and printers
Add a device

Programs

Uninstall a program

e ¥

uug)' + Control Panel » = Search Control Panel o

View by:  Category ¥

User Accounts and Family Safety
) Add or remove user accounts
[ Set up parental controls for any user

Appearance and Personalization
Change the theme

Change desktop background

Adjust screen resolution

Clock, Language, and Region
Change keyboards or other input methods
Change display language

Ease of Access
Let Windows suggest settings
Optimize visual display

The [Network and Internet] window appears.

Accessing TopAccess
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3 Click [Network and Sharing Center].

=3

{ vg)? » Control Panel » Networkand Intemet » = Search Contral Panel Bl

Control Panel Home

System and Security

o Networkand Intemet
Hardware and Sound
Programs

User Accounts and Family
Safety

Appearance and
Personalization

Clock, Language, and Region
Ease of Access

Network and Sharing Cent
View network status and tasks | C{ Nect to a network |
View network computers and devic Add a wireless device to the network

HomeGroup
Choose homegroup and sharing options

Internet Options
Change your homepage | Manage browser add-ons | Delete browsing histery and cookies

The [Network and Sharing Center] window appears.

4 Click [Choose homegroup and sharing options].

|EI H
&~ 5E « Network and Internet » Network and Sharing Center - Search Control Pane! o

Control Panel Home

Change adapter settings

Change advanced sharing
settings

Seealso
HomeGroup
Intemet Options

Windows Firewall

View your basic network information and set up connections

TDOSD4-097 Network Internet
(This computer)
View your active networks Connect or disconnect
Network Access type: Internet
Work network Connections: [ Local Area Connection
Change your king settings

4@ Choose homegroun and shering optio
Access files and printers located on uﬁq &Murk computers, or change sharing settings.

@ & e See full map

Set up a new connection or network

Set up a wireless, broadband, dial-up, ad hoe, or VPN connection; er set up a router or access
point.

Connect to a network

Connect or reconnect to 3 wireless, wired, dial-up, or VPN network connection.

Troubleshoot problems

Diagnose and repair netwark problems, or get troubleshaoting infarmation.

The [HomeGroup] window appears.
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5 Click [What is a network location?].

'anel » Network and Internet » HomeGroup

Share with other home computers running Windows 7

l% This computer can't connect to a homegroup.

[\ To creste or join a hemegroup, your computer's network location must be set to Home.

What is a network Iocatioqﬁ

With a homegroup, you can share mi'\?d printers with other computers running Windows 7. You can also
stream media to devices. The hemegroup is protected with @ password, and yeu'll shways be able to choese
what you share with the group.

Tell me more about homegroups
Change advanced sharing settings...

Start the HomeGroup troubleshooter

Create a homegroup | [ 0K

The [Set Network Location] window appears.
6 Click [Work network].

() & setNetwork Location

Select a location for the “Network’ network

This computer is connected to a network. Windows will automatically apply the correct
netwark settings based on the network’s lacation.

Home network

f all the computers on this network are at your home, and you recognize them,
his is @ trusted home network. Den't choose this for public places such as
coffee shaps or airports,

Work network

¥ all the comgNgrs on this network are at your workplace, and you recognize
them, this is af ed work network. Don't choose this for public places such as
coffee shops or MYports.

Public network
If you don't recagnize all the computers on the netwark (for example, you're in

a colfee shop or airport, or you have mobile broadband), this is a public
network and is not trusted.

Treat all future netwarks that I connect to as public, and don't ask me again,
Help me chogse

The [Set Network Location] confirmation window appears.
7 Click [Close].

The network location is now Work

Metwork name: Network
Location type: Work
On Work netwarks, you can see ather computers and

devices on the netwark, and your computer is
discaverable,

View or change settings in Metwark and Sharing Center

View computers and devices on the network

Accessing TopAccess
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0 Accessing TopAccess from Network Map
1 Click the [Start] icon and select [Control Panel].

m Windows Media Player
’ Small Business Resources
Q’ Windows Fax and Scan

@ Windows Meeting Space

@ Windows Photo Gallery

% Windows Live Messenger Download

%’ Paint

> AllPrograms

Contrel Panel

1
The [Control Panel] window appears.
2 Click [Network and Internet].

» Control Panel

T~

e

2]

+ Control Panel Home .
System and Maintenance

Get started with Windows
Back up your computer

Classic \

Security
Check for updates

Firewall
Network and Internet
View network status and ta:

Set up file sharing

Hardware and Sound

Printer
Mouse

Programs
Uninstall 2 program
Change startup programs

Recent Tasks

View netw

Check this computer's security status
@ Allow 2 program thiough Windovss

Play CDs or other media automatically

2

W
b
@

User Accounts
@ Add or remove user accounts

Appearance and
Personalization

Change desktop background
Change the color scheme
Adjust screen resolution

Clock, Language, and Region
Change keyboards or other input
methods

Ease of Access
Let Windows suggest settings
Optimize visual display

Additional Options

The [Network and Internet] window appears.

3 Click [Network and Sharing Center].

w-@ + Control Panel + Network and Intemnet

~ [ 43 || search

2]

rol Panel Home

m and Maintenance

Internet Options
Change your homepage

Offline Files
arance and Encrypt your offline files
nalizati

ek, Language, and Windows Firewall

ce:

nal Options

People Near Me

Sign in or out of People Near Me

Classic )

Sync Center

Resolve sync conflicts

Recent Tasks

View network status and ta

| Network and Sharing Center
View network status and tasks | Ci
View network computers and d

Manage browser add-ons

Sync with other computers, mobile devices, or netwark folders

ect to a network
Add a device to the network

Set up file sharing

Delete browsing history and cookies

Manage disk space used by your offline files

@ Turn Windows Firewall on or off | @ Allow a program through Windows Firewall

Change Peaple Near Me settings

View sync results

The [Network and Sharing Center] window appears.

20 Accessing TopAccess




4 Click [View full map]/[See full map] in the [Network and Sharing Center] window. n

Network and Sharing Center

o @8

MEDIA-PC-EN Unidentified network Internet

(This computer)

E‘ Unidentified network (Private network) Customize
Access Local enly

Connection Local Area Connection View status

|28 Sharing and Discovery

Network discovery 8 0n (v
File sharing ° off ©)
Public folder sharing © Off (v)
Printer sharing © Off (no printers installed) ©)
Password protected sharing @ On (v)
Seealso Media sharing © off ©)

Internet Options

Show me all the files and folders I am sharing

Show me all the shared netwaork folders on this computer

Mapping of devices connected on the network appears in the [Network Map] window.

5 Click the icon of this equipment.

%% » Control Panel » Network and Internet » Network Map. + | 43 | Search F)

™
media-PC-EN Switch
fna

NE: TOSHIBA e-5TUDI
IPv4 Address: 10.10.70.206
MAC Address: 00-80-91-4c-46-a4

The following discovered device(s) can not be placed in the map. Click here to see all other devices.

N

MFP-04998820 T66075222H

Tips

* The name, IP address and MAC address of the devices appear when you place the pointer over
each icon.

* [f the equipment has the Finisher installed, its icon is displayed together with the Finisher icon. If
not, it is displayed by itself.

Accessing TopAccess 21



6 The TopAccess website appears.

e-Filing
Login
Device
REFRESH
Device Information
Options
None
None
None
Toner Paper
I 100 Drawer 1
_ 100% Drawer 2 A3 Plain None 550
_ 100% Drawer 3 A4 Plain None 550
Drawer 4 Ad Flain None 550
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TopAccess Screen Descriptions

e-Filing
Logout

1 — | Device | Job Status Logs m Courtter User Managemert Administration |

Template Address Book

Template Groups
Please select a group to edit below.

Public Template Groups
e IS [User Mame |

[Public: | [Public Template Groups: | |
3 e || GF OUPS | Defined Groups E
Jurnp to

001 011 021 031 041 051 061 071 081 091 101 111 121 131 141 151 161 171 181 191

3 [ [risme User Hame
001 | |usetu Tempistes

002 @ test teset

003 Undefined Undefined
004 Undefined Undefined
EE Undefined Undefined
B Undefied Undefined
007 Undefined Undefined
08 Undefined Undefined
B Undefined Undefined
610 Undefined Undefined

Gototop ofthis page

e IS |User Mame |

W

4 5 6
Item name Description

1 | Function tab Features are grouped under each tab. This provides access to the main
pages of TopAccess for each function.

2 | Menu bar This provides access to each menu page under the selected function tab.

3 | Submenu bar This provides access to each submenu page under the selected menu
and function tab.

4 | Install Software link Click this to open the Install Client Software page to download the client
software from TopAccess. Available only when the hard disk is installed.

5 | Top link Click this to display the top of the page currently displayed.

6 | Help link Click this to display Online Help.
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Access Policy Mode

The access policy mode enables different operation privileges and displayed items to be applied depending
on the user account you used to log in to TopAccess.

In the access policy mode, the details of operations and displays differ depending on the roles and
department assigned to the given user account.

Access TopAccess.
P.12 “Accessing TopAccess by entering URL”

2 Click [Login].

e-Filing

Job Status Registration Ciournter %

The Login page is displayed.

3 Enter the user name and password and click [Login].

Login with your TopAccess User Name and Passward

User Name

Password

gy

2

* Enter the user name and password that comply with TopAccess access policies.
* The Setup page is displayed.

* Failing to enter the correct password for a number of times at login will be considered
unauthorized access and you may not be able to log in for a certain period of time. If you are
displayed a “User account is locked” or “The User Name and Password are not recognized.”
message and cannot log in, contact your administrator.

* The password input is displayed in the blank symbols.

* After login, you will be automatically logged out when the time specified in the [Session Timer]
elapses.

Tips

e Enter "admin" in User Name and "123456" in Password to log in for the first time.

» Lockout setting for user accounts can be set with [Administration] - [Security] - [Password Policy].
P.302 “Password Policy settings”

* The [Session Timer] can be set with [Administration] - [Setup] - [General] - [WEB General
Setting].
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4 Click the menu and submenu to display the desired page.

Logs

Counter

Lissr bt

e-Filing
Logout

Administration

K2

General Setting

| Device Information

MName

Copier Model|

Serial Number

MAC Address

Save as File & e-Filing Space Available
Fax Space Available
Cata Cloning Function
USB Direct Print
Lacation

Gea Location

Contact Information
Service Phone Number

Administrative Message

|
L e S
oy
-

26201 MB

a7a mB

Enable -

Enable -

You can log out by clicking the [Logout] link at the top right of the page.
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[Device] Tab Page

This section describes the [Device] tab page in the TopAccess end-user mode.
[Device] Item LiSt........ccooiiiiiiiecicrcrrrrrs s s s s s s 28
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[Device] Item List

TopAccess opens the [Device] tab which includes a picture indicating the device status. At any time, the end
user may click [REFRESH] to update the TopAccess status information.
This tab shows the following information about the device:

Loqin
Job Status Logs Registration Counter
Device
REFRESH
1 Device Information
Status Ready
= Name [T
ﬁ o
Copier Mode! o
Serial Number — -
= MAC Address Ee ] = ]
—
Lo Main Memory Size 2043 MB
—
Page Memory Size 512 MB
Save as File & e-Filing Space Available | 76065 118
Fax Space Available 943 MB
Contact Information
2 — Options P ry——
Finisher None one Humb=r
Hok Punch Unt_ | one SEEED
Fax None Aleris -
4 — Toner | Paper
“fellow (Y} " | 100% Drawer Size Thickness Aftribute Capacity Level
Iagentaill) _ 100% Drawer 1 A4 Plain Hone 550
Cyan(C) ; 100% Drawer 2 A3 Plain Hone 550
Black(i) _ 100% Drawer 3 A Plain Hone 550
Drawer 4 Al Plain None 550
Item name Description
1 | Device Information The following information is displayed.

» Status — Displays the device status.

* Name — Displays the name of this equipment.

* Location — Displays the equipment's location.

* Copier Model — Displays the model name of this equipment.

e Serial Number — Displays the serial number of this equipment.

* MAC Address — Displays the MAC address of this equipment.

* Main Memory Size (for some models only) — Displays the main
memory size.

* Page Memory Size (for some models only) — Displays the page
memory size.

* Save as File & e-Filing Space Available (for some models only) —
Displays the total available space in the local folder and e-Filing on
your equipment.

* Fax Space Available — Displays the available space for sending and
receive fax data.

* Contact Information — Displays the contact name of the person
responsible for managing this device.

* Phone Number — Displays the phone number of the person
responsible for managing this device.

* Message — Displays administrative messages.

* Alerts — Displays alert messages.
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Item name Description

Options The following information is displayed.

* Finisher (for some models only)— Displays whether the Finisher is
installed.

* Hole Punch Unit (for some models only) — Displays whether the
Hole Punch Unit is installed.

e Fax — Displays whether the Fax Unit is installed.

* Optional Function kit (for some models only) — Displays whether
the optional function kit is installed.

* Inserter (for some models only) — Displays whether the Inserter is
installed.

* Auto Duplex Unit (for some models only) — Displays whether the
Automatic Duplexing Unit is installed.

Paper The following information is displayed.

* Drawer — Displays a list of the installed drawers.

* Size — Displays the paper size set for each drawer.

* Thickness — Displays the thickness of the paper set in each drawer.

» Attribute — Displays the purpose of the paper set in each drawer.

» Capacity — Displays the maximum paper capacity that can be set for
each drawer.

» Status — Displays the remaining amount of paper for each drawer.

The paper size for each drawer cannot be set from TopAccess. Set it from the touch panel of the
equipment. For instructions on how to set the paper size for each drawer, refer to the Copying
Guide / User’s Manual Basic Guide.

Toner Displays the amount of toner remaining in the toner cartridges in the
equipment.

Tip

Some features may not be displayed on some models.
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Displayed Icons

When the equipment requires maintenance or when an error occurs with the equipment, icons indicating the
status information appear near the graphic image of the equipment on the TopAccess [Device] tab. The
following are the icons displayed and their descriptions.

( 1 | Printer Error 1 This icon indicates that a non-recommended toner cartridge is being used,
x and that the equipment has stopped printing. For information on resolving
V_‘ the error, refer to "Replacing a Toner Cartridge" in the Troubleshooting
Guide.
[ 1 | Printer Error 2 This icon indicates one of the following:

* You need to remove paper from the receiving tray.

* You need to remove paper from the Finisher tray.

* You need to remove the staples jammed in the Finisher. For information
on resolving the error, refer to "Staple Jam in the Finisher" in the
Troubleshooting Guide.

* You need to remove the staples jammed in the Saddle Stitch Unit. For
information on resolving the error, refer to "Staple Jam in the Saddle
Stitch Unit" in the Troubleshooting Guide.

* You need to clear chads from the Hole Punch Unit. For information on
resolving the error, refer to "Cleaning the Hole Punch Dust Bin" in the
Troubleshooting Guide.

* A non-recommended toner cartridge is being used. For information on
resolving the error, refer to "Replacing a Toner Cartridge" in the
Troubleshooting Guide.

* You performed saddle stitch printing with the paper of the different sizes.

* The equipment cannot load paper from the Large Capacity Feeder.

* The equipment cannot eject the paper to the output tray.

\

Cover Open This icon indicates a cover such as the front cover or Automatic Duplexing
Unit Cover is open.

Drawer Open This icon indicates the drawer is open.

W&

Toner Empty This icon indicates no toner is left. For information on resolving the error,
refer to "Replacing a Toner Cartridge" in the Troubleshooting Guide.

e

\

Waste Toner Full | This icon indicates the waste toner box is full and requires replacing. For
information on resolving the error, refer to "Replacing the Waste Toner Box"
in the Troubleshooting Guide.

Y

Paper Empty This icon indicates no paper is left in a drawer. For information on resolving
the error, refer to the Copying Guide / User’s Manual Setup Guide.

Paper Misfeed This icon indicates a paper misfeed occurred. It also indicates the location of
the paper misfeed. For information on resolving the error, refer to "Clearing a
Paper Misfeed" in the Troubleshooting Guide.

Staples Empty This icon indicates no staples are left in the Finisher. For information on
resolving the error, refer to "Refilling the Staples" in the Troubleshooting
Guide.

Call for Service Contact your service representative to have the equipment inspected.

R RIREIR T
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[Job Status] Tab Page

Using TopAccess, end users can display and delete print jobs, fax/internetfax jobs, and scan jobs released by
end users.

[Job Status] Tab Page OVerview..........ccccccciciiciiiiiississsssssssssssssssssssssssssssssssssssssssssssssssnnnnnns 32
[Print JOD] HEM LISt ...ttt et e e e s e et e s e e e e rr e e e e aab e e e enre e e neneeas 32
[Fax/InternetFax JOD] HEM TSt ... it e e e e e e e s 34
[SCAN JOD] HEM ISt ... . .eeeiiee e e e e et e e e e ettt e e e e e ab e e e eabaeeeeeesaaseeaeeesnraeeaeeannees 35

[Job Status] How to Set and How to Operate...........coiiicciii s 36
[T o] F= )Y g To T o] 4 1o 8T o1 USRS 36
(==Y (g T 1T o <SSP 37
Deleting private print jobs and hold Print JODS ...........ooiiiiiiie e 37
REIEASING PIINT JODS ...t e bt e bttt rh e e et e e et e e e sab e e e et e e s e e n 38

Checking reCoVery INfOrMAatION ..........ocuiiii ettt e er e sne e e en e e enre e e nns 38




[Job Status] Tab Page Overview

You can display and delete print jobs, fax/internetfax jobs, and scan jobs. You can also print print jobs
immediately.

Tip
When user authentication is enabled, you can operate on jobs associated with the user account you used

to log in.
However, a user account with administrator privileges can operate on all jobs.

P.32 “[Print Job] Item list”
P.34 “[Fax/InternetFax Job] Item list”
P.35 “[Scan Job] Item list”

M [Print Job] Item list

The Print Job page displays the following information for each print job.

e-Filing

Login

il Inhl n

WN =

[ Delete | Release |[ Recovery Information

‘il |Docum nt Marne |7Dil Time: |D e Gtatus Paper Pages Sets zer Mame | Domain Mame/ DAP Server.

Gototop of th|: page

The following screen is displayed if you are logged in with a user account which is granted administrator
privileges in the access policy mode.

-
3 Dril.r,lnh .
4 [[Delste |[Release | Recovery Information ][ Delete Al Pricate Pt Jobs ) Delete Al Hn\id Print dobs |
5 Gﬂﬂ[ﬁf | 7Dl Time | Tz Status |Paper |Pases B8 |User ame |Dnmam Name DAP Server
6 7 8 9 10 11 12 13 14
Item name Description
1 | [Delete] button If the selected print job is owned by a user who is logged in to
TopAccess, the job is deleted.
2 | [Release] button If the selected print job is in the print queue, the job is printed.
3 | [Recovery Information] If the selected print job was skipped while the job skip feature was
button enabled, the recovery information screen is displayed.
P.33 “[Recovery Information] screen”
P.157 “Setting up Job Skip Control”
4 | [Delete All Private Print This item is displayed if you are logged in with a user account which is
Jobs] button granted administrator privileges in the access policy mode.
You can delete all private print jobs displayed in the list.
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Item name Description

5 |[Delete All Hold Print Jobs] | This item is displayed if you are logged in with a user account which is
button granted administrator privileges in the access policy mode.
You can delete all hold print jobs displayed in the list.

6 | Document Name Displays the document name of the print job.

Document names are displayed using 10 asterisks (*) when the
Confidentiality Setting is enabled.

P.158 “Setting up Confidentiality Setting”

7 | Date Time Displays the date and time when the print job was released from the
client computers.

They are displayed using "year, month, day, hour, minute, and second".
For example: 2012/12/24 12:34:56

8 | Type Displays the print job set in the printer driver.
Possible values of print job are: [Normal Print], [Scheduled Print],
[Private Print], [Proof Print], and [Hold Print].

9 | Status Displays the status of the print job.
Possible values of status are: [Paused], [Wait], [Suspend], [Skipped],
[Process], [Printing], and [Scheduled].

10 | Paper Displays the paper size of the print jobs.

11 | Pages Displays the number of pages of the print job.

12 | Sets Displays the number of copies set for the print jobs.

13 | User Name Displays the user account name of the owner of the print job.

14 | Domain Name/LDAP Server | Displays the domain name or LDAP server of the user account who is the
owner of the print job.

Tips

* Print jobs that have finished being printed are displayed in the [Logs] tab.
* Click a table heading item to refresh the page and reorder the print job list in the specified order.

U [Recovery Information] screen

The Recovery Information screen displays the conditions for resuming printing.

Recovery Information I
1 —{oiee]
3 |
4 e At e s o s
6 L ECE LT A N
Item name Description
1 | [Close] button Closes the [Recovery Information] screen.
2 | Cause Displays the cause of the print interruption.
3 | Recovery Condition Displays the procedure for resuming printing.
4 | Paper Size Displays the paper size set for the interrupted print job.
5 | Paper Type Displays the paper type set for the interrupted print job.
6 | Drawer Displays the paper source set for the interrupted print job.
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H [Fax/InternetFax Job] Item list

The Fax/InternetFax Job page displays the following information for each fax transmission job.

e-Filing
Login

FalnternetFax Job e
1 o)
‘illﬂ o, |m[ jarme). !TO(FaxN /Email] v Date Time |Pa o5 |De\ay Tine |Status [User ame !Dnmam Name/LDAF SENEr!
2 3 4 5 6 7 8 9 10
Item name Description

1 | [Delete] button The selected fax job is deleted.

2 | File No. Displays the file number (001 to 100) to identify the fax transmission job.

3 | TO(Name) Displays the destination name set for the fax transmission job.

4 | TO(Fax No./Email) Displays the fax number or E-mail address of the destination.

5 | Date Time Displays the date and time when the fax transmission job is released
from the touch panel or client computer using the N/W-Fax driver.
They are displayed using "year, month, day, hour, minute, and second".
For example: 2012/12/24 12:34:56

6 | Pages Displays the number of pages of the fax transmission job.

7 | Delay Time Displays the delayed time set for the fax transmission job.

8 | Status Displays the status of the fax transmission job.
Possible values of status are: [Delayed], [Wait], [Line1], [Line2], and
[Network].

9 | User Name Displays the user account name of the owner of the fax transmission job.

10 | Domain Name/LDAP Server | Displays the domain name or LDAP server of the user account who is the
owner of the fax transmission job.

Tips

* Transmission jobs that have finished their transmission are displayed in the [Logs] tab.
* Click a table heading item to refresh the page and reorder the print job list in the specified order.

34
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H [Scan Job] Item list

The Scan Job page displays the following information for each scan job.

eFiling
Login
Device Job Status Logs Registration Courter
Scan Job e N
1 —— oo |
|i| TO{Mame) TO{Email) File Mame Agent wDate Time. Pazes |Status User Mame | Domain Mamg/l DAP Server
D DOC | 0115 Sa | as fil 2011 5 15:21:358 o Con | oleted
D DOC | 0115 Sa | as file 20010 5152113 o Con | oleted
D DOC | 0115 Sa | as file 20011 | S5 15:21:00 o Con | oleted
D DOC | 0115 Sa | as file 2011 | 5 15:20:53 o Con | oleted
Goto top ¢ this padge
2 3 4 5 6 7 8 9 10
Item name Description
[Delete] button The selected scan job is deleted.
2 | TO(Name) Displays the destination (name) to where the scanned document is sent
via an E-mail.
3 | TO(Email) Displays the destination (E-mail address) to where the scanned

document is sent via an E-mail.

4 | File Name When the job performs the Scan to File or USB or Scan to e-Filing, it
displays the document name to be stored.

File names are displayed using 10 asterisks (*) when the Confidentiality
Setting is enabled.

P.158 “Setting up Confidentiality Setting”

5 | Agent Displays the agent of the scan job.
Possible values of agent are: [Email], [Save as file], [Store to e-Filing],
and [Store to USB Medial.

6 | Date Time Displays the date and time when the scan job is released from the touch
panel.

They are displayed using "year, month, day, hour, minute, and second".
For example: 2012/12/24 12:34:56

7 | Pages Displays the number of pages of the scan job.

8 | Status Displays the status of the scan job.
Possible values of status are: [Wait], [Suspended], [Processing], and
[Scanning]

9 | User Name Displays the user account name who is the owner of the scan job.

10 | Domain Name/LDAP Server | Displays the domain name or LDAP server of the user account who is the
owner of the scan job.

Tips

* Scan jobs that have finished being scanned are displayed in the [Logs] tab.
* Click a table heading item to refresh the page and reorder the print job list in the specified order.

[Job Status] Tab Page Overview 35



[Job Status] How to Set and How to Operate

P.36 “Displaying print jobs”

P.37 “Deleting jobs”

P.37 “Deleting private print jobs and hold print jobs”
P.38 “Releasing print jobs”

P.38 “Checking recovery information”

H Displaying print jobs

1 Click the [Job Status] tab and click the [Print Job], [Fax/InternetFax Job], or [Scan Job]
menu.

The Job page is displayed.

2 If jobs are not displayed in the list, click the [REFRESH] icon at the upper right of the
page.

e-Filing
Lagin

Print Job =]

REFRESH
[ Delete H Releasge | Hecovery Information
‘;I Document MName wDate Time Type Status Paper Pazes Sets User Mame Doms
Sample ot 201100418 14:36:25 Print Skipped a4 13 1 =y
D Sample pit 20110118 134302 Prirt VWaiting Ad ] 1 [ ]
D Sample pit 20110118 13:48:04 Prirt VWaiting Ad a5 1 =
D Sample pit 201101 M8 134700 Prirt VWaiting Ad 0 1 .y

Goto top ofthis nane

See the following for details on displayed items:
P.32 “[Print Job] Item list”

P.34 “[Fax/InternetFax Job] Item list”

P.35 “[Scan Job] Item list”

Tip
Completed jobs are displayed in the [Logs] tab.
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H Deleting jobs

Click the [Job Status] tab and click the [Print], [Fax/InternetFax], or [Scan] menu.
The Job page is displayed.

2 Select the check box next to the job that you want to delete.

e-Filing
Login
Device o Status Logs Registration Courter
Print Job ~
REFRESH
[ Deletz || Release || Recovery Infarmation
¥| | Docurment Mame | wDate Time Type Status Paper Pages Sets User Mame  (Domain Name/| DAP Server
ample pot 1A 143525 |Print Skipped! I 13 1 |y
BN\ 20011MA9 134802 |Print \ating as 8 1 TR
[ | ample gt 20011MHI 134504 |Print iaiting a4 5 1 =1
[&] |Iamp\e pet 1MH 134700 |Print Wiaiting a4 n 1 |y
Samied 10 ofthis page

The selected job is deleted.

Click the [REFRESH] icon at the upper right of the page to confirm the deletion.
Tip

You cannot use the Print Job page to delete fax/Internet Fax jobs and E-mail reception print jobs.

H Deleting private print jobs and hold print jobs

You can delete private print jobs and hold print jobs if you are logged in with a user account which is granted
administrator privileges in the access policy mode.

1 Click the [Job Status] tab and click the [Print] menu.
The Print Job page is displayed.

Click the [Delete All Private Print Jobs] or [Delete All Hold Print Jobs] button.
Private print jobs or hold print jobs are deleted.

e-Filing
Logout

Device Job Status Logs Registration GCourter User Managemert: Administration

Print Job
REFRESH
‘ Delste || Releaze ” Recovery Information H Delete All Private Print Jobs ’\g[ Delete All Hold Print Jobs '\L
| |
|i| Documnent Mame | wDate Time Type Status Paper Pages Sets User Name |Domain Mame/LDAP Server
[ |Sample peif 2011001 19 14:36:25 Prirt Shipped Ad 13 1 |==r
[ |Sample peif 201101 191349202 Prirt Mafting Ad g 1 (Rt ]
[ |Eample peif 201101 19134804 Prirt Mafting Ad 5 1 pEEE
[ |=ample pef 20110118 13:47:00 Prirt Mafting Ad 20 1 | —

Go to top ofthis page

It may take a while to delete all private or hold jobs.
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H Releasing print jobs

You can print jobs that are stored in the queue.

Private print jobs and hold print jobs cannot be released from TopAccess.

Click the [Job Status] tab and click the [Print] menu.
The Print Job page is displayed.

2 Select the check box next to the job that you want to print.

Device Job Status.

Logs

Registration

Courter

e-Filing
Login

Print Job ~
REFRESH
‘ Delete ” Release H Recovery Infarmation
¥| |Document Mame  [wDate Time Type Gtatus Paper Pazes Sets User Mame [Domain Name/LDAP Server

2010119 14:368:25 Schechuled Scheduled A4 13 1 i
20110119 13:4902 Prirt Waiting Ad g 1 -
20110118 134804 Prirt Waiting Ad 5 1 s
201101118 13:47:00 Print Wisiting aq bl 1 [ .

Click [Release].

The selected print job is immediately printed.

H Checking recovery information

You can check the conditions to restart a print job which has been skipped while the job skip feature was

enabled.

Tip

For the job skip feature, see the following:
P.157 “Setting up Job Skip Control”

Click the [Job Status] tab and click the [Print] menu.
The Print Job page is displayed.

2 Select the check box next to the print job whose job status is “Skipped”.

Device Job Status

Print Job

Logs

Registration

Courter

User Management

~

REFRESH

‘ Delete ” Release ” Recovery Information

I

Delete All Private Print Jobs

I

Delete All Hold Print Jobs

e-Filing
Logout

Acdministration

wlate Time Tyne Status Paper Pages Sets User Mame | Domain Mame/LDAP Server
2011 A9 14:36:25 Print Skipped A4 13 1 L b

201101419 13:49:02 Print alting A4 g 1 [ L

20110118 13:48:04 Print alting A4 5 1 el

20110148 13:47:00 Print W ailtingy A4 20 1 L. .|

Click [Recovery Information].
The conditions to restart the print job are displayed.
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[Logs] Tab Page

Using TopAccess, end users can display print job logs, transmission journals, reception journals, and scan
job logs.

[Logs] Tab Page OVervVIieW........ccciiiiiiiiiiciiic s s sssssss s s ssssssssssnsssnnssnssnnnnnn 40
[VIEW LOGS] HEMI TIST.... ettt e bt et s e e er e e e e b et e sen e e et e e nanreenneeean 40
[Export Logs] Item list <access POlICY MOAES .......ccuiiiiiiiiiiiecee ettt 47
[Log Settings] Item list <access POIICY MOAE™S ......couiiiiiiiie et e et e e ee e s eeneee e eneeeaneeean 48

[Logs] How to Set and How t0 Operate..........ccooririrririrrnrerricrc s 50
[T ET o] F= )7 aTo T o I (o Yo - S SRR 50
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[Logs] Tab Page Overview

You can check the job history.

Check the logs periodically to ensure that there is no unauthorized access to the equipment as a result of
spoofing.

Tips

Logs are recorded from the moment the equipment is turned on until it is shut down. Log recording
continues also after entering the Super Sleep mode.

Up to 100 logs are displayed in chronological order with the most recent first. You can check up to
5,000 logs in Print Job Log Export, Fax Transmission Journal Export, Fax Reception Journal Export,
and Scan Log Export, and up to 10,000 logs in Messages Log Export by exporting them. Or, up to 100
logs in Print Job Log Export, Fax Transmission Journal Export, Fax Reception Journal Export, Scan
Log Export, and Messages Log Export when the hard disk is not installed. The oldest logs are deleted
when the number of logs exceeds the maximum limit.

The default Administrator and Auditor roles can check all logs. For more information on default roles
and privileges, see the following:

P.139 “Default roles and privileges”

When user authentication is enabled, you can check the logs associated with the user account you
used to log in.

Furthermore, a user account to which the default Administrator or Auditor role have been assigned can
check all logs.

P.40 “[View Logs] Item list”
P.47 “[Export Logs] Item list <access policy mode>"
P.48 “[Log Settings] Item list <access policy mode>"

M [View Logs] Item list

P.41 “Print Log”

P.42 “Transmission Journal”

P.43 “Reception Journal”

P.44 “Scan Log”

P.46 “Message Log <access policy mode>"
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Q Print Log

The Print Log page displays the following information for each print job log.

Device Job Status Logs

View Logs

Print Log

Print Log | T Joumnal | Reception Journal | Scan Log | Message Log

e-Filing
Logout

Registration Counter User Management Administration

A
REFRESH

‘Ducume it hame |VMTM
[

Ser Name Domain Name/LDAP Server

|1¥ aslS tslSt lus

i
=
@
&
=
o

[ 2011011 115401

|ca): | |1 1] ox | |

Goto top | £this pags

Item name Description

1 | Document Name Displays the document name of the print job.

2 | Date Time Displays the date and time that the print job was released from the client
computers.

3 | Type Displays the print job type.

4 | Paper Displays the paper size of the print jobs.

5 | Pages Displays the number of pages of the print job.

6 | Sets Displays the number of copies set for print jobs.

7 | Status Displays the status of the print log.

8 | User Name Displays the user account name of the owner of the print job.

9 | Domain Name/LDAP Server | Displays the domain name or LDAP server of the user account who was
the owner of the print job.

Tip

Click a table heading item to refresh the page and reorder the print log list in the specified order.
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O Transmission Journal

The Transmission Journal page displays the following information for each transmission journal.

Job Status Logs

e-Filing
Logout

Registration Counter Administration

User Nanagement

Transmission Journal e
PrintLog | Tr ion Journal | Receplion Journal | ScanLog | Message Log
ie. |[Eleis ]Sk [Portion [cee | Dgtems) W0 aEm [P e | [ Ve | Mne el 00 Sove |
1 2 3 4 5 6 7 8 9 10 11 12 13
Item name Description
1 | No. Displays the serial number of the journals.
2 | File No. Displays the file number to identify the received job.
3 | Date Time Displays the date and time the transmission job was performed.
4 | Duration Displays the time length taken for the transmissions. If it takes more than
1 hour, “59:59” is indicated.
5 |Pages Displays the number of pages of the transmission job.
6 | TO(Name) Displays the destination name set for the transmission job.
7 | TO(Fax No./Email) Displays the fax number or E-mail address of the destination for the
transmission job.
8 | Dept Displays the department code if department management is enabled.
9 | Mode Displays the transmission mode”.
10 | Status Displays the result of the transmission.
11 | Line Displays the line used.
12 | User Name Displays the user account name of the owner of the transmission job.
13 | Domain Name/LDAP Server | Displays the domain name or LDAP server of the user account who was
the owner of the transmission job.

*

The transmission mode is displayed by a combination of a 2-digit letter code, a 3-digit numeric code, and up to a 4-digit supplemental

code.
For example: EC 603
2-digit letter 1st numeric 3rd
code 2nd numeric code | numeric Up to 4 digit
Iy code .
(Communication (bps) (Resolution) code supplemental code
Mode) (Mode)
EC: ECM 0: 2400 0: 8x3.85 0: MH P: Polling
G3: G3 1: 4800 1: 8x7.7 1: MR SB: Mailbox
ML: E-mail 2: 7200 2:8x15.4 2: MMR SR/R: Relay mailbox
3: 9600 4: 16x15.4 3: JBIG SF/F: Forward mailbox
4: 12000 8: 300 dpi ML: Internet Fax
5: 14400 B: 600 dpi I: N/W-Fax
6: V.34 D: 150 dpi O: Offramp Gateway
Tip

Click a table heading item to refresh the page and reorder the transmission journal list in the specified
order.
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U Reception Journal

The Reception Journal page displays the following information for each reception journal.

Device Job Status

View Logs

Reception Journal

PrintLog | Tranzmission Joumnal | Reception Journal | Scan Loy | Message Log

e-Filing

Logout
Registration Counter

User Management ‘Administration

REFRESH

Mo [EleMo  [wistsTime

|Dur UDan

es|me Narme) Domain hlame/L DAP Server

From(Fay ho /Email) |Det |Mu A |54@ |Li E!Usel’ ame

G |totop oft) s page

1 2 3 4 5 6 7 8 9 10 11 12 13
Item name Description

1 | No. Displays the serial number of the journals.

2 | File No. Displays the file number to identify the received job.

3 | Date Time Displays the date and time of receiving the job.

4 | Duration Displays the time taken for the receptions. If it takes more than 1 hour,
“59:59” is indicated.

5 |Pages Displays the number of pages of the received job.

6 | From(Name) Displays the sender's name of the received job.

7 | From(Fax No./Email) Displays the fax number or E-mail address of the sender for the received
job.

8 | Dept Displays the department code if the department management is enabled.

9 | Mode Displays the reception mode".

10 | Status Displays the result of the reception.

11 | Line Displays the line used.

12 | User Name Displays the user account name of the owner of the received job.

13 | Domain Name/LDAP Server | Displays the domain name or LDAP server of the user account who was

the owner of the received job.

The reception mode is displayed by a combination of a 2-digit letter code, a 3-digit numeric code, and up to a 4-digit supplemental
code.
For example: EC 603

2-digit letter 1st numeric 3rd
code code 2nd numeric code | numeric Up to 4 digit
(Communication (bps) (Resolution) code supplemental code
Mode) P (Mode)
EC: ECM 0: 2400 0: 8x3.85 0: MH P: Polling
G3: G3 1: 4800 1: 8x7.7 1: MR SB: Mailbox
ML: E-mail 2: 7200 2:8x15.4 2: MMR SR/R: Relay mailbox
3: 9600 4: 16x15.4 3: JBIG SF/F: Forward mailbox
4: 12000 8: 300 dpi ML: Internet Fax
5: 14400 B: 600 dpi I: N/W-Fax
6: V.34 D: 150 dpi O: Onramp Gateway
Tip

Click a table heading item to refresh the page and reorder the reception journal list in the specified order.
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0 Scan Log

The Scan Log page displays the following information for each scan job log.

e-Filing
Logout
Device Job Status Logs. Registration Counter User Management Administration
View Logs

Scan Log

PrintLog | Transmission Joumnal | Reception Journal | Sean Loy | Messaue Log

TOiMamme) TO(Ermail) File MNarne Agent wDate Time Pages [Mode | Status User Marme | Domain Name/ DAP Senar| * |
00C1| 0115-007 pot | Sa |+ as fle |2011/01 | 5161138 [47 | [ST|33C | Ste |2 document in cantralier shared fokder [-—
0OCH| 0115-002pdf |Sa |+ as fle  |2011/01 | 5160451 [62 | [ST|33C | Stc |2 document in contralier shared folder |-
0OCH| 0115001 pdf | Sa |+ as fle  |2011/01 | 515:23:5¢ [4a | [ST|33C | Stc |2 document in contralier shared folder |-
DOCH| D115 palf Saiasfie |2011/01 |5 14:14:05 |4 ST|23C [ Ste | ol document in controller shared folder | —
DOCH| D115 pelf Salrasfie |201101) 5155421 (50| [ST|33C [Ste | document in controller shared folder |-— 2
DOCH| 0114-007 plt |Sa|+as fle  |2011/01 | 41904:03[29 | [ST|23C | Stc |2 document in contraller shared folder |-—
DOCH | 0114 pelf Saliasfle |2011/01 | 4164641 [15 | [5T|33C |5t | document in controller shared folder |-—
DOCH | 0114 pelf Salrasfle |2011/01 | 4163516 |2 5T|33C [ te | document in controller shared folder | —
DOC | 0114 pelf Sal:asfle |2011/01 415364215 | [ST|33C |5t |od document in controller shared folder |-— (4
DOC | 0114 pelf Sal:astfle |2011/01) 415333615 | [ST|33C [t |od document in controller shared folder |-—
DOC | 0114 pelf Safrasfle |2011/01 | 41120001 5T|33C | Ste | = document in controller shared folder |-
DOC | 0113 pelf Safrastfle |2011/01| 312550647 | [ST|33C [Ste|d document in controller shared folder |-
00C1 | 0113 pelf Saf:astfie |2011/01)311:34:46 2 5T)238 [ Ste |0l document in cantroller shared folder |-
00 | 0112.pelf Sal:asfie |2011/01) 2155936 |50 | |ST|33C [Ste |2l document in cantroller shared folder |-
0OC | 0117 pelf Safiastie |2011/01|116:07:36 |2 ST|33C [ Ste | ol document in cantroller shared folder | —
001 | 0107 paf Sa|rasfle |2011/01|7 064401 [1 57| 33C | Ste | ol document in cantroller shared folder |- -

Item name

Description

1 | TO(Name)

Displays the destination (name) to where the scanned document was
sent via an E-mail.

2 | TO(Email)

Displays the destination (E-mail address) to where the scanned
document was sent via an E-mail.

3 | File Name

Displays the file name stored in a shared folder or e-Filing.
This item may not be displayed depending on the access policies.

4 | Agent

Displays the agent of the scan job.

a

Date Time

Displays the date and time when the scan job was released from the
control panel.

Pages

Displays the number of pages of the scan job.

Mode

Displays the transmission mode using 6-letter codes”.

Status

Displays the detailed result status of the scan job.

User Name

Displays the user account name of the owner of the scan job.

= O 0 N O

0 | Domain Name/LDAP Server

Displays the domain name or LDAP server of the user account who was
the owner of the scan job.

* Codes are displayed in the following format.

AA: This describes the job type.

CA Copy and File
Copy and Store to e-Filing

CT

Copy to e-Filing (without printing)

FS

Relay Mailbox Transmission

FF Fax Received Forward

FE

Internet Fax Received Forward

ST Scan to File or USB
Scan to e-Filing

Scan to Email

FA Fax and Save as File

PA Print and e-Filing

PT Print to e-Filing

1A N/W-Fax and Save as File

BE e-Filing to Email
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RS Remote Scan or Web Services Scan

MS Meta Scan

EN E-mail notification

B: This describes the transmission type.

e-Filing

Email (SMTP)

FTP

SMB

Save in a local folder

NetWare IPX/SPX

USB

NetWare TCP/IP

FTPS

Remote Scan or Web Services Scan

: This describes the resolution.

100 dpi

150 dpi

200 dpi

300 dpi

400 dpi

600 dpi

8 x 3.85 (line/mm) (203 x 98)

8 x 7.7 (line/mm) (203 x 196)

8 x 15.4 (line/mm) (203 x 391)

16 x 15.4 (line/mm) (400 x 391)

This describes the file format.

e-Filing

TIFF (Multi)

TIFF (Single)

PDF (Multi) or Encrypted PDF (Multi)

JPEG

PDF (Single) or Encrypted PDF (Single)

Slim PDF (Multi)

Slim PDF (Single)

XPS (Multi)

XPS (Single)

DIB

PDF/A (Multi)

PDF/A (Single)

This describes the file color mode.

Black

Gray Scale

Color

Z OGO mIMO W > © oo ~NouiswN=oo g 0w > o i w N = on © o N o o & w N = O

Mix

The file format is recorded as DIB in the scan log if the data are scanned in BMP, JPEG, TIFF, or PNG
format using the WIA (Windows Image Acquisition) driver.

Tip

Click a table heading item to refresh the page and reorder the scan log list in the specified order.
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U Message Log <access policy mode>

The Message Log page displays errors which have occurred on your model.

Tips

* Displays only when you are logged in with a user account which is granted administrator privileges or
display privilege in the access policy mode.

* The default Administrator and Auditor roles can check all message logs. For more information on
default roles and privileges, see the following:
P.139 “Default roles and privileges”

e-Filing
Logout

Device Job Status Logs Registration Counter User Management Administration

View Logs

Message Log e

Print Log | Transmission Joumal | Reception Journal | ScanlLog | Message Log

whate Time Etrar Level | Message Status User Mame Domain Mame/LDAP Servar
200171 1 143027 Inforn | tion Suct | ssful user lagin B0C Amir
200111 | 1 142450 Inforn | tion Suct | sstul user login B0C acimin
2001 1 141830 Inforn | tion Gon | rto the slesp mode (=)
201111 141318 Inforn | tion Gon | rto the energy save mode Daly
201111 | 1 140837 Inforn | tion Turn |4 on the pover [:])
2001111 1 140829 Inforn | tion Ediite | Device Setting T
201111 | 1 140826 Inforn | tion Ediite | Device Setting T
2001H1 1 140612 Inforn | tion The |achine was shut down D —
20111 1140550 Inforn § tion Suc| ssful uger login L Servicf:
201111 1 14:04:57 Inforn § tion Edlite | Device Sefting T
1 2 3 4 5 6
Item name Description
Date Time Displays the date and time of the error.
2 | Error Level Displays the error level.

Error — Error that user and administrator may not be recoverable.
Warning — Error that administrator is recoverable.
Information — Error that end user is recoverable or that event is not

error.
3 | Message Displays the message if available.

4 | Status Displays the error code.

5 | User Name Displays the user account name related to the message.

6 | Domain Name/LDAP Server | Displays the domain name or LDAP server of the user account related to

the message.

Tip
For details on error codes and error messages, refer to “Checking the Equipment Status with TopAccess”
in the Troubleshooting Guide.
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H [Export Logs] Item list <access policy mode>

You can erase logs or export them in a file.

Tips

* Displays only when you are logged in with a user account which is granted administrator or display
privileges in the access policy mode.

¢ The exported data file can be either CSV format or XML format. [CSV] is set as the default.

* You can export up to 5,000 logs in Print Job Log Export, Fax Transmission Journal Export, Fax

Reception Journal Export, and Scan Log Export, and up to 10,000 logs in Messages Log Export. Or, up

to 100 logs when the hard disk is not installed. The oldest logs are deleted when the number of logs

exceeds the maximum limit.

e-Filing
Logout
Device Job Status Logs Registration Courter Liser Management Administratior
Export Logs
REFRESH
Export Logs
*It may take mare than 10 minutes ifthere are a lotof entries,
1 —————  Print Job Log Export
File Name Mot Created
File Size
Date Created
Expart Data Format @ cav O XL
Create Mew File&Clear Log ] [ Clear Loy ] [ Create Mew File |
2 e FX Transmission Journal Export
File Name Mot Created
File Size
Date Created
Expart Data Format @ cav O XML
Create Mew File&Clear Log ] [ Clear Log ] [ Create Mew File
3 —————  Fax Reception Journal Export
File Mame Mot Created
File Bize
Date Created
Export Data Format @ cgy O xML
Create Mew File&Clear Log ] [ Clear Loy ] [ Create Mew File
4 ——— SscanLogExport
File Name Mot Created
File Size
Date Created
Expart Data Format @ cav O xvL
Create Mew File&Clear Log ] [ Clear Loy ] [ Create Mew File
5 Log Export
File Name Mot Created
File Size
Date Created
Export Data Format @ ooy O HmML
Create Mew File&Clear Log ] [ Clear Log ] [ Create Mew File
Item name Description

1 | Print Job Log Export

You can erase print logs or export (download) them in a file.

Create New File & Clear Log — Creates a file according to the file
format of the export data. Erases logs after a file has been created. You
can display or download by clicking the created file.

Clear Log — Erases logs.

Create New File — Creates a file according to the file format of the
export data.

You can display or download by clicking the created file.

2 | Fax Transmission Journal
Export

You can erase the transmission journal or export (download) it to a file.
Create New File & Clear Log — Creates a file according to the file
format of the export data. Erases logs after a file has been created. You
can display or download by clicking the created file.

Clear Log — Erases logs.

Create New File — Creates a file according to the file format of the
export data.

You can display or download by clicking the created file.

[Logs] Tab Page Overview 47



Item name

Description

3 | Fax Reception Journal
Export

You can erase the reception journal or export (download) it to a file.
Create New File & Clear Log — Creates a file according to the file
format of the export data. Erases logs after a file has been created. You
can display or download by clicking the created file.

Clear Log — Erases logs.

Create New File — Creates a file according to the file format of the
export data.

You can display or download by clicking the created file.

4 | Scan Log Export

You can erase scan logs or export (download) them in a file.

Create New File & Clear Log — Creates a file according to the file
format of the export data. Erases logs after a file has been created. You
can display or download by clicking the created file.

Clear Log — Erases logs.

Create New File — Creates a file according to the file format of the
export data.

You can display or download by clicking the created file.

5 | Messages Log Export

You can erase message logs or export (download) them in a file.
Create New File & Clear Log — Creates a file according to the file
format of the export data. Erases logs after a file has been created. You
can display or download by clicking the created file.

Clear Log — Erases logs.

Create New File — Creates a file according to the file format of the
export data.

You can display or download by clicking the created file.

H [Log Settings] Item list <access policy mode>

P.48 “Log Authentication”
P.49 “Log size”

Tip

Displays only when you are logged in with a user account which is granted administrator or display
privileges in the access policy mode.

U Log Authentication

You can specify whether or not to use log authentication.

Device Job Status

Log Settings

1 — (5] [Canoel]
Y —

e-Filing
Logout

Logs Registration Counter User Management Administration

Log Settings

Log Authentication

3 Enahle Log i 1 Disable ~

Item name

Description

[Save] button

Saves log authentication settings.

2 | [Cancel] button

Cancels the settings.
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Item name

Description

Enable Log Authentication

Enables log authentication.

When log authentication is enabled, the log display for users will be

restricted according to access policies.

* Enable — Enables log authentication. Display will be restricted
according to access policies.

* Disable — Disables log authentication. Logs for all users will be
displayed.

U Log size

Log size displays the log size.

1 Log Size
2 Print Log

S Transmission Journal
3 = Raception Joumal
ScanLog

4 —I Message Log
s

0%

0%
0%
1%

Item name

Description

Print Log

Displays the log size of print jobs.

Transmission Journal

Displays the log size of transmission journals.

Reception Journal

Displays the log size of reception journals.

Scan Log

Displays the log size of scan jobs.

A HhWIN =

Message Log

Displays the log size of message logs.
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[Logs] How to Set and How to Operate

P.50 “Displaying job logs”
P.51 “Exporting logs”

H Displaying job logs

Tip
You can display logs for jobs which are performed on this equipment. Up to 100 logs are displayed in

chronological order with the most recent first. When the number exceeds 100, logs are deleted, beginning
with the oldest ones.

1 Click the [Logs] tab and click the [View Logs] menu.

2 Click [Print Log], [Transmission Journal], [Reception Journal], [Scan Log], or [Message
Log].
The log page is displayed.

3 Click the [REFRESH] icon at the upper right of the page to update the information.

e-Filing
Logout

Device Job Status Logs Regisiration Counter User Management Administration

Print Log RE;RT

Print Log | Transmission Journal | Reception Journal | Scan Log | Message Log

[2oeumen 1t blame [Date Time [Tpe [Faper [Pases [sats|Staws [Userilame " JOomain Hame/L DAP Serer|
|zm'\mm 11:54:11 |Cnpy |u |1 |1 |o»< |.-- | |

Click a table heading item to refresh the page and reorder the list in the specified order.
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H Exporting logs

You must be logged in to the access policy mode to export logs.
For information on logs that can be exported, see the following:
P.47 “[Export Logs] Item list <access policy mode>"

Log in to TopAccess in access policy mode.
P.24 “Access Policy Mode”

2 Click the [Logs] tab and then click the [Export Logs] menu.

e-Filing
Logout

Device Job Status

N2

Registration Courter User Management Adminiztratior

Export Logs

N
REFRESH

Export Logs

*It may take mare than 10 minutes ifthere are a lotof entries,

Print Job Log Export
File Name Mot Created
File Size
Date Created
Export Data Format @ cgy O sl
Create Mew File&Clear Log ] [ Clear Loy ] [ Create Mew File |

Fax Transmission Journal Export
File Name Mot Created
File Size
Date Created
Export Data Format @ cay O HML
Create Mew File&Clear Log ] [ Clear Log ] [ Create Mew File

Fax Reception Journal Export
File Mame Mot Created
File Bize
Date Created
Export Data Format @ cgy O xML
Create Mew File&Clear Log ] [ Clear Loy ] [ Create Mew File

Scan Log Export
File Name Mot Created
File Size
Date Created
Export Data Format @ cgy O sl
Create Mew File&Clear Log ] [ Clear Loy ] [ Create Mew File

Messages Log Export
File Name Mot Created
File Size
Date Created
Export Data Farmat @ coy O umL
Create Mew File&Clear Log ] [ Clear Log ] [ Create Mew File

Tip
File sizes are displayed in bytes.
Select the file format (CSV/XML) for the log you want to export.
Create the file by clicking the [Create New File] button for the log you want to export.

Click the file name.

onh~hw

Save the log file.
Your browser will display a confirmation dialog box. Select the process for saving the log as a file and
follow the displayed instructions.
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[Registration] Tab Page

This section contains instructions on how to register templates, the address book, and mailboxes.

[Registration] Tab Page OVervieW .........ccccccccrcciiiciniscsssssssssssssssssssssssssssssssssssssssssssssnnnnns 54
[TEMPIAtE] HEM ST ...t e et e et e s n e e er e e s e e e e nbe e e e asne e e sanreenneeean 54
[AAAress BOOK] ITEM IST......c.uiiiiiiii ittt ettt e et et e e rre e e esb e e e nanre e s neneeas 87
[Inbound FAX routing] EM LISt ...ttt e e e e e e s ee e e et e e e e e s eeneeeeeeannns 93

[Registration] How to Set and How to Operate ... 98
Y =T E= ol o IR (=T 4] o] F= L (= SRR 98
Managing addreSs DOOK ........co i ittt en e e nes 106
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[Registration] Tab Page Overview

You can register templates, the address book, and inbound fax routing.

P.54 “[Template] Item list”
P.87 “[Address Book] Item list”
P.93 “[Inbound FAX routing] ltem list”

M [Template] Item list

P.54 “[Template Groups] screen”

P.57 “[Group Properties] screen”

P.58 “[Private Templates] screen”

P.60 “[Change Group Password] screen”
P.60 “[Template Properties] screen”

P.62 “Private template settings”

QO [Template Groups] screen

You can check the template registration status.

You can save agent settings for copy, fax/Internet Fax, and scan operated from the control panel on your
equipment into a template. Users can select the template when they copy, fax/Internet Fax, or scan from the
control panel, for easy operation.

Templates are managed in groups and up to 60 templates can be saved in a group. Or, up to 12 in a group
when the hard disk is not installed.

There can be one public template group, and up to 200 private template groups. Or, up to 4 private template
groups when the hard disk is not installed.

Max. Max.
Group type Description number of templates
groups saved
Public Template The public template group can be created and 1 60 (12 when
Groups maintained only by users who are granted administrator the hard disk
privileges in the access policy mode. is not
Registered templates are available for all users. installed.)
Private Template | Users can create templates in private template groups. | 200 (4 when | 60 (12 when
Groups Users can also set passwords on groups and registered | the hard disk | the hard disk
templates to restrict the use of them. Groups and is not is not
templates without a password are available to all users. | installed.) installed.)
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Public Template Groups

e-Filing
Login

Device Job Status Repgistration Courter

Template esE Ho
Template Groups
Please select a group to edit below
Public Template Groups

11— [ [rare [Dzer iame |
|Puiic: | Jre}ic Template Groups | |

All Groups | Defined Groups

m

Jump ta
001 011 021 031 041 051 061 071 021 081 101 111 121 131 141 151 161 171 181 181

Mo Mame: Lizer Maime:
001 T Lzerhame001
002 Templeteln? Lizerhlzme002
003 T Lizerhlzme003
04 Templeteind

05 T

06 Lnclefired Lnclefired
ooy Undefined Undefined
003 Undefined Undefined
009 Undefined Undefined
o0 Undefined Undefined

Go toton ofthis pace

Mo Mame: Lizer Maime:
011 Lnclefired Lnclefired
12 Lnclefired Lnclefired
013 Lnclefired Lnclefired
14 Lnclefired Lnclefired
015 Lnclefired Lnclefired
016 Lnclefired Lnclefired
o7 Lnclefired Lnclefired
k] Lnclefired Lnclefired
k] Unictefired Undefined -
Item name Description

No. Displays "Public" for the public template group.

2 | Name Displays "Public Template Groups" for the public template group.
You can click to check the registered templates.
P.105 “Displaying public templates”

3 | User Name -

Tip
Templates in the public template group are created and managed by users who are granted administrator

privileges in the access policy mode. See the following description for registering public template groups:
P.373 “Registering public templates”
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Private Template Groups

All Groups | Cefined Groups i+
Jurnp ta E
001 011 021 031 D41 051 D61 071 D81 091 101 111 121 131 141 151 161 171 181 191
1 Marme User Mame
001 T_EIE\EtEUEH Uizer | ame001
2 — m— plEte02 Uzer | ame002
3 003 Templetel03 Uzer | ame003
o BT
008 Undefined Undefined
o007 Undefined Undefined
o008 Undefined Undefined
009 Undefined Undefined
010 Undefined Undefined
Goto tap ofthis page
i Mame: Lizer Maime:
011 Lnclefired Lnclefired
012 Lnclefired Lnclefired
013 Lnclefired Lnclefired
014 Lnclefired Lnclefired
015 Lnclefired Lnclefired
016 Lnclefired Lnclefired
017 Lnclefired Lnclefired
018 Lnclefired Lnclefired
018 Unictefired Unictefired -
Item name Description
No. Displays the group number.
Name Displays the group name.
Click the name of a registered template to check and edit the registered
templates.
P.98 “Registering and editing private template groups”
Click [Undefined] to register templates.
P.57 “[Group Properties] screen”
User Name Displays the group owner name.
Click the name of a registered user name to check and edit the
registered templates.
P.98 “Registering and editing private template groups”
Click [Undefined] to register templates.
P.57 “[Group Properties] screen”
Tips

* Click [All Groups] or [Defined Groups] to change how private template groups are displayed.

» See the following descriptions for how to register private template groups and how to create templates:
P.98 “Registering and editing private template groups”
P.101 “Registering or editing templates”
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Q [Group Properties] screen

You can register a new private template group.

Group Properties
Group Information
[Ma. ] [Hame |User Mame |
s || | |
1 -
2 (Bare] [[Cancel |
3 IIIIIIIII 006
4 |
5 e Lz AT . _
6 Z::“Et:sﬂ address i used as default recipiert each for template.
7 sssword
8 pe Pazsword
Item name Description

1 |[Save] button Creates a private template group with the entered data.

The [Private Templates] screen is displayed and you can edit the
template you are registering.
P.58 “[Private Templates] screen”

2 | [Cancel] button Cancels the settings.

3 | Number Displays the private group number.

4 | Name Enter the name of the private group.

5 | User Name Enter the owner name of the private group.

6 | Notification Enter the E-mail address to be displayed as the default recipient when
notification is enabled in any template. You can select whether
notification will be sent or not for each template.

7 | Password Enter the password if setting a password to the private group. You can
enter up to 20 characters including numbers, sharp marks (#), and
asterisks (*).

8 | Retype Password Enter the same password again for a confirmation.
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U [Private Templates] screen

You can edit the template you are registering.

G

oup Informati In

rivate Templates Tempiate Groups »

1 1
Edit Change Password Reset

i

[Hame:

e |

|po1

| ITwir\p\ateDm
1

lamedn |

o A WN=
|

Jumnp to
1-6 712 1318 18-24 2530 31-36 237-42 43-48 48-54 5560

Templates 16

Pleasze click a template picture to edit.

4 Icard Copy 4 2l 55
‘ :
7 7 acs
F ACS 8PS F Twin Color
s+ | B | EE
7 Wicerd Cr 7 Black & Rerd
2 StoF 5 Test 2 St D Test
2w Flu
= Color sPDF = Color sPDF

Golo top ofthis page

Group Information

Item name

Description

1 | [Edit] button

Allows you to edit the private template group information.
P.57 “[Group Properties] screen”

2 | [Change Password] button

Allows you to change the password for the private template group.
P.60 “[Change Group Password] screen”

3 | [Reset] button Resets registration of the private template group.
4 | No. Displays the number of the private template group.
5 |Name Displays the name of the private group.

6 | User Name Displays the owner of the private template group.

Template list

You can display the template list. You can change the view by clicking [Panel View] or [List View].
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Panel View

Panel View | Listuview
Flease click a template picture to edit.
Jumpto
1 1-6 7-12 13-18 19-24 25-30 31-36 37-42 43-48 49-54 55-60
Templat|s 16 I
& Deard Copy p it 5-5
1 :
v v 403
@ ACS £PS @ Tuwin Calor
: :
v Mized Org v Black & Red
StoF 5 Test & StoF D Test
g ® l-»e
= Color SPDF = Color SPDF
o to top of this page

Item name Description

1 | Image Displays icons of the templates.
Click [Undefined] to register a new template.
P.57 “[Group Properties] screen”

2 | Name 1/Name 2 Displays the names registered on the touch panel.
P.62 “Panel Setting (Private template)”

List View

Panel Yiew | List view

Templates 16

1 User Name Bgent
2 1 IDeard Copy. Cofy

Pl A s AL Cof
3 T e o

5 Stof S Text Color sPDF Save as file

B Stof D Text Color sPDF Save as file

Go to top ofthis page
Item name Description
1 | Name Displays the names registered on the touch panel.

P.62 “Panel Setting (Private template)”
Click [Undefined] to register a new template.
P.57 “[Group Properties] screen”

2 | User Name Displays the user name registered on the panel setting.
Click [Undefined] to register a new template.
P.57 “[Group Properties] screen”

3 | Agent Displays the agent registered to the template.
Click [Undefined] to register a new template.
P.57 “[Group Properties] screen”
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0 [Change Group Password] screen

You can change the password of a private template group.

Change Group Password
Group Information
[Ma [ [rame [User Mame |
1 | | |Tamp\ateﬂﬂ1 ILIserNsmaDm |
2 1
Salve Canlcel
3 Ol Passwvare
4 ew Password
5 —
Item name Description

[Save] button

Saves the new password.

[Cancel] button

Cancels the password change.

Old Password

Enter the current password.

New Password

Enter the new password.

A Hh W N -

Retype Password

Enter the same password again for a confirmation.

U [Template Properties] screen

You can set the template you are registering.

11—
2 _ Save || Cancel

Template Properties Ternplate Graups P Private Terplatesk

3 —  Select Agent
4 — T copy Ernail
5 —— | FaxiInternetFax Save asfile

| Sean " Stare to e-Filing
6 __IJ::IMeta Stan I_ Save ta USE Media
7 —

8 910 1M
Item name Description

[Save] button

Saves the template contents.

[Cancel] button

Cancels the operation.

[Select Agent] button

Allows you to set the selected agent.
You can set the template details when creating a new agent.
P.62 “Private template settings”

Copy

You can create a template which copies the document. Select this agent
if you want to print a copy when you are sending a document to another
destination. You can also specify the [Save as file] agent or [Store to
e-Filing] agent at the same time. You can only select one agent when the
hard disk is not installed.

Fax / InternetFax

You can create a template for fax or Internet Fax transmission. You can
also specify the [Save as file] agent at the same time. You can only select
one agent when the hard disk is not installed.
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Item name

Description

Scan

You can create a template for a scan. You need to select either the
[Email] agent, [Save as file] agent, [Store to e-Filing] agent, or [Save to
USB Media] agent at the same time. You can specify up to two agents for
a scan template. The [Save as file] agent and [Store to e-Filing] agent
cannot be selected when the hard disk is not installed.

Meta Scan

This agent is enabled when the meta scan option is installed.

You can create a template for the meta scan option.

Refer to the document provided by the vendor of the application which
supports meta scan option for details.

Email

You can transmit the document as an E-mail attachment.

Save as file

You can save the document in a shared folder. Available only when the
hard disk is installed.

10

Store to e-Filing

You can store the document in the e-Filing. Available only when the hard
disk is installed.

1

Save to USB Media

You can save the document in USB media.
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U Private template settings

You can set details of a template.

P.62 “Panel Setting (Private template)”

P.63 “Destination Setting (Private template)”

P.69 “InternetFax Setting (Private template)”

P.70 “Fax Setting (Private template)”

P.72 “Email Setting (Private template)”

P.75 “Save as file Setting (Private template)”

P.80 “Box Setting (Private template)”

P.80 “Store to USB Device Setting (Private template)”
P.83 “Scan Setting (Private template)”

P.86 “Extended Field settings”

P.86 “Extended Field Properties”

P.86 “Password Setting”

Panel Setting (Private template)

In the Panel Setting page, specify how the icon for the template is displayed in the touch panel, and the
notification settings for the template.

Panel Setting
Iﬂ/ Cancel
@
1 icture -E-;
2 aptiont SAVING
3 aption2 AS FILE
4 User Name
5 utomatic Start Disable -
6 ] 5end Email when an error occurs
7 7] Send Email when job is completed
8 — Emailto @ Email address for notification is not specified. Email is not sent until Email address is specified.
I
Item name Description
1 | Picture This indicates the icon that will be displayed in the touch panel. The icon
is automatically designated according to the agent that you select.
2 | Caption1 Enter the text that will be displayed next to the icon in the touch panel.
You can enter up to 11 alphanumerical characters.
3 | Caption2 Enter the text that will be displayed next to the icon in the touch panel.

You can enter up to 11 alphanumerical characters.

4 | User Name

Enter the owner name of the template. You can enter up to 30
alphanumerical characters.

5 | Automatic Start

Select whether the automatic start function is enabled or disabled. When
this is enabled, the operation will be automatically started when you
press the template button from the TEMPLATE menu on the touch panel
without pressing the [START] button or [SCAN].

recalling the template with

If the user names or passwords of the User Authentication for Scan to E-mail and the User
Management Setting are different, or only the User Authentication for Scan to E-mail is enabled, you
need to enter the user name and password of the User Authentication for Scan to E-mail also when

the automatic start function enabled.
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Item name Description

6 | Notification — Send Email | Select this to send a notification message to the specified E-mail address

when an error occurs when an error occurs.

7 | Notification — Send Email | Select this to send a notification message to the specified E-mail address
when job is completed when a job is completed.

8 | Notification — Email to Enter a recipient E-mail address for the notification message. You can

either select an option to send it to the E-mail address set in a private
group or specify an E-mail address.

When you enable the Notification setting, make sure to set up the E-mail settings in the [Email]
submenu of the [Setup] menu in the TopAccess access policy mode. For instructions on how to set
up the E-mail settings, see the following section:

P.262 “Setting up E-mail settings”

Destination Setting (Private template)
In the Recipient List page, you can specify the destinations to which the Fax, Internet Fax, or Scan to E-mail
document will be sent.

When you are setting up the destinations for the Scan to Email agent, you can only specify the E-mail
addresses for the destinations.

When you are setting up the destinations for the Fax/InternetFax agent, you can specify both fax numbers
and E-mail addresses for the destinations.
When Creating a Fax/Internet Fax agent:

| Destination |

When Creating an Email agent:

TO: Destination Setting

[T0: Destination | |

[ CC: Destination Setting ]
e Destination |

[ BCGC: Destination Setting ]
[Bee: Destination |

The Fax Unit must be installed in this equipment to specify the fax numbers of the destinations.

You can specify the destinations by entering their E-mail addresses or fax numbers manually, selecting

destinations from the address book, selecting destination groups from the address book, or searching for
destinations in the LDAP server.

P.64 “Entering the destinations manually”

P.65 “Selecting the destinations from the address book”
P.66 “Selecting the groups from the address book”

P.67 “Searching for destinations in the LDAP server”
P.68 “Removing the contacts from the Recipient List”
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Entering the destinations manually

You can add a destination manually to the Recipient List.

You cannot enter destinations if [Restriction Setting for Destination] is enabled.
P.295 “Restriction Setting for Destination”

1 Click [Destination Setting] (when creating a Fax/Internet Fax agent) or [TO: Destination
Setting] / [CC: Destination Setting] / [BCC: Destination Setting] (when creating an Email
agent) to open the Recipient List page.

2 Click [New].

Recipient List

[ Cancel ][ Address Book ][ Address Group ][ Search ] Delete
‘illvm VW |Destmalinn

The Contact Property page is displayed.

3 Enter the E-mail address or fax number of the destination, in the [Destination] box.

Contact Property

*Reguired

|Des1mauun | Use01@example cnm\'\

N
N

|
14

You can specify the fax number for the destination only when the Fax Unit is installed.
4 Click [OK].
The destination is added to the Recipient List page.

Repeat steps 2 to 4 to add all additional destinations that you require.

Tip
You can remove the destinations you added to the Recipient List before saving the destination
settings.
P.68 “Removing the contacts from the Recipient List”
6 Click [Savel].

Recipient List

cel ][ Address Book ][ Address Group ][ Search ][ Delete]
il > ArTe

Destination

‘ B User001 @sxample. com

The contacts are added as destinations.
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Selecting the destinations from the address book

You cannot select destinations from the address book if [Restriction Setting for Destination] is enabled.
P.295 “Restriction Setting for Destination”

You can select destinations from the address book in this equipment.

1 Click [Destination Setting] to open the Recipient List page.
2 Click [Address Book].

Recipient List

[ Cancel I[ Address Book r{ Address Group ” Search I Delste

i

|Destmanum

The Address Book page is displayed.

3 Select the [Email] check boxes of users you want to add as the E-mail recipients or
Internet Fax recipients, and select the [Fax] check boxes of users you want to add as

the Fax recipients.

Address Book

Group Al Groups -

‘Emai | |Fax |vName

Ermail Address

Fax Mumber

“irstiamet 0 Lasthlame10

Userl D@sxampls.com

901-2345-6783

“irstiame0d Lasthiame0d

Userna@example.com

£590-1234-5678

“irstiameli Lasthiame0s

User0@sxampls.com

769-0123-4567

[T | FirstiameD? Lasthame0?

User07@example.com

B75-9012-3458

[ | irsthlame0s Lastiame0s

User06i@example.com

567-8901-2343

[ | Firstiiamens Lasthiams0s

User05@sxampls.com

456-7830-1234

[T | FirstiameDs Lastiame0d

Userna@example.com

345-6789-0123

[ | Firstiiamens Lasthiams3

User3@sxampls.com

234-5678-8012

[T | FirstiameD2 Lastiame02

Usern2@example.com

123-4567-8901

Oo|jo|o|oooeE ==

&=

[T | Firstiamen Lasthiament

Userii @sxampls.com

012-3456-7830

Golo1op nn[l \gage
A
\\]

* When you are creating a Scan to E-mail template, only the [Email] check boxes are displayed in
the Address Book page.
* You can specify the fax number for the destination only when the Fax Unit is installed.

Tip

If you want to sort the Recipient List by a specific group, select the desired group name in the
[Group] box.

4 Click [Add].

The selected destinations are added to the Recipient List page.

Tip

You can remove the destinations you added to the Recipient List before saving the destination
settings.

P.68 “Removing the contacts from the Recipient List”
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5 Click [Save].

Recipient List

[ Cancel l[ Address Book ” Address Group ” Search l Delete
l\ame |Destmat|nn

The contacts are added as destinations.

Selecting the groups from the address book

You can select groups from the address book.

You cannot select destinations from the address group if [Restriction Setting for Destination] is enabled.
P.295 “Restriction Setting for Destination”

1 Click [Destination Setting] to open the Recipient List page.
2 Click [Address Group].

Recipient List

[ Cancel ][ Address Book ][ Address Group [ Search ] Delete
|

‘illvm |Destmalinn 4\

The Address Group page is displayed.

3 Select the [Group] check boxes that contain the desired destinations.
Address Group

‘GrouplvGroup Mame
" Nerouphiamens

’El@:upl‘lamem

Grouphiams03

Grouphlame02

EEE

Grouphame01

10 top of this page

€]

=

Click [Add].
All recipients in the selected groups are added to the Recipient List page.

Tip

You can remove the destinations you added to the Recipient List before saving the destination

settings.
P.68 “Removing the contacts from the Recipient List”

5 Click [Savel.

Recipient List

[ Cancel ][ Address Book ” Address Group ” Search ] Delete
] me |Destmaliun

The contacts are added as destinations.
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Searching for destinations in the LDAP server

You can search for destinations in the registered LDAP server and in the address book.

The LDAP server used for the search must be registered by a user who is granted administrator privileges

in access policy mode.
P.341 “Managing directory service”

1 Click [Destination Setting] to open the Recipient List page.

2 Click [Search].

Recipient List

[ Cancel I[ Address Book ” Address Group ” Search || Delete
[

‘illvm |Destmat|an V\\

The Search Contact page is displayed.

Select the directory service name that you want to search for in the [Directory Service
Name] box, and enter the search terms in the boxes that you want to search.

Search Contact

Enter a partial name or Email address to search for a contact.

Directory Service Mam| LDAR senerd] -

First Name FirstMamel1
Last Name

Email Address

Fax Number

Company

Deparment %

Tips

* If you select the model name of this equipment at the [Directory Service Name] box, you can
search for destinations in the address book of this equipment.

* TopAccess will search for destinations who match the entries.

* Leaving the box blank allows wild-card searching. However, you must specify at least one.

Click [Search].

TopAccess will start searching for destinations in the LDAP server and the Search Address List page

will display the results.
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5 Select the [Email] check boxes of users you want to add as the E-mail recipients or
Internet Fax recipients, and select the [Fax] check boxes of users you want to add as
Fax recipients.

Click [Research] to return to step 3 so that you can change the search criteria and execute the search
again.

Search Address List

Mumber of Search Result1
|Emai | |Fax |vName Ernail Address Fax Murnber
| ‘ “irsthlament Lastiament User @example.com 012-3456-7890

CUTOTORUT u\l ;%age
Notes

* You can specify the fax number for the destination only when the Fax Unit is installed.
¢ The value of [company] and [department] will depend on the settings made by the user who is
granted administrator privileges in the access policy mode.

6 Click [Add].
The selected destinations are added to the Recipient List page.
Tip
You can remove the destinations you added to the Recipient List before saving the destination

settings.
P.68 “Removing the contacts from the Recipient List”

7 Click [Savel.

Recipient List

[ Cancel ][ Address Book ” Address Group ” Search ] Delete
] yme |Destmaliun

The contacts are added as destinations.

Removing the contacts from the Recipient List

1 Click [Destination Setting] to open the Recipient List page.

Select the check boxes of the destinations that you want to remove from the Recipient
List, and click [Delete].

Recipient List

[ Gancel ][ Address Book ” Address Group H Search ] Delete

] |vm Destination 2
‘ i L Liser10) com
‘= L User0 cam
’E L UserD com

A}W

The selected destinations are removed from the Recipient List.
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InternetFax Setting (Private template)

In the InternetFax Setting page, you can specify the content of the Internet Fax to be sent.

InternetFax Setting
*Required
1 - ° Slcsnr\ad from (Device Mame)[(Template Mame)](Date) Time)
2 From Address. Usedd1@exrarmple. com
3 Fiom Maime: HHHENH
4
5 fle Forimat TFF-5 ~
6 Fragmert Page Size Mo Fragmentation -
Item name Description
1 | Subject This sets the subject of the Internet Faxes. Select [Scanned from (Device

Name) [(Template Name)] (Date) (Time)] to automatically apply the
subject, or enter the desired subject in the box. If you enter manually, the
subject will be [(Subject) (Date) (Time)].

2 | From Address Enter the E-mail address of the sender. When the recipient replies to a
received document, the message will be sent to this E-mail address. You
can enter up to 140 alphanumerical characters.

3 | From Name Enter the sender name of the Internet Fax. You can enter up to 64
characters.

4 | Body Enter the body message of the Internet Fax. You can enter up to 1000
characters (including spaces).

5 | File Format Select the file format of the scanned image. Only [TIFF-S] (TIFF-FX

(Profile S)) format can be selected.

6 | Fragment Page Size Select the size of the message fragmentation. [No Fragmentation] is set
as the default.
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Fax Setting (Private template)

In the Fax Setting page, you can specify how the fax will be sent.

Fax Setting
1 =
2 o
3 Criginal Made
4 posure @anlle ©© © oleloo oo ol
5 Transmission Type Mernory Transmit -
6 M ON ~
7 ine Select Auto -
8 Qualty Transmit OFF =
9 1B/SER
10 oo
1 1 olling -
1 2 ord
13 G HUmber(Security)
14 Delayed Transimit 0 ey 0 .0
15 iortty Transmt OFF ~
Item name Description
1 | Preview Select whether or not to preview before sending a fax.

* ON — Select this to preview.
* OFF — Select this not to preview.

2 | Resolution

Select the resolution for sending faxes.

» Standard — Select the Standard mode as the normal resolution. This
mode is suitable when you are frequently transmitting text documents
with normal size characters.

* Fine — Select the Fine mode as the normal resolution. This mode is
suitable when you are transmitting documents with small size
characters or fine drawings.

* Ultra Fine — Select the Ultra Fine mode as the normal resolution.
This mode is suitable when you are transmitting documents with very
small size characters or detailed drawings.

3 | Original Mode

Select the image quality mode for sending faxes.

» Text — Select the Text mode as the normal image quality mode. This
mode is suitable when you are transmitting text documents.

* Text/Photo — Select the Text/Photo mode as the normal image
quality mode. This mode is suitable when you are transmitting
documents which contain both texts and photos.

* Photo — Select the Photo mode as the normal image quality mode.
This mode is suitable when you are transmitting photo documents.

4 | Exposure

Select the exposure for sending faxes.
Select [Auto] to automatically apply the ideal contrast, or adjust the
contrast manually in 11 stages.
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Item name Description

5 | Transmission Type Select the send mode.

* Memory Transmit — Select the Memory TX mode to automatically
send the document after it has been temporarily stored to memory.
This mode is useful if you want to return original files immediately. You
can also send the same originals to two or more remote faxes.

* Direct Transmit — Select the Direct TX mode to send the original as
it is being scanned. This mode is useful if you want confirmation from
the remote party. Originals are not stored to memory, and you can
specify only one remote fax at a time.

Tip
You can select [Direct Transmit] when you have created a template for Fax/InternetFax (not for
Saved as file).
When Fax/InternetFax and [Save as file setting] are combined, this item will be unselectable and will
not be displayed.

6 |ECM Enable or disable the ECM (Error Correction Mode) to automatically
resend any portion of the document affected by phone line noise or
distortion.

7 | Line Select ™ Select whether specifying the line to be used.

* Auto — Select not to specify the line to be used.

* Line1 — Select to use Line 1 for this Fax agent.

* Line2 — Select to use Line 2 for this Fax agent if installed.

8 | Quality Transmit Select this to send a document in the Quality TX mode. This feature
sends a document at a slower speed than normal so the transmission will
be less affected by line conditions.

9 | SUB/SEP Enter the SUB number or SEP number if you want to set the mailbox
transmission.

10 | SID/PWD Enter the password for SUB or SEP if required.

11 | Polling Select this to set Polling communications.

* (Blank) — Select the blank box when you do not want to perform
polling.

* Transmission — Select this to perform Polling Reservation that
allows users to store the document in the memory.

* Received — Select this to perform Turnaround Polling that allows
users to poll another fax after transmitting documents to the remote
fax on the same phone call.

You can select [Transmission] when you have created a template for Fax/InternetFax (not to be
Saved as file).

When Fax/InternetFax and [Save as file setting] are combined, this item will be unselectable and will
not be displayed.

12 | Password Enter the 4-digit security code for the document to be stored or received.

13 | Fax Number(Security) When you select [Transmission] at the [Polling] box, enter the security
fax number that allows polling of stored document.

When you select [Received] at the [Polling] box, enter the security fax
number to poll the documents from remote faxes.

14 | Delayed Transmit If you enable the delayed communications for this agent, enter the day
and time to send a document. Delayed transmission is disabled when the
date is set to "0".

15 | Priority Transmit Select whether the document will be sent prior to other jobs.

*1 This function is not available for some models.
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Email Setting (Private template)

In the Email Setting page, you can specify the content of the Scan to Email document to be sent.

Email Setting
*Required
@ Use Email Setting in Administration Setting
1 © Send data from (Device name) [(Template Mame)]
Add the date and time to the subject
2 o @ Use From Address Setting set by Admiristrator
3 . @ Use From hame Setting set by Administrator
m
5 ile Format PDF(Multi) -
[Z Encryption
UserPasswird |esesssssss Retype Password (essssssses
Master Password |esesessese Retype Password [eessessses
Encryption Level  128-hit AES ~
6 I Autharity
[FI Printing
[T change of Documents
[C] content Copying or Extraction
[] content Extraction for accessibility
@ DocYYMMDDOYYMMDD is a date)
File: hame
[C] Addthe date and time to a file name
Fragment Message Size Mo Fragmentation -
Item name Description
1 | Subject This sets the subject of the E-mail.

Use Email Setting in Administration Setting — Select this to set the
subject specified in [Administration] - [Setup] - [Email] as subject.
Send data from (Device Name)[(Template Name)] — Select this to set
the [(Template Name)] data sent from (Device Name) as subject.
<Entry box> — Enter the text to set as subject.

Add the date and time to the Subject — Select this to append date and
time to the subject selected above.

Tip

When [Meta Scan] is selected, you can use a variable as the subject.
For more information on variables, see the following:
P.398 “Variables of XML format files”

2 | From Address

This sets the E-mail address of the sender. When the recipient replies to
a received document, the message will be sent to this E-mail address.
Use From Address Setting set by Administrator — Select this to use
the E-mail address specified in [Administration] - [Setup] - [Email]. When
User Authentication or Email Authentication is enabled, select this to use
the E-mail address specified in [Administration] - [Security] -
[Authentication] - [Email Address Setting].

<Entry box> — Specify the sender address using up to 140
alphanumeric characters.

3 | From Name

This sets the sender name of the E-mail document.

Use From Name Setting set by Administrator — Select this to use the
sender name specified in [Administration] - [Setup] - [Email]. When User
Authentication or Email Authentication is enabled, select this to use the
sender name specified in [Administration] - [Security] - [Authentication] -
[Email Address Setting].

<Entry box> — Specify the sender name using up to 64 characters.
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Item name Description

Body Enter the body message of the Scan to Email documents. You can enter
up to 1000 characters (including spaces).

File Format Select the file format of the scanned image.

* TIFF(Multi) — Select this to save scanned images as a Multi-page
TIFF file.

* TIFF(Single) — Select this to save scanned images separately as
Single-page TIFF files.

* PDF(Multi) — Select this to save scanned images as a Multi-page
PDF file.

* PDF(Single) — Select this to save scanned images separately as
Single-page PDF files.

* Slim PDF(Multi) — Select this to save scanned images as Multi-page
slim PDF files. Select this when you give priority to minimizing the file
size over the quality of the image.

* Slim PDF(Single) — Select this to save scanned images separately
as Single-page slim PDF files. Select this when you give priority to
minimizing the file size over the quality of the image.

* XPS(Multi)— Select this to save scanned images as a Multi-page
XPS file. Available only when the hard disk is installed.

* XPS(Single) — Select this to save scanned images separately as
Single-page XPS files. Available only when the hard disk is installed.

* JPEG — Select this to save scanned images as JPEG files.

* PDF/A(Multi) — Select this to save scanned images as a Multi-page
PDF/A file.

* PDF/A(Single) — Select this to save scanned images separately as
Single-page PDF/A files.

Tips

* If the Forced Encryption setting is enabled, only the PDF (Multi) and the PDF (Single) are
selectable for a file format. For the Forced Encryption function, refer to the MFP Management
Guide / User’s Manual Advanced Guide.

* Files saved in an XPS format can be used in Windows Vista/Windows Server 2003 SP2 or later
versions with Net Framework 3.0 installed.
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Item name

Description

6 | Encryption

Set this for encrypting PDF files if you have selected [PDF (Multi)] or

[PDF (Single)] in the File Format setting.

Encryption — Select this if you want to encrypt PDF files.

User Password — Enter a password for opening encrypted PDF files.

Master Password — Enter a password for changing PDF encryption

settings.

Encryption Level — Select an encryption level.

* 40-bit RC4 — Select this to set an encryption level to the one
compatible with Acrobat 3.0, PDF V1.1.

* 128-bit RC4 — Select this to set an encryption level to the one
compatible with Acrobat 5.0, PDF V1.4.

* 128-bit AES — Select this to set an encryption level to the one
compatible with Acrobat 7.0, PDF V1.6.

Authority — Select the desired authority items on encrypted PDF files.

* Printing — Select this to authorize users to print documents.

* Change of Documents — Select this to authorize users to change
documents.

* Content Copying or Extraction — Select this to authorize users to
copy and extract the contents of documents.

* Content Extraction for accessibility — Select this to enable the
accessibility feature.

Tips

Guide.

passwords.

* If the Forced Encryption setting is enabled, you cannot clear the [Encryption] check box. For the
Forced Encryption function, refer to the MFP Management Guide / User’s Manual Advanced

* The user password and the master password are not set at the factory shipment.
* Passwords must be from 1 to 32 one-byte alphanumerical characters.
* The user password must differ from the master password.

These passwords can be re-entered only by an authorized user. Users cannot change the settings
of the [Encryption Level] box and the [Authority] box noted below if they are not authorized to
change the master password. For the details of the encryption setting, refer to the MFP
Management Guide / User’s Manual Advanced Guide. Ask the administrator for resetting these

7 | File Name

Select how the scanned file will be named. Select [DocYYMMDD] to
name it as described, or enter the desired file name in the box.

When you want to add the date and time in the file name, select the [Add
the date and time to a file name] check box.

Tip

When [Meta Scan] is selected, if you select [Add the date and time to a file name] in [File Name], it is
also applied to the meta data file name.

8 | Fragment Message Size

Select the size of the message fragmentation. [No Fragmentation] is set
as the default.
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5 [Registration] Tab Page

Save as file Setting (Private template)

In the Save as file Setting page, you can specify how and where a scanned file will be stored.

Save as file Setting

1 File: Farmat TIFF(Mult) =
"I Encryption
User Password Retype Password
Master Password Retype Password
Encryption Level

2 STERID Autharity

[ Printing

["IChange of Dacuments

["] Content Copying or Extraction

[ Cantent Exraction for accessihility

Select following 2 items

Use local folder
Storage Path WMFPO7317401FILE_SHARE

Destination

[ Rermote 1
@ Use Administrator Setting
Protocol : SMB
Metwork Path
. Use User Setting
Protocol 0 SMB (0 FTP ©0 FTPS (0 MNetare IPX/SPX (0 MNetare TCPIP

SewerName_

Pont Number(cummand)-

Metwork Path _

Login User Name _

Passward _ Retype Password _

[] Remate 2

@ Use Administrator Setting
Protocal | SMB
MNetwork Path

) Use User Setting
Protocol 0 SMB (0 FTP ©0 FTPS (0 MNetare IPX/SPX (0 MNetare TCPIP

SewerName_

Pont Number(cummand)-

Metwork Path _

Lagin UserName_

Password _ Retype Passward _

6 File Name

@ DocYYMMDDOYMMOD is a date)

o I

Add the date and time to a file name.
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Item name

Description

1 | File Format

Select the file format for the scanned file to be stored.

TIFF(Multi) — Select this to save scanned images as a Multi-page
TIFF file.

TIFF(Single) — Select this to save scanned images separately as
Single-page TIFF files.

PDF(Multi) — Select this to save scanned images as a Multi-page
PDF file.

PDF(Single) — Select this to save scanned images separately as
Single-page PDF files.

Slim PDF(Multi) — Select this to save scanned images as Multi-page
slim PDF files. Select this when you give priority to minimizing the file
size over the quality of the image.

Slim PDF(Single) — Select this to save scanned images separately
as Single-page slim PDF files. Select this when you give priority to
minimizing the file size over the quality of the image.

XPS(Multi)— Select this to save scanned images as a Multi-page
XPS file. Available only when the hard disk is installed.

XPS(Single) — Select this to save scanned images separately as
Single-page XPS files. Available only when the hard disk is installed.
JPEG — Select this to save scanned images as JPEG files.
PDF/A(Multi) — Select this to save scanned images as a Multi-page
PDF/A file.

PDF/A(Single) — Select this to save scanned images separately as
Single-page PDF/A files.

Tips

* If the Forced Encryption setting is enabled, only the PDF (Multi) and the PDF (Single) are
selectable for a file format. For the Forced Encryption function, refer to the MFP Management
Guide / User’s Manual Advanced Guide.

* Files saved in an XPS format can be used in Windows Vista/Windows Server 2003 SP2 or later
versions with Net Framework 3.0 installed.
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Item name Description

Encryption Set this for encrypting PDF files if you have selected [PDF (Multi)] or

[PDF (Single)] in the File Format setting.

Encryption — Select this if you want to encrypt PDF files.

User Password — Enter a password for opening encrypted PDF files.

Master Password — Enter a password for changing PDF encryption

settings.

Encryption Level — Select an encryption level.

* 40-bit RC4 — Select this to set an encryption level to the one
compatible with Acrobat 3.0, PDF V1.1.

* 128-bit RC4 — Select this to set an encryption level to the one
compatible with Acrobat 5.0, PDF V1.4.

* 128-bit AES — Select this to set an encryption level to the one
compatible with Acrobat 7.0, PDF V1.6.

Authority — Select the desired authority items on encrypted PDF files.

* Printing — Select this to authorize users to print documents.

* Change of Documents — Select this to authorize users to change
documents.

* Content Copying or Extraction — Select this to authorize users to
copy and extract the contents of documents.

* Content Extraction for accessibility — Select this to enable the
accessibility feature.

Tips

* If the Forced Encryption setting is enabled, you cannot clear the [Encryption] check box. For the
Forced Encryption function, refer to the MFP Management Guide / User’s Manual Advanced
Guide.

* The user password and the master password are not set at the factory shipment.

* Passwords must be from 1 to 32 one-byte alphanumerical characters.

* The user password must differ from the master password.

These passwords can be re-entered only by an authorized user. Users cannot change the settings
of the [Encryption Level] box and the [Authority] box noted below if they are not authorized to
change the master password. For the details of the encryption setting, refer to the MFP
Management Guide / User’s Manual Advanced Guide. Ask the administrator for resetting these
passwords.

Destination — Use local Select this to save a scanned file to the “FILE_SHARE” folder. Available
folder only when the hard disk is installed.

Tip

When [Meta Scan] is selected, you can only specify one destination.
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Item name

Description

4 | Destination — Remote 1

Select this check box to save the scanned file to a network folder. How

you can set this item depends on how the user with administrator

privileges configured Remote 1 in the [Save as file] submenu under the

[Setup] menu.

When you select [Allow the following network folder to be used as a

destination], you can only select [Use Administrator Setting]. The

protocol and the network path are displayed below this item.

When you select [Allow user to select network folder to be used as a

destination], you can select [Use User Setting] and enter the following

items to specify where to save the file.

If you are allowed to specify a network folder, select [Use User Setting]

and enter the following items to specify where to save the file.

Protocol

Select the protocol to be used for uploading a scanned file to the network

folder.

* SMB — Select this to send a scanned file to the network folder using
the SMB protocol.

* FTP — Select this to send a scanned file to the FTP server.

* FTPS — Select this to send a scanned file to the FTP server using
FTP over SSL.

* NetWare IPX/SPX — Select this to send a scanned file to the
NetWare file server using the IPX/SPX protocol.

* NetWare TCP/IP — Select this to send a scanned file to the NetWare
file server using the TCP/IP protocol.

Server Name

When you select [FTP] as the protocol, enter the FTP server name or IP

address where a scanned file will be sent. For example, to send a

scanned file to the “ftp://192.168.1.1/user/scanned” FTP folder in the

FTP server, enter “192.168.1.1” in this box.

When you select [NetWare IPX/SPX] as the protocol, enter the NetWare

file server name or Tree/Context name (when NDS is available).

When you select [NetWare TCP/IP] as the protocol, enter the IP address

of the NetWare file server. You can enter up to 64 alphanumerical

characters and symbols.

Port Number(Command)

Enter the port number to be used for controls if you select [FTP] as the

protocol. Generally “-” is entered for the control port. When “-” is entered,

the default port number, that is set for FTP Client by an administrator, will

be used. If you do not know the default port number for FTP Client, ask

your administrator and change this option if you want to use another port

number. You can enter a value in the range from 0 to 65535 using

numbers and hyphens (-). Hyphen (-) is set as the default.

Network Path

When you select [SMB] as the protocol, enter the network path to the

network folder. For example, to specify the “users\scanned” folder in the

computer named “Client01”, enter “\\ClientO1\users\scanned\”.

When you select [FTP] as the protocol, enter the directory in the

specified FTP server. For example, to specify the “ftp://192.168.1.1/user/

scanned” FTP folder in the FTP server, enter “user/scanned”.

When you select “NetWare IPX/SPX” or “NetWare TCP/IP” as the

protocol, enter the folder path in the NetWare file server. For example, to

specify the “sys\scan” folder in the NetWare file server, enter “\sys\scan”.

You can enter up to 128 alphanumerical characters and symbols.
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Item name Description

Destination — Remote 1 Login User Name

Enter the login user name to access an SMB server, FTP server, or
NetWare file server, if required. When you select [FTP] as the protocol,
an anonymous log in is assumed if you leave this box blank. You can
enter up to 32 alphanumerical characters and symbols other than <, >, "
(double quotation), : (colon) and ; (semicolon). A user name with only a
single space is not possible.

Password

Enter the password to access an SMB server, FTP server, or NetWare
file server, if required. You can enter up to 32 alphanumerical characters,
symbols, and spaces. A single space only can also be entered.

Retype Password

Enter the same password again for a confirmation.

Tip
When the hard disk is not installed or when [Meta Scan] is selected, you can only specify one
destination.

Destination — Remote 2 Select this check box to save the scanned file to a network folder. How
you can set this item depends on how the user with administrator
privileges configured Remote 2 in the [Save as file] submenu under the
[Setup] menu.

If the user with administrator privileges specified Remote 2 to use only
the specified network folder, you can only select [Use Administrator
Setting]. The protocol and the network path are displayed below this
item.

If the Remote 2 allows you to specify a network folder, you can specify
the network folder settings. See the description of the Remote 1 option
for each item.

Tip
When the hard disk is not installed or when [Meta Scan] is selected, you can only specify one
destination.

File Name Select how the scanned file will be named. Select [DocYYMMDD] to
name it as described, or enter the desired file name in the box.

When you want to add the date and time in the file name, select the [Add
the date and time to a file name] check box.

Tip
When [Meta Scan] is selected, if you select [Add the date and time to a file name] in [File Name], it is
also applied to the meta data file name.
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Box Setting (Private template)

In the Box Setting page, you can specify how scanned images will be stored in the Box.

Box Setting 0
1 N Box Mumber 00000 : Public Box ~
esinten Passward l— Retype Password l—
D:::nemwsme (?) DocyYMMDDYYMMDD is a date)
Item name Description
1 | Destination Specify the destination box number for e-Filing.
Box Number — Select the box number to store the scanned image.
Password — Enter the password if the specified box is set with a
password.
Retype Password — Enter the same password again for a confirmation.
2 | Folder Name Enter the name of the folder where scanned images will be stored. If the
specified named folder does not exit, the folder will be created
automatically. You can enter up to 64 characters.
3 | Document Name Select how the scanned file will be named. Select [DocYYMMDD] to
name it as described, or enter the desired file name in the box.

Store to USB Device Setting (Private template)

On the Store to USB Setting page, you can set the method for saving templates in USB media.

Store to USB Setting M
1 File Format TIFF (Multiy -
["JEncryption
User Passiiorg Retwe Pacevor: [EEEERRRRPR
Waster Passuord Retye Passiiorg -
Encryption Level | 128-bit AES
2 A Autharity
[ Printing
[IChange of Documents
["] content Copying or Extraction
[ Content Extraction for accessibility
@ DocyyMMDD{YMMDD is a date)
3 ile Mame ®
[F]  Add the date and tirme to a file name. IR
<] i v
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Item name Description

File Format Select the file format of the scanned image.
* TIFF(Multi) — Select this to save scanned images as a Multi-page
TIFF file.

* TIFF(Single) — Select this to save scanned images separately as
Single-page TIFF files.

* PDF(Multi) — Select this to save scanned images as a Multi-page
PDF file.

* PDF(Single) — Select this to save scanned images separately as
Single-page PDF files.

* Slim PDF(Multi) — Select this to save scanned images as Multi-page
slim PDF files. Select this when you give priority to minimizing the file
size over the quality of the image.

» Slim PDF(Single) — Select this to save scanned images separately
as Single-page slim PDF files. Select this when you give priority to
minimizing the file size over the quality of the image.

* XPS(Multi)— Select this to save scanned images as a Multi-page
XPS file. Available only when the hard disk is installed.

* XPS(Single) — Select this to save scanned images separately as
Single-page XPS files. Available only when the hard disk is installed.

* JPEG — Select this to save scanned images as JPEG files.

* PDF/A(Multi) — Select this to save scanned images as a Multi-page
PDF/A file.

* PDF/A(Single) — Select this to save scanned images separately as
Single-page PDF/A files.

Tips

* If the Forced Encryption setting is enabled, only the PDF (Multi) and the PDF (Single) are
selectable for a file format. For the Forced Encryption function, refer to the MFP Management
Guide / User’s Manual Advanced Guide.

* Files saved in an XPS format can be used in Windows Vista/Windows 7/Windows Server 2008
SP1, or Windows Server 2003 SP1 or later versions with Net Framework 3.0 installed.
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Item name

Description

2 | Encryption

Set this for encrypting PDF files if you have selected [PDF (Multi)] or [PDF

(Single)] in the File Format setting.

Encryption — Select this if you want to encrypt PDF files.

User Password — Enter a password for opening encrypted PDF files.

Master Password — Enter a password for changing PDF encryption

settings.

Encryption Level — Select an encryption level.

* 40-bit RC4 — Select this to set an encryption level to the one
compatible with Acrobat 3.0, PDF V1.1.

* 128-bit RC4 — Select this to set an encryption level to the one
compatible with Acrobat 5.0, PDF V1.4.

* 128-bit AES — Select this to set an encryption level to the one
compatible with Acrobat 7.0, PDF V1.6.

Authority — Select the desired authority items on encrypted PDF files.

* Printing — Select this to authorize users to print documents.

* Change of Documents — Select this to authorize users to change
documents.

* Content Copying or Extraction — Select this to authorize users to
copy and extract the contents of documents.

* Content Extraction for accessibility — Select this to enable the
accessibility feature.

Tips

Guide.

* If the Forced Encryption setting is enabled, you cannot clear the [Encryption] check box. For the
Forced Encryption function, refer to the MFP Management Guide / User’s Manual Advanced

* The user password and the master password are not set at the factory shipment.
* Passwords must be from 1 to 32 one-byte alphanumerical characters.
* The user password must differ from the master password.

These passwords can be re-entered only by an authorized user. Users cannot change the settings of
the [Encryption Level] box and the [Authority] box noted below if they are not authorized to change
the master password. For the details of the encryption setting, refer to the MFP Management Guide
/ User’s Manual Advanced Guide. Ask the administrator for resetting these passwords.

3 | File Name

Select how the scanned file will be named. Select [DocYYMMDD] to
name it as described, or enter the desired file name in the box.

When you want to add the date and time in the file name, select the [Add
the date and time to a file name] check box.

Tip

When [Meta Scan] is selected, if you select [Add the date and time to a file name] in [File Name], it is
also applied to the meta data file name.

82

[Registration] Tab Page Overview




Scan Setting (Private template)

In the Scan Setting page, you can specify how originals are scanned for the Scan to File, Scan to Email, and
Scan to e-Filing agent.

Scan Setting
1 OFF -
2 -Sicled Scan Single -
3 o= [ ol = [ =]
4 olor Mode Black -
5 200dpi
6 ompression Iiddle
7 Original Made Text -
8 posure N I EEEEEEE
9 Original Size Auto
10
11 ontrast
12
13 Jration
Red (@] ]
14 RGE Adustment Green (@]
Blue: (@l |
15 it B Page OFF »
16 Outsicle Erase @ oFF [
17 DF Scan hoise Reduction None =
Item name Description
1 | Preview Select whether to display the scanned image on the control panel after

the scanning an original.
* OFF — Select this not to display the scanned image.
* ON — Select this to display the scanned image.

2 | Single/2-Sided Scan Select whether to scan one side or both sides of an original. Available
only when the Reversing Automatic Document Feeder is installed.

» Single — Select this to scan one side of an original.

* Duplex Book — Select this to scan both sides of originals when the
pages are printed vertically in the same direction and bound along the
vertical side of the paper.

* Duplex Tablet — Select this to scan both sides of originals with a
vertical reversal to be bound along the horizontal side of the paper.

3 | Rotation Select how the scanned images will be rotated.

4 | Color Mode Select the color mode for scanning.

* Black — Select this to scan in the black mode.

* Gray — Select this to scan in the gray scale mode.

¢ Full Color — Select this to scan in the full color mode.

¢ Auto Color — Select this to scan in the auto color mode.

* The [Color Mode] option cannot be set when [Slim PDF (Multi)] or [Slim PDF (Single)] is selected
in the [File Format] option in the Save as File Settings and that in the Email Setting.

* When [Auto Color] is selected, you cannot select JPEG or TIFF (Multi) for the file format. Also
when [Black] is selected, JPEG is not allowed.

5 | Resolution ‘ Select the resolution for scanning.

The [Resolution] option cannot be set when [Slim PDF (Multi)] or [Slim PDF (Single)] is selected in
the [File Format] option in the Save as File Settings and that in the Email Setting.
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Item name Description
6 | Compression Select the compression for scanning.
* This cannot be set when [Black] is selected at the [Color Mode] box.
* The [Compression] option cannot be set when [Slim PDF (Multi)] or [Slim PDF (Single)] is
selected in the [File Format] option in the Save as File Settings and that in the Email Setting.

7 | Original Mode Select the document type of the originals.

» Text — Select this to set the Text mode as the default original mode.

* Text/Photo — Select this to set the Text/Photo mode as the default
original mode. Depending on the model, this can be selected only
when [Black] is selected in the [Color Mode] box."

* Photo — Select this to set the Photo mode as the default original
mode.

* Printed Image "1 — Select this to set the Printed Image mode as the
default original mode. Depending on the model, this can be selected
only when [Full Color] or [Auto Color] is selected in the [Color Mode]
box.

* Blue Original 2 — Select this to set the blue original mode as the
default original mode. This can be selected only when [Black] is
selected in the [Color Mode] box.

This cannot be set when [Gray] is selected in the [Color Mode] box.
8 | Exposure Select the exposure for scanning.
Select [Auto] to automatically apply the best contrast for the document.
You can also manually adjust the exposure in 11 stages. The farther to
the right that you set the value, the darker the density of the scanned
image will become.
[Auto] is not available when [Gray], [Full Color], or [Auto Color] is selected at the [Color Mode] box.
In that case, set the exposure manually.

9 | Original Size Select the original size.

If this is set to [Auto], the size is automatically detected. Select [Mixed
Original Sizes] to scan a document with mixed sizes. You can also
specify the original size.

10 | Background Select the density level of the background of the scanned image. Density
can be adjusted in 9 levels. The farther to the right that you set the value,
the darker the density of the background will become.

11 | Contrast Select the contrast level of the scanned image. Contrast can be adjusted
in 9 levels. The farther to the right that you set the value, the higher the
contrast level will become.

This is not available when [Black] or [Gray] is selected at the [Color Mode] box.

12 | Sharpness Select the sharpness level of the scanned image. Sharpness can be
adjusted in 9 levels. The farther to the right that you set the value, the
sharper the scanned image will become.

13 | Saturation Select the saturation level of the scanned image. Saturation can be
adjusted in 7 levels. The farther to the right you set the value, the more
vivid the scanned image will become.

This is not available when [Black] or [Gray] is selected at the [Color Mode] box.
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Item name Description

14 | RGB Adjustment Select the RGB density level of the scanned image. RGB density can be
adjusted in 9 levels for each color. The farther to the right you set the
value, the darker the density of the selected color will become.

This is not available when [Black] or [Gray] is selected at the [Color Mode] box.

15 | Omit Blank Page Select whether to automatically omit a blank page in the scanned image
if it is included in originals.

e OFF — The blank page is not omitted.

* ON — The blank page is omitted.

16 | Outside Erase Select whether to erase a shade that appears outside of the scanned
image when an original is placed on the original glass while the Original
Cover is left open. The erased shade will be whitened.

If you want to erase it, you can select the criteria in 7 levels for judging if
it is an area to be erased. The farther to the right you select, the larger
the area that will be erased. [OFF] is selected by default.

17 | ADF Scan Noise Reduction | Use this setting if streaks are conspicuous on images when originals are

scanned with the Reversing Automatic Document Feeder.

* None — Select this not to perform noise reduction.

* Low/Middle/High — Select this to specify the noise reduction level.
[High] is the most effective.

Colored characters become faint if the noise reduction level is set to [High].

*1 Available only for models that support color printing.
*2 Default for e-STUDIO307LP.
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Extended Field settings

You can set extended fields for meta data.
Set the field you have registered in [Administration] - [Registration] - [Extended Field Definition].

Save | | Cancel

Extended Field settings

i
1 —————{Extended Field Definton o

[ 001 testont ~ |

*DisplayName2

*DisplayName2

DisplayName3

*DisplayMamed

*DisplayNames

Item name

Description

No.

1 | Extended Field Definition

Allows you to select a registered extended field definition.

Extended Field Properties

[Extended Field Properties] set under the selected extended field definition are displayed.

Values set in this screen are used as the default values for [Extended Field Properties] displayed on the
control panel when using Meta Scan.

Items with an asterisk (*) attached at the beginning of the [Extended Field Properties] name are mandatory

entry fields.

Password Setting

In the Password Setting page, you can set a password for the private template.

Password Setting
1 Password
2 Retyes
Item name Description
Password Enter a password.

2 | Retype Password

Enter the same password again for a confirmation.
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H [Address Book] Item list
P.87 “[Address Book] screen”

P.88 “[Contact Property] screen”

P.89 “[Fax Setting] screen”
P.90 “[Search Contact] screen”

P.91 “[Search Address List] screen”
P.91 “[Group Properties] screen”

U [Address Book] screen

You can manage a contact list to be used in E-mail, Internet Fax, and fax transmissions.

Tips

* Click [Contacts] or [Groups] to switch the display between the list of addresses and the list of groups
where contacts are assigned.

* Address Book can be also managed using the control panel. Refer to the MFP Management Guide /
User’s Manual Advanced Guide.

Contacts

Address Book

FUrSiNameUn Lastnamels

[

Firstiame0S Lasthame0s

1 Comtacts | Grouns
2 1 |
Add Address Search
3 e Group Al Groups -
4 10 |Mame Email Address |Fax Iumber
=5 =
5 10 Fir: IName1U Lasthame10 Lser10 |example com a01-2 | 56759
El FirstName0d Lasthame0d Lser09 |example com 5901 | 14-S675
6 - —— - — - — \23ample.com 78900 | 13-4567
I Ei Lasthlame07 Lser(; LOMm IS?S-QI 23456
7 = LS er U o apie. com TEromul 2345
456-7890-1234

Lser0SEmexample.com

Firstiame04 Lasthame0d

LserO4imexample.com

FirstMame0s Lasthame03

Lser03fmexample.com

IM||L-J||A

FirstMame02 Lasthamed2

Lser02fmexample.com

Firsthamel1 Lasthamel!

Lser(1 fexample . com

Go to top of this pane

Item name

Description

1 | [Add Address] button

Allows you to add a new contact in the address book.
P.88 “[Contact Property] screen”

2 | [Search] button

Allows you to search a contact from the address book.
P.90 “[Search Contact] screen”

3 | Group

Select a group to display in the address list.
* All Groups — Displays all the groups.
* Registered Groups — Displays the registered groups only.

4 |ID

Displays the registered ID of the contact.
P.88 “[Contact Property] screen”

5 | Name

Displays the name registered to the contact.
P.88 “[Contact Property] screen”

6 | Email Address

Displays the E-mail address registered to the contact.
P.88 “[Contact Property] screen”

7 | Fax Number

Displays the fax number registered to the contact.

P.88 “[Contact Property] screen”
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Group

Address Book

Contacts | Groups

1 — i)

w|D GmuE lame

Cuﬂt.acl s

o] lamens

20 |

Grouphlamed

16 |

AWN

EE DI

Groupiametis

Grouphlamed2

T Grouphlameii

Go to top of this pane

Item name

Description

1 | [New] button

Allows you to add a new group.
P.91 “[Group Properties] screen”

2 |ID

Displays the registered ID of the group.
P.91 “[Group Properties] screen”

3 | Group Name

Displays the registered name of the group.
P.91 “[Group Properties] screen”

4 | Contacts

Displays how many address books are registered in the group.

O [Contact Property] screen

1
2
3 Cdntac] Bronarty Address Bookp
4 I —

Save] [ Catioe [IResl | Detete |
5 —— Fmsang |

*Either

Either
6 First Mame
7 Last ame
8 Emmail Address
9 Fax Humber
10 Faix Humber
11
12 Department
13— e

Item name Description

[Save] button

Saves the entered information.

[Cancel] button

Cancels adding or editing a contract.

[Reset] button

Erases information entered in the given box.

[Delete] button

Deletes the displayed contact.

A B WN =

[Fax Setting] button

Registers the contact for fax transmission.
P.89 “[Fax Setting] screen”

6 | First Name

Enter the first name of the contact. You can enter up to 32 characters.
Invalid characters are replaced with "!".

7 | Last Name

Enter the last name of the contact. You can enter up to 32 characters.
Invalid characters are replaced with "!".

8 | Email Address

Enter the E-mail address of the contact. You can enter up to 192
characters.
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Item name Description

9 | Fax Number Enter the fax number of the contact. You can enter up to 128 characters.

10 | 2nd Fax Number Enter the second fax number of the contact. You can enter up to 128
characters.

11 | Company Enter the company name of the contact. You can enter up to 64
characters. Invalid characters are replaced with "!".

12 | Department Enter the department name of the contact. You can enter up to 64
characters. Invalid characters are replaced with "!".

13 | Keyword Enter the comments on the contact. You can enter up to 256 characters.

Invalid characters are replaced with "!".

* You must specify either the [First Name] or [Last Name] box and either the [Email Address] or [Fax
Number] box to register the contact.
¢ If you enter “-” in the [Fax Number] and [2nd Fax Number], a three-second pause is added for dialing

O [Fax Setting] screen

the fax number.

* To perform fax transmission, the Fax Unit is required. If the Fax Unit is not installed, you cannot perform
the fax transmission even if you specify the fax number.

Fax Setting Address Book » Contact Property »

1 ——— Save | Reset

P |

3 UB

4 o

5

6 FAAD

7 M

8 ine Select

9 Quality Transmit
1 o ion Type -

Item name Description

1 | [Save] button Saves the entered information.

2 | [Reset] button Restores fax settings set for the contact to the default status.

3 |SUB Enter the mailbox number if you want to send a fax to the contact's fax
mailbox. You can enter up to 20 characters using numbers, #, and *.

4 | SID Enter the password to send a fax to the contact's fax mailbox. You can
enter up to 20 characters using numbers, #, and *.

5 |SEP Enter the mailbox number if you want to retrieve a document from the
contact's fax mailbox. You can enter up to 20 characters using numbers,
#, and *.

6 | PWD Enter the password to retrieve a document from the contact's fax
mailbox. You can enter up to 20 characters using numbers, #, and *.

7 |ECM Select whether to enable or disable ECM (Error Correction Mode). If [ON]

is selected, it facilitates error free communications by automatically
resending any portion of the document affected by phone line noise or
distortion.
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Item name Description

8 | Line Select Select whether specifying the line to be used. If this is set to [Auto], this
equipment automatically selects the line to be used. However, [Line 2]
can be applicable only when the 2nd Line for Fax Unit is installed.

9 | Quality Transmit Select whether to send a document in the Quality TX mode. If [ON] is
selected, this equipment sends documents at a slower speed than
normal so that the transmission will be less affected by line condition.

10 | Transmission Type Select whether the document will be sent in [Memory Transmit] mode or
[Direct Transmit] mode.

U [Search Contact] screen
You can search for contacts in the LDAP server and add them to the address book.
Tip
In order to use the LDAP search, the directory service must be set up by a user who has been granted

administrator privileges in the access policy mode. Before operating the LDAP search, ask your
administrator if the Directory Service has been configured.

Search Contact

1 — (Cancel|

2 mlme or Email address to search for a contact.

3 e Diitectory Service Mame  [DAP server01

4 s 15T N ATIE

5 e |3 5T AR

6 e E 111311 A RS S

7 e F 33 MUMB BT

8 e COFIR AN

9 e D praRMENE

Item name Description
1 | [Search] button Searches contacts with the entered conditions.
P.91 “[Search Address List] screen”
2 | [Cancel] button Cancels the contact search.
3 | Directory Service Name Select the LDAP server for the search.
4 | First Name Enter the search condition.
5 | Last Name
6 | Email Address
7 | Fax Number
8 | Company
9 | Department
Tips

* If you select [MFP LOCAL] at the [Directory Service Name] box, you can search for destinations in the
address book of this equipment.

* TopAccess will search for destinations that contain the text entered in each item.

* Leaving the box blank allows wild-card searching. However, you must specify at least one.
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O [Search Address List] screen

Select from the search address list and add to the address book.

1 _—@ Cancel || Research
—— |

Search Address List

4 —— Nurmber of Search Result1
[ [wiams Email Address Fax Mumber
Namne Ermnail Address Fa Numher
5 D F|r51!‘\|metl1 Lasthame01 User(1 ¢ | =xample.com 012-34 | 6-7890
6 o tn ton | this page

Item name Description

1 | [Add] button Adds the contact selected in the search address list into the address
book.

2 | [Cancel] button Cancels the search address list display.

3 | [Research] button Returns to the [Search Contact] screen to change the search criteria and
execute the search again.

4 | Number of Search Result Displays the number of found contacts.

5 | Check box Select contacts to be registered to the address book.

6 | Name Displays the search result.

7 | Email Address

8 | Fax Number

QO [Group Properties] screen

You can create groups that contain multiple recipients.
This enables you to specify a group as the destination when sending an E-mail, Internet Fax, or fax to multiple
recipients.

Group Properties

mequiey

Address Baok »

@ Cancel || Reset | Delete
— |

*Group MNarme

|GroupMame0s

=
=

[=]
o
c

whlame

Ermail Address

Fax Mumber

3
=

Firsth | me10

Lasthlame10

Lzer1ly

lexample.com 901-2:)5-6789

g

Firsth | me09

Lasthame03

LizerD9

lexample.com 590-12|4-5678

COoONO GhWN =

Firsth | me0&

Lasthame038

789-01)3-4567

Lasthame07

B78-90| 2-3456

—
-0

Lasthame0g

S67-85)1-2345

Lasthame05

456-7890-1234

Lasthame04

345-6789-0123

Lasthame03

234-5678-9012

Lasthame02

123-4567-8901

O@|oE|E|=E|E|@
o|o|o|z|o|@|=|E

Lasthame01

u
L:
u
u
L:
u
u
u

012-3456-7890

o3

0 to top ofthis page

Item name

Description

[OK] button

Registers the selected contacts as a group.

[Cancel] button

Cancels the group registration.

[Reset] button

Resets the contents.

[Delete] button

Deletes the displayed group.

A HhWN -

Group Name

Enter the group name. You can enter up to 20 characters.
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Item name Description

6 |ID Displays the registered ID of the contact.

7 | Email Select the check box to register E-mail address into the group when the
contact has E-mail information.

8 |Fax Select the check box to register fax number into the group when the
contact has fax number information.

9 | Name Displays the last name and first name registered to the contact.

10 | Email Address Displays the E-mail address registered to the contact.

11 | Fax Number Displays the fax number registered to the contact.
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H [Inbound FAX routing] Item list

ITU-T communications function between fax devices with ITU-T support and enable fax transmission to and
retrieval from mailboxes.

The type of mailboxes for ITU-T communications must be set in advance to either confidential, bulletin board,
or forward. You can specify a password on any mailbox to secure confidentiality.

* Mailboxes can be managed only when the Fax Unit is installed.
* The Internet/Fax (Relay) agent cannot be used to forward an inbound fax routed via Inbound FAX
Routing.

Tip

Mailboxes can be managed using the control panel.

P.93 “[Inbound FAX routing] screen”

P.94 “[MailBox Properties] screen”

P.95 “MailBox Setting (Mailbox)”

P.96 “Destination Setting (Mailbox)”

P.96 “InternetFax Setting (Mailbox)”

P.97 “Relay End Terminal Report (Mailbox)”
P.97 “Save as file Setting (Mailbox)”

P.97 “Email Setting (Mailbox)”

P.97 “Box Setting (Mailbox)”

QO [Inbound FAX routing] screen

You can manage mailboxes used for ITU-T communications.

Inbound FAX routing et
1 Mew
2 wEiox Murmber ﬂlName |&1IE\LI Comment.
3 = e o
4 : R, |:Hndermal
5 | S
Item name Description
1 | [New] button Creates a mailbox for F-code communications.
P.94 “[MailBox Properties] screen”
2 | Box Number Displays the registered mailbox number.
3 | User Name Displays the user name of the registered mailbox.
4 | Agent Displays the agent assigned to the mailbox.
5 | Comment Displays the registered comment.
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U [MailBox Properties] screen

You can set a mailbox.

MailBoxes Properties  waiBoess
; T Save | | Cancel
—
3 = Select Agent
4 =] Corfidential InternetF ax(Relay)
5 ("] Bulletin Board Save asfile
6 ——JIramward Ermnail
| Store to e-Filing
78910
Item name Description

[Save] button

Saves the mailbox.

2 | [Cancel] button

Cancels the mailbox settings.

3 | [Select Agent] button

Set the agent to apply to the forward mailbox.
You can only select one agent when the hard disk is not installed.

4 | Confidential

Creates a confident mailbox.

The Confidential Box allows a one-time document retrieval from the
mailbox. Once a document is retrieved, it is cleared. If a new document is
sent to the same box number where another document is stored, it is
added to the existing box.

P.95 “MailBox Setting (Mailbox)”

5 | Bulletin Board

Creates a bulletin board mailbox.

The Bulletin Board Box allows multiple document retrievals from the
same mailbox. Once a document is retrieved, it is not cleared. If a new
document is sent to the same Box, it replaces the existing one.

P.95 “MailBox Setting (Mailbox)”

6 | Forward

Creates a multiple transmission relay mailbox. When you select this,
select the agent from [Internet/Fax(Relay)], [Save as file], [Email], or
[Store to e-Filing].

Use the forward mailbox when you want to forward a fax document to
specified destinations automatically.

7 | Internet/Fax(Relay)

Creates a multiple transmission relay mailbox for the Internet Fax or fax.
This agent can be combined with the Save as file agent or Store to e-
Filing agent.

P.95 “MailBox Setting (Mailbox)”

P.96 “Destination Setting (Mailbox)”

P.96 “InternetFax Setting (Mailbox)”

P.97 “Relay End Terminal Report (Mailbox)”

Routing.

The Internet/Fax (Relay) agent cannot be used to forward an inbound fax routed via Inbound FAX

8 | Save as file

Creates a shared folder forwarding mailbox. This agent can be combined
with the Internet/Fax(Relay), Email, or Store to e-Filing agent.

P.95 “MailBox Setting (Mailbox)”

P.97 “Save as file Setting (Mailbox)”

9 | Email

Creates an E-mail forwarding mailbox. This agent can be combined with
the Save as file agent or Store to e-Filing agent.

P.95 “MailBox Setting (Mailbox)”

P.97 “Email Setting (Mailbox)”
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Item name

Description

10 | Store to e-Filing

Creates an e-Filing forwarding mailbox. This agent can be combined with
the Internet/Fax(Relay) agent, Save as file agent, or Email agent.

P.95 “MailBox Setting (Mailbox)”

P.97 “Box Setting (Mailbox)”

0 MailBox Setting (Mailbox)

In the MailBox Setting page, specify the general information of the mailbox such as the box number,
password, owner, comment, and notification.

* The [Notification] and [Document Print] options are not available when creating the Confidential
mailbox or Bulletin Board mailbox.

Mailbox communication is disabled if the settings on this equipment and information registered for the

destination do not match. Check how the box number and the fax number of the destination are
registered on the journal before entering the box number.

MailBox Setting

Save || Cancel

*Required

B0z Mumker

oot

User Name

UserMame0D1

omment.

otification

[T]mend Email when an enar oceurs
[T] 2end Email when job is completed

Email Address

Document Print

O g HAWON-=-

Always -

Item name

Description

1 | Box Number

Enter the box number of the mailbox. You can enter up to 20 characters
including numbers, sharp marks (#), and asterisks (*).

You can also specify the sender’s fax number to enable the Inbound Fax
routing when registering a Forward mailbox. If you specify the sender’s
fax number here, the faxes that are received from the specified fax
number will be routed according to the mailbox settings.

* The Inbound Fax routing is available only for a Forward mailbox. If you select [Confidential] or
[Bulletin Board] as an agent, you cannot specify the fax number.

* When a fax is sent from the specified fax number with a box number (or sub address), the

Inbound Fax routing will not apply to the transmission and it is processed according to the
specified box number (or sub address) settings.

2 | Password

Enter the box password if you want to protect the mailbox by the

password. You can enter up to 20 characters including numbers, sharp
marks (#), and asterisks (*).

3 | User Name

Enter the user name of this mailbox. You can enter up to 30 characters.

4 | Comment

Enter the comment. You can enter up to 30 characters.
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Item name Description

5 | Notification This specifies how the notification message will be sent if an error occurs.
Send Email when an error occurs — Transmits a notification message
to the specified E-mail address when an error occurs.

Send Email when job is completed — Transmits a notification message
to the specified E-mail address when a job is completed.

Email Address — Enter the E-mail address for the notification
messages. You can enter up to 192 alphanumerical characters.

When you enable the Notification setting, make sure to set up the E-mail settings in the [Email]
submenu of the [Setup] menu in the TopAccess access policy mode. For instructions on how to set
up the E-mail settings, see the following section:

P.262 “Setting up E-mail settings”

6 | Document Print Select whether to print a document sent to this mailbox.

* Always — Always prints documents sent to this mailbox.

* ON ERROR — Prints the document if all specified forwarding has
failed.

O Destination Setting (Mailbox)

In the Recipient List page, you can specify the destinations of the Internet/Fax (Relay), or Email agent.
When you are setting up the destinations for the Email agent, you can only specify the E-mail addresses for
the destinations.

When you are setting up the destinations for the Internet/Fax (Relay) agent, you can specify both fax numbers
and E-mail addresses for the destinations.

You can specify the destinations by entering their E-mail addresses or fax numbers manually, selecting
recipients from the address book, selecting destination groups from the address book, or searching for
destinations in the LDAP server.

The methods of entering the destinations manually and searching for the destinations in the LDAP server
are not available if you are setting the destination for the Internet/Fax (Relay) agent.

Operations are the same as the following procedure.
P.63 “Destination Setting (Private template)”

O InternetFax Setting (Mailbox)

In the InternetFax Setting page, you can specify the content of the Internet Fax to be sent.
Operations are the same as the following procedure.
P.69 “InternetFax Setting (Private template)”
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U Relay End Terminal Report (Mailbox)

On the Relay End Terminal Report page, you can specify a destination to which the transmission result list will
be sent.

; Bl R|elay End Terminal Report
3 @ Cancel || Reset
—_—]
4 —
5 Emall |[Fam |10 |whlame Email Address Fax Mumber
@ @ o001 [FirstMame0! LastMamen |User0! @example.com 012-3456-7890
Firsthame(2 L: Uzerl; com 123-4567-8901
Firsthame(3 L: Uszerl; com 234-5678-9012
(@) |0004 |FirstMame04 LastMamend |UserD4@example com 345-6788-0123
Firsthlame0s L: Lizer 0! O 456-7690-1234
Firsthlame05 L Lizer0f O 567-8301-2345
(@) 0007 [Firsthlama0? Lasthlamen? |User07 @escample com £78-8012-3456
Firsthlame05 L Lizer0f O 763-0123-4567
Firsthlame03 L. Lizer 0! O 890-1234-5678
(@] rsthlame 0 L Lizer 0| O 801-2345-6783
Go to top ofthis page
< [ ] » )
Item name Description
1 | [Add] button Adds settings to transmit the relay end terminal report.
2 | [Cancel] button Cancels the settings.
3 | [Reset] button Resets the settings.
4 | Entry box Enter the E-mail address or fax number of the recipient.
5 | Recipient list Displays the registered destinations. Select the E-mail address or fax
number of the destination.

You cannot specify more than 1 destination for the destination of the Relay End Terminal Report.

0 Save as file Setting (Mailbox)

In the Save as file Setting page, you can specify how and where a received fax will be stored.

Instructions on how to do the Save as file setting for the mailbox are the same as for the Save as file setting
for a private template.

Operations are the same as the following procedure.

P.75 “Save as file Setting (Private template)”

You cannot specify USB media as the storage in the Save as file Setting Page.

0 Email Setting (Mailbox)

In the Email Settings page, you can specify the content of E-mail document to be sent.

Instructions on how to do the E-mail setting for the mailbox are the same as for the E-mail setting for a private
template.

Operations are the same as the following procedure.

P.72 “Email Setting (Private template)”

0 Box Setting (Mailbox)

In the Box Setting page, you can specify how a received fax will be stored in the Box.
Operations are the same as the following procedure.
P.80 “Box Setting (Private template)”
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[Registration] How to Set and How to Operate

P.98 “Managing templates”
P.106 “Managing address book”
P.111 “Managing mailboxes”

l Managing templates

P.98 “Registering and editing private template groups”
P.101 “Registering or editing templates”
P.105 “Displaying public templates”

U Registering and editing private template groups

Before registering private templates, you have to register the private template group. You can classify the
private templates according to every department, every user, and use by registering the private template
groups.

Also each private template group can be protected by a password.

Tips
* You can define up to 200 private template groups. Or, up to 4 private template groups when the hard
disk is not installed. To define the private template groups, you can specify the group name, owner, and
E-mail notification setting.
* The required template may have already been created by a user who is granted administrator
privileges in access policy mode, or other user. Check the existing templates to see if they can be used
before creating a new template or group.

Click the [Registration] tab and the [Template] menu.
The Template Groups page is displayed.

2 Click the [Undefined] group link to create a new private group. Click the defined group
name link to edit the group information.

e-Filing
Login

Courter

Device Job Status Registration

Template | =G

Template Groups

Dlease select a group to edit below.

Public Template Groups

[ra [ [name [User Hame |
|Puiic: | Jrublic Tempiste Groups | |

All Groups | Cefined Groups

s

Jump to
001 pf1 021 031 041 051 De1 071 081 091 101 111 121 131 141 151 161 171 181 181

hlo. Name User Mame:

oo Templete00? Lserhlame001

[ Templetennz Userhlame002
003 Templetennd Userhlame003
004 Templetennd
05 SisaRo
00 £ |userone userlis
[iizd |_,§ g7 useriny

003 | | [ondefined Undlefiney
] :k >

* [f you select the private template group that has not been defined, the Group Properties page is
displayed. Skip to step 5.

* [f you select the defined private template group that is not protected by a password, the Private
Templates page is displayed. Skip to step 4.

* If you select the defined private template group that is protected by a password, the Input Group
Password page is displayed. Go to the next step.
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Tips

* The page displays all 200 private template groups in default page view. Or, all 4 private template
groups when the hard disk is not installed. You can display only defined private template groups
by clicking on the [Defined Groups] link.

* If you know which private template group you want to define or edit, click the number of the
private template group in the [Jump to] links.

When the Input Group Password page is displayed, enter the password for the selected
private template group and click [OK].

e-Filing
Login

Device

Job Status Registration Courter

Template

Input Group Password

Group Information
[ra [ [name [User Name |
‘nns |é |usarDDE |userDDE |

‘Passv»rzl P N
W1

The Group Properties page is displayed.
4 Click [Edit], [Change Password], or [Reset].

e-Filing
Login

Device

Job Status Registration Courter

Template

Private Templates 1empiate cmups »

Group Information

Mo Mame: Lizer Mame
N I |

|oos 14\ @ [nseroos [ useroos |

If you select [Reset], you can reset the unnecessary private group and restore it to an undefined private
group. Skip to step 7.

If you reset the group information, all private templates registered in the group will be deleted.

5 Enter the items below as required.

e-Filing
Login

Device

Job Status Registration Courter

Template outing
Group Properties =

Group Information
[ra [ [rame [User Name |
‘UUB |é| |uSErUUE |useruus |

Save || Cancel

*Required
Tumber 008

“Mame userllE

1

User Name userdl&

This Email address is uzed as default recipiert each for template.
Emailto  Use0B@E@example. com

Mutification

N
W -

You can configure the following settings in this page:
P.57 “[Group Properties] screen”
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5 [Registration] Tab Page

e-Filing
Login

Device Job Status Registration

Template

Change Group Password =

Group Information

[ra [ [name [User Name |
‘uus |é |usErEIEIE |userl]lJS |

Ol Passwort

Meww Password ssssss

Retyps Passwor | eesess| =

You can configure the following settings in this page:
P.60 “[Change Group Password] screen”

6 Click [Save] to apply changes.

Click [OK].
This step is not required if you have selected [Edit] in step 4.
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U Registering or editing templates

In each private template group, you can create up to 60 templates. Or, up to 12 templates in each private

template group when the hard disk is not installed. To define the private template, specify the panel settings
that will be displayed in the control panel and agent settings. Each private template can also be protected by a

password.

Tip

Each template can be created in combination of the following agents:

* Copy template can be combined with the Save as file or Store to e-Filing agent.
» Fax/Internet Fax template can be combined with the Save as file agent.

* Scan template can be created with up to two agents in a combination of the Save as file, Email, and

Store to e-Filing agents.

Click the [Registration] tab and the [Template] menu.

The Template Groups page is displayed.

2 Click the group name link where you want to register or edit the private template.

Device Job Status Registration
Template | CGllciEcEs

Template Groups

Dlease select a group to edit below.

Public Template Groups

Courter
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[ra [ [name [User Hame
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* [f you select the defined private template group that is not protected by a password, the Private

Templates page is displayed. Skip to step 4.

* If you select the defined private template group that is protected by a password, the Input Group

Password page is displayed. Go to the next step.

Tips

* The page displays all 200 private template groups in default page view. Or, all 4 private template
groups when the hard disk is not installed. You can display only defined private template groups

by clicking on the [Defined Groups] link.

* If you know which private template group you want to define or edit, click the number of the

private template group in the [Jump to] links.
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When the Input Group Password page is displayed, enter the password for the selected
private template group and click [OK].

e-Filing
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Device Job Status Courter

Registration

Template

Input Group Password

Group Information
T
‘nns |é |usarDDE |userDDE |

[Hame [User Name |

B\ Jrra—
W1

The Private Templates page is displayed.

From the templates list, click the [Undefined] icon to register a new template, or click
defined icon to edit the template.
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Template

Private Templates tompiats coups »
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[ra [ [rame [User Name |

\nns | |Temp\ateﬂﬂﬁ | |
Panel View | Listview -+
Please click a template picture to edit H
Jump to
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* [f the templates list is displayed in the List view, click the [Undefined] template name to register new
template, or click the defined template name to edit the template.

* If you select the private template that has not been defined, the Template Properties page to select
agents is displayed. Skip to step 7.

* If you select the defined private template that is not protected by a password, the Template
Properties page is displayed. Skip to step 6.

* If you select the defined private template that is protected by a password, the Input Template
Password page is displayed. Go to the next step.

Tips

* You can change the template list view by clicking on either [Panel View] or [List View].
* [f you know which private template you want to define or edit, click the number of the private
template in the [Jump to] links.
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When the Input Template Password page is displayed, enter the password for the
selected private template and click [OK].

e-Filing
Login

Device Job Stetus Logs Registration Corter

Template

Input Template Password

Group Information
[ra [ [name [User Mame |
‘nng |é |Temp\ateDDQ | |

Template Information
Mo [name |User Mame |

oot [Beory [ |

OK
> J N |
W1

Pas:

The Template Properties page is displayed.

6 On the [Template Properties] page, click either [Edit], [Change Password], or [Reset
Template].

e-Filing
Login

Device

Job Status

Logs

Repistration

Counter

Template

Template Properties Termplate Groups & Frivate Termplatess

| »

Group Information
[ra [ [name [User Name |
‘UUQ |g, |Temmeteuus | |

Template Information

[ra [ [name [User Name |
oot [ [cory [ |
[ Change Password ” Reset Template ]

A\}

i Capy

Hotification
Automatic Stat | Disable
Agent Capy L4
Scanner

If you select [Reset Template], you can reset an unnecessary private template and restore it to an
undefined template. Skip to step 10.

Enter the items below as required.
¢ If you have selected [Edit] in step 6, select the agent and click [Select Agent].

Device Joh Status
Template

Template Properties

Ry

Logs Repistration

Template Groups » Private Templatess

ED

Select Agent
ElCopy 3 [ TEmail
[ETFa s InternetF ax [ I 5ave as file
[[gcan [ stare to e-Filing
[_Imeta 5can || 5ave to USB Media

e-Filing
Login

Courter

2

You can configure the following settings in this page:
P.60 “[Template Properties] screen”

[Registration] How to Set and How to Operate

103



* If you have selected [Change Password] in step 6, enter the following items and skip to step 9.

e-Filing
Login

Device Joh Status Logs Registration Corter

Template 1

Change Template Password

Group Information
[ra [ [name [User Mame |

‘nng |é |Temple«enna | |

Template Information
[ra [ [name [User Mame |

I [ |

Ol Passwrort ssssss

Mewy Passyword ssssss

Retyps Passwo || ssssss|

W

You can configure the following settings in this page:
P.60 “[Change Group Password] screen”

Click each button displayed in the page to specify or edit the associated template

properties.
[Panel Setting] Specify icon settings of the template.
P.62 “Panel Setting (Private template)”
[Destination Setting] Specify the destination to be sent. This can be set only when creating

the Fax/Internet Fax agent or Scan to Email agent.
P.63 “Destination Setting (Private template)”

[InternetFax Setting] Specify how the Internet Fax is transmitted. This can be set only when
creating a Fax/Internet Fax agent.
P.69 “InternetFax Setting (Private template)”

[Fax Setting] Specify how the documents are faxed. This can be set only when
creating a Fax/Internet Fax agent.
P.70 “Fax Setting (Private template)”

[Email Setting] Specify how the documents are transmitted as E-mail messages. This
can be set only when creating a Scan to Email agent.
P.72 “Email Setting (Private template)”

[Save as file Setting] Specify how the documents are saved in a shared folder on this
equipment, USB media, or a network folder. This can be set only when
creating a Save as file agent.

P.75 “Save as file Setting (Private template)”

[Box Setting] Specify how the documents are saved in e-Filing. This can be set only
when creating a Scan to e-Filing agent.
P.80 “Box Setting (Private template)”

[Store to USB Setting] Specify how the document is saved in USB media.
P.80 “Store to USB Device Setting (Private template)”
[Scan Setting] Specify how the documents are scanned. This can be set only when

creating the Save as file agent, Scan to Email agent, and Scan to
e-Filing agent.
P.83 “Scan Setting (Private template)”

[Extended Field settings] | Set extended field definition information and extended field settings.
P.86 “Extended Field settings”

[Password Setting] Set a password for the private template.
P.86 “Password Setting”

9 Click [Save].
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Click [OK].
This step is not required if you have selected [Edit] in step 6.

U Displaying public templates

End users can also display the templates list in the public group so that users can see what templates are
available.

Displaying templates in the public group

Click the [Registration] tab and the [Template] menu.
The Template Groups page is displayed.

2 Click the group name link for the Public Template Groups list.
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3 The templates list in the public group is displayed.
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‘Puhlic | IPuincTamp\ateGmups | |

Panel View | Listwiew

m
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Goto top ofthis page

Tips

* You can change the template list view by clicking on either [Panel View] or [List View].
 If you know which public template you want to view, click the number of the public template in the

[Jump to] links.
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l Managing address book

P.106 “Managing contacts in the Address Book”
P.109 “Managing groups in the Address Book”

0 Managing contacts in the Address Book

There are two ways to manage contacts in the Address Book:

* Adding, editing, and deleting contacts manually
P.106 “Adding, editing, and deleting contacts manually”

* Add new contact searching for a recipient from the LDAP server.
P.108 “Adding new contacts from the LDAP server”

Adding, editing, and deleting contacts manually

You can add or edit a contact by entering recipient information manually. You can also delete the contact from
the Address Book.

1 Click the [Registration] tab and the [Address Book] menu.
The Address Book page is displayed.

2 Click [Add Address] and add a new contact. Or click the corresponding link to the
contact which you want to edit or delete in the contact list.
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The Contact Property page is displayed.
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Enter the following items to specify the contact property. Click [Delete] to delete the

contact from the address book.
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e-Filing
Lagin

Logs

Registration

Counter

Address Book

Address Book e

Contact Property

m

*Either
Either

* First Maime:

User

* Last Maime

User

** Email Address

Used@example.com

**Fax Mumber

0550007237

2nil Fax Number

Company

Department Deptdl

Keywiord

2y4

You can configure the following settings in this page:
P.88 “[Contact Property] screen”

When registering a fax contact, click [Fax Setting]. Otherwise, skip to Step 6.
The Fax Settings page is displayed.

Enter the following items according to the capabilities of destination facsimile, and
click [Save].

e-Filing
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Address Book

Fax Setting Address Book b Contact Property »

Line: Sedect -

Guiity Transmit -

Transmission Type -

A7

You can configure the following settings in this page:
P.89 “[Fax Setting] screen”
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6 In the Contact Property page, click [Save] to add a new contact.
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* First Mame Userd1|

* Last Marme: User
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Adding new contacts from the LDAP server

You can search for contacts in the LDAP server and add them to the Address Book. In order to use the LDAP
search, the directory service must be set up by a user who is granted administrator privileges in the access
policy mode. Before operating the LDAP search, ask your administrator if the Directory Service has been
configured.

Add a new contact from the LDAP server.

1 Click the [Registration] tab and the [Address Book] menu.
The Address Book page is displayed.

2 Click [Search].

e-Filing
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The Search Contact page is displayed.
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3 Select the directory service name that you want to search for in the [Directory Service
Name] box, and enter the search terms in the boxes that you want to search.

Search Contact

Enter a partial name or Email address to search for a contact.

Directory Senvice Mam | LDAP serverdl =

First Name FirstMamel1
Last Name

Email Address

Fax Number

Company

Deparment

ol

Tips

* If you select the model name of this equipment at the [Directory Service Name] box, you can

search for destinations in the address book of this equipment.
* TopAccess will search for destinations that contain the text entered in each item.
* Leaving the box blank allows wild-card searching. However, you must specify at least one.

4 Click [Search].

TopAccess will start searching for recipients in the LDAP server and the Search Address List page will

display the results.

5 Select the check boxes of contacts that you want to add to the Address Book.
Click [Research] to return to step 3 so that you can change the search criteria and execute the search

again.

Search Address List

| Research |

Number of Search Result:1

| |[wiiams Email Address

Fax Mumber

Firsthlamed Lasthame0l Uzer( @esxaimple com

012-3456-7830

Goy ofthis pace

You can select all users in the list by clicking on the | button.

The value of [company] and [department] will depend on the settings made by the user who is

granted administrator privileges in access policy mode.

@ Click [Add].

Selected contacts are added to the Address Book.

L Managing groups in the Address Book

You can create groups that contain the multiple recipients. This enables you to specify the groups for the

destinations instead of specifying each recipient separately when operating Scan to Email, or Fax or Internet

Fax transmission. You can also delete groups.

1 Click the [Registration] tab and the [Address Book] menu.

The Address Book page is displayed.

Click the [Groups] submenu.
The groups list is displayed.
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3 Click [New] to add a new group. Or, click the corresponding link to the group which you
want to edit or delete in the group list.
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The Group Properties page is displayed.

Enter the group name in the [Group Name] column

. Click [Delete] to delete the selected
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Address Book &
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*Group Mame GroupMarnedl k
1D |Email [Fax [whame Email Address Fax Mumber | il
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Tips

* You can clear the entered values in each field by clicking [Reset].
* You can cancel adding or editing a group by clicking [Cancel].

5 Select the [Email] check boxes of users to add Internet Fax recipients, and select the

[Fax] check boxes of users to add Fax recipients.

To perform fax transmission, the Fax Unit is required. If the Fax Unit is not installed, you cannot

perform the fax transmission even if you specify the fax number.

Click [OK].
The group is created.
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Hl Managing mailboxes

Mailboxes can be managed only when the Fax Unit is installed.

Tip

Mailboxes can be managed using the control panel. Refer to the Operator’s Manual for FAX Unit /

User’s Manual Advanced Guide.

This equipment supports ITU-T communications and allows documents to be transmitted and retrieved from

mailboxes created by the mailbox hub in advance.

0 Setting up mailboxes.

To carry out ITU-T communications, you must first set up an Open Mailbox in the mailbox hub. You can set up

a maximum of 300 mailboxes.
You can also delete mailboxes.

If you want to delete an Open Mailbox, the document must first be retrieved, printed, or canceled from the

Open Mailbox.

1 Click the [Registration] tab and the [Inbound FAX routing] menu.

The Inbound FAX routing page is displayed.

Click [New] to set up a new mailbox. Or, click the box number link which you want to

edit or delete in the mailbox list.

Device Job Status Repgistration

Inbound FAX routing

e-Filing
Login

Courter
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[+Box humber [ Tusername [2gent

|Gomment

003 Lizeriame003 Email & Save as file
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* If you click [New], skip to step 5.

* If you click the box number link that is not protected by a password, skip to step 4.
* If you click the box number link that is protected by a password, go to the next step.

3 Enter the password for the mailbox and click [OK].

Device Joh Status Logs Repistration

Inbound FAX routing
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4 Click [Edit] or [Delete].
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ailBoxe sk
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001

rctification

2gent

Confidential

If you have clicked [Delete], the delete confirmation dialog box is displayed. Click [OK].

5 Select agents and click [Select Agent].

Device

Select Agent
[¥] Confidential 5%3
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[T Forward %
1

Job Status

MailBoxes Properties

Sililizsis =y | Inbound FAX routing

MailBaxes »

e-Filing
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[] InternetF ax(Relay)
[ I 5ave asfile
[ Email

[ store to e-Filing %2

You can configure the following settings in this page:
P.94 “[MailBox Properties] screen”

6 Click each button displayed in the page to set the template properties.

MailBox Setting

Specify mailbox settings.
P.95 “MailBox Setting (Mailbox)”

[Destination Setting]

Specify the destination to be sent. This can be set only when creating
an Internet/Fax(Relay) agent or Email agent.
P.96 “Destination Setting (Mailbox)”

[InternetFax Setting]

Specify how the document is transmitted as an Internet Fax. This can
be set only when creating an Internet/Fax(Relay) agent.
P.96 “InternetFax Setting (Mailbox)”

The Internet/Fax (Relay) agent cannot be used to forward an inbound
fax routed via Inbound FAX Routing.

Report]

[Relay End Terminal

Specify the destination for the relay end terminal report when
forwarding has been performed. This can be set only when creating an
Internet/Fax(Relay) agent.

P.97 “Relay End Terminal Report (Mailbox)”

[Email Setting]

Specify how the document is transmitted as an E-mail message. This
can be set only when creating an Email agent.
P.97 “Email Setting (Mailbox)”

[Save as file Setting]

Specify how the document is saved on your computer hard disk or a
network folder. This can be set only when creating a Save as file agent.
P.97 “Save as file Setting (Mailbox)”

[Box Setting]

Specify how the document is saved in a mailbox. This can be set only
when creating a Store to e-Filing agent.
P.97 “Box Setting (Mailbox)”

After configuring the desired mailbox properties, click [Save].
The mailbox properties are registered.

112 [Registration] How to Set and How to Operate




[Counter] Tab Page

This section explains the [Counter] tab page in TopAccess.

[Counter] Tab Page OVEIrVIeW .........cccccciiiiiiiiiicrrsssssssssssssssss s ssssssssssssssssssssnsssnnnes 114
[(O2e 18] ] (=T o [ (=10 (T ] SO P PO PP P PU PP VPPP PRSP 114
[Counter] How to Set and How to Operate..........ccccccciiiiiiiircnisnnrrccr e 125
125

VIBWING COUNTEIS ...t ettt ettt ettt e s bt e e ettt e e e st e sa et e e ket e e ae et e ean e e e et e e et e e nnne e e anbe e e nanneennnees




[Counter] Tab Page Overview

You can check the number of pages printed, copied, and scanned in the [Counter] tab page.
P.114 “[Counter] Item list”

H [Counter] Item list

P.114 “[Total Count] screen”

P.117 “[Department Management] screen”

P.117 “[Department Counter] screen <access policy mode>"
P.118 “[Department Information] screen”

P.120 “[User Counter] screen <access policy mode>"

P.121 “[User Information] screen <access policy mode>"
P.124 “[Quota Setting] screen <access policy mode>"

U [Total Count] screen

You can display total counters of the print counter and scan counter, and total counters for small size and
large size paper.

Color models

Total Count

1 = Print Counter

Copy Fax Printer List Total
Full Color 426 - 4366 - 5292
Twin/ Mono Color 0 - B - B
Black 270 o 2246 8 2524

2 e Print Counter{small paper)

Copy Fax Printer List Total
Ful Colar 412 - 1455 - 4870
Twin/ Mono Color 0 - B B B
Black 130 o 1936 8 2124

3 s PriNE COUNtEr(large paper)

Copy Fax Printer List Total
Ful Colar 14 - 405 - 422
Twin/ Mono Color 0 - 0 - 0
Black 140 o 260 0 400

4 — S Can Counter

Copy Metwork Fan Totel
Ful Colar 331 2101 - 2432
Twin/ Mono Color 0 - - 0
Black 225 730 0 955

5 — S CaAN Counter(small paper)

Copy Metwork Fax Total
Full Color EQ 2076 - 2354
Twini Wono Color 0 B B 0
Black 133 a7 0 &30

6 —— S can Counter{large paper)

Copy Metwork Fax Total
Ful Color 13 5 - El
Twini Wono Color 0 B B 0
Black a2 33 0 125

Sheet Counter

8 _L Copy Faxx Frinter List Total
— Smal 1 0 0 13 14

9 Large 0 0 0 0 0

e T 1 ul ul 13 14
7 -
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Monochromatic models

(large paper)

Total Counter
e e
3 L::e 24 0 0 24 4%
1 _I-— Total 1312 1] 182 84 1578
5 Small(Full Color) = z‘:‘ e o Eﬁai
== : : =
4 _I-— Total 1330 70 0 1400
8 —|_SI]ee‘ _— Copy Fax Printer List Total
9 — a 5 ; ; 5 5
7 _,—Twla\ 1 o o 13 14
Counter type Description
1 | Print Counter Displays the total output count value.
Displayed items differ between models with support to color printing and
without.
2 | Print Counter(small paper) | Displays details of the total output count value according to the paper size
3 | Print Counter(large paper) SpeC|f|ed on your equipment.
4 | Scan Counter Displays the total scanned count value.
Displayed items differ between models with support to color printing and
without.
5 | Scan Counter(small paper) | Displays details of the total count value of scanned documents according
6 | Scan Counter(large paper) to the paper size specified on your equipment.
7 | Sheet Counter Displays the total number of printed sheets counted.
8 | Sheet Counter Displays details for the total number of printed sheets counted according
(small paper) to the paper size specified on your equipment.
9 | Sheet Counter
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Print Counter/Print Counter(small paper)/Print Counter(large paper)

1 2 3 4
Print Counter | | |
Copy Fax Prirter List Total
Full Calor 426 - 4866 - 5292
Tein Clor ) - 5 - &
Black 270 ) 2248 5 2524
2 3 4
Print Counter{small paper) | | |
Copy Fax Prirter List Total
Full Color 412 - 4458 - 4870
Twvin Color ) - 5 - &
Black 130 ) 1986 5 2124
2 3 4
Print Cowunter{large papery | | |
Copy Fax Prirter List Total
Full Color 14 - 408 - 422
Twvin Color ) - ) - i
Black 140 ) 260 i 400
Counter Description
Copy Counter Displays the number of pages printed by copy operations.

2 | Fax Counter

Displays the number of pages printed by fax reception.

3 | Printer Counter

Displays the number of pages printed by print operations and E-mail
reception (Internet Fax reception).

4 | List Counter

Displays the number of pages printed by system page print operations.

Scan Counter/Scan Counter(small paper)/Scan Counter(large paper)

1 2 3
Scan Counter I I
Copy Netwark Fax Total
Full Color 331 2o - 2432
Twvin Color 0 - - ul
Black 225 730 0 455
2 3
Scan Counter(small |)a|)el| I
Copy Netwvark Fax Total
Full Color 318 2076 - 2394
Twvin Color 0 - - ul
Black 133 697 0 &30
2 3
Scan Counter(large paper, | |
Copy Network Fex Total
Full Color 13 25 - 35
Twvin Color 1) - - il
Black 92 33 1) 125
Counter Description
Copy Counter Displays the number of pages scanned by copy operations.

2 | Network Counter

Displays the number of pages scanned by scan operations.

3 | Fax Counter

Displays the number of pages scanned by fax reception.
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QO [Department Management] screen

This screen displays total counter information for each department.

Department Management
Enter a department code to access department counters
1 —Department Code
[Numiser [Department Name |Dept Code[Total Prirting |TotaScanning [Fax Transmission [Fax Reception |
\1 |Departme | thizmen |1234‘ 5 |n |n |n |n
2 3 4 5 6 7 8
Item name Description
1 | Department Code Enter the department code which you want to check and click the [Enter]
button.
2 | Number Displays the registered department number.
3 | Department Name Displays the department name.
Click a department name link to check the information.
P.118 “[Department Information] screen”
4 | Dept Code Displays the department code.
5 | Total Printing Displays the total output count value of the department.
6 | Total Scanning Displays the total scanned count value of the department.
7 | Fax Transmission Displays the total number of transmitted fax pages of the department.
8 | Fax Reception Displays the total number of received fax pages of the department.

U [Department Counter] screen <access policy mode>

Department Counter

Humber | Department Name Det Code | Total Printing Totel Scanning | Fax Transmission |Fax Reception
Departr | nthlament 1236
z Departr | nihlame02 234 |7
B Departr | nihlames EEl B
4 Departr | niblame0s 456 |
B Departr | nihlame0s Exl [
B Departr | nillames CE
T

1

Go.

Departr | niblame0? B
Undefin |§ [

OEEEBEEEE
AEEEEEEE
AEEEEEEE
AEEEEEEE

ilop ofthis | age

1 2 3 4 5 6 7
Item name Description
Number Displays the registered department number.
2 | Department Name Displays the department name.

Click a department name link to check the information.
P.118 “[Department Information] screen”

3 | Dept Code Displays the department code.

4 | Total Printing Displays the total output count value of the department.

5 | Total Scanning Displays the total scanned count value of the department.
6 | Fax Transmission Displays the number of pages transmitted via fax.

7 | Fax Reception Displays the number of pages received via fax.
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6 [Counter] Tab Page

U [Department Information] screen

Color models

Department Information

1 —— ]

2 — 0 & partment Number 2
3 — Department Name DepartmentName01
4 ———Depariment Code 123456
B ——Caolor Quota Setting OFF
Color Quota
Default Color Quota
@ ——BlackQuota Setiing OFF
Black Quota
Default Black Quota

7 ————Total Counter

= Print Job Counter

m— Scan Counter

—— Fax Communication Counter

4 4 ———— Sheet Counter
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Monochromatic models

Department Information
1 —— o]
2 ——Depariment Number 1
3 —Department Name DepartmentName01
4 ———Department Code 123456
6 ——Quota Setting OFF
onois 8 sla 1 |o 1|1 7
12——Scnn Counter - - — -
Small(Full Color) = - 0 0
Large(Full Color) - - 0 0
Small(Black) 0 0 0 0
Large(Black) 0 0 ] 0
1 3 s Fa COmmunication Counter
4 4 ——— sheet Counter , , - - -
Item name Description
1 | [Close] button Closes the [Department Information] screen.
2 | Department Number Displays the registered department number.
3 | Department Name Displays the department name.
4 | Department Code Displays the department code.
5 | Color Quota Setting * OFF — No color output restriction.
* ON — Restricts color output.
Color Quota Displays the remaining number for color output.
Default Color Quota Displays the default number assigned for the user.
6 | Black Quota Setting/Quota | * OFF — No monochrome output restriction.
Setting ¢ ON — Restricts monochrome output.
Black Quota/Quota Displays the remaining number for monochrome output.
Default Black Quota/ Displays the default number assigned for the user.
Default Quota
7 | Total Counter Displays the total counter.
8 | Copy Counter Displays the number of pages printed by copy operations.
9 | Fax Counter Displays the number of pages printed by fax reception.
10 | Print Job Counter Displays the number of pages printed by print operations and E-mail
reception (Internet Fax reception).
11 | List Counter Displays the number of pages printed by system page print operations.
12 | Scan Counter Displays the number of pages scanned by scan operations.
Values for the small size and large size are displayed according to the
paper size specified on your equipment.
13 | Fax Communication Displays the communication record.
Counter
14 | Sheet Counter Displays the number of printed sheets according to the function being

used.
Values for the small size and large size are displayed according to the
paper size specified on your equipment.

[Counter] Tab Page Overview

119




O [User Counter] screen <access policy mode>

This screen displays total counter information for each user who is logged in to TopAccess.

Tip

Total counters for all users are displayed when you are logged in as the Administrator.

User Counter

NanelDAF

Item name

Description

Number

Displays the registered user number.

2 | User Name

Displays the user name.
Click a user name to check the information.
P.121 “[User Information] screen <access policy mode>"

Domain Name/LDAP Server

Displays the domain name or LDAP server of the user account.

Total Printing

Displays the total output count value.

Total Scanning

Displays the total scanned count value.

Fax Transmission

Displays the number of pages transmitted via fax.

N o o bhlw

Fax Reception

Displays the number of pages received via fax.
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6 [Counter] Tab Page

U [User Information] screen <access policy mode>

Color models

User Information

— LIser Name
= Domain MameiLDAP Server

— Authentication Method

= Password :

[=2] abh WN=

m— R 0lE ASsignment

m— (3roup Assignment

e (R partment Mumber

—
230w N

UserNamed1

MFF Local Authentication

Administrator

0001:DepartmentName0?

s 220121 LaNGUEGE English{lUs)
e PanelUl Keyhoard Layout QWERTY
—— Color Quota Setting OFF
Color Quota
Default Golor Quota
12—— Black Quota Setting OFF
Black Quota
Default Black Quota
4 3 ———Total Counter
Fuil Color Twvin Color Black Total
Copy o 0 0 o
Fax - - 0 o
Printer o 0 0 o
List - - 0 o
Total o 0 0 o
1 4 s C Oy COUNtEr
Ful Calor Twin Color Black Tatal
Small [ 0 0 [
Large 0 0 0 0
41 5 ———Fax Counter
Fuil Color Twvin Calor Black Total
Small - 0 o
Large - 0 o
4 6 ———Frint Job Counter
Ful Calor Twin Color Black Tatal
Small [ 0 0 [
Large 0 0 0 0
47 ———List Counter
Fuil Color Twvin Calor Black Total
Small - 0 o
Large - 0 o
1 8 ——Scan Counter
Ful Calor Twin Color Black Tatal
Copy Small [ 0 0 [
Copy Large [ 0 0 [
Fax Small - 0 [
Fax Large - 0 [
Hetwork Small [ 0 [
Hetwork Large: [ - 0 [
Total 0 0 0 0
1 9 =——""Fax Communication Counter
Transmit Received Tatal
Small 0 0 0
Large 0 0 0
20 — Sheet Counter
Copy Fax Frirter List Total
Small [ [ [ 0 [
Large [ [ [ 0 [
Total 0 0 0 0 0
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Monochromatic models

1 2 _—UumaOSetnmg OFF
Default Quota 1 4 1 5 1 6 1|7 1 3
1 8——3:1 Counter : : : : :
SmalilFull Color) = TEX 2E‘WUM ;D‘E‘
Large(Full Calor) - - o 0
Smali(Black) o 0 o 0
Large(Elack) o 0 o 0
1 9 s . COmmunication Counter
20 — ;Ialr::‘ Counter : : :
Item name Description
1 | [Close] button Closes the [User Information] screen.
2 | User Name Displays the user name.
3 | Domain Name/LDAP Server | Displays the registered domain name or LDAP server.
4 | Authentication Method Displays the user authentication method.
5 | Password You cannot display the password.
Reset the password in the [User Accounts] item when changing the
password.
P.132 “[Enter Password] screen”
6 | Role Assighment Displays the registered roles.
7 | Group Assignment Displays the registered groups.
8 | Department Number Displays the registered departments.
9 | PanelUl Language Displays the registered display languages of the touch panel.
10 | PanelUl Keyboard Layout Displays the registered keyboard patterns for the touch panel.
11 | Color Quota Setting * OFF — No color output restriction.
* ON — Restricts color output.
Color Quota Displays the remaining number for color output.
Default Color Quota Displays the default number assigned for the user.
12 | Black Quota Setting/Quota * OFF — No monochrome output restriction.
Setting * ON — Restricts monochrome output.
Black Quota/Quota Displays the remaining number for monochrome output.
Default Black Quota/ Displays the default number assigned for the user.
Default Quota
13 | Total Counter Displays the total counter.
14 | Copy Counter Displays the number of pages printed by copy operations.
15 | Fax Counter Displays the number of pages printed by fax reception.
16 | Print Job Counter Displays the number of pages printed by print operations and E-mail
reception (Internet Fax reception).
17 | List Counter Displays the number of pages printed by system page print operations.
18 | Scan Counter Displays the number of pages scanned by scan operations.

Values for the small size and large size are displayed according to the
paper size specified on your equipment.
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Item name

Description

19

Fax Communication

Counter

Displays the communication record.

20

Sheet Counter

Displays the number of printed sheets according to the function being
used.

Values for the small size and large size are displayed according to the
paper size specified on your equipment.
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0 [Quota Setting] screen

<access policy mode>

You can make the quota management settings based on either a print count or a job. In job-based quota
management, different weights can be assigned to each job when the number of outputs is counted.

e-Filing
Logout
Device Job Status Logs Registration Counter User Management Administration ly Acc
Quota Setting
Quota Setting
1 —| )
2 Quota Setting
3 ——————— Osnaccoorauos
4 ——— f@;m Quota
Weight Setting (0.00-99.99
Print
Small Full Color 1.00
Large Full Color 1.00
Small Twin/ Mono Coler 1.00
Large Twin/ Mono Color 1.00
Small Black 1.00
Large Black 1.00
Scan
Color 1.00
Black 1.00
Item name Description

[Save] button

Saves the quota settings.

2 | [Cancel] button

Cancels the settings.

3 | Black/Color Quota

Performs quota management based on the number of black and color
outputs.

Tip

number of black outputs.

[Black Quota] is displayed in monochrome models, which perform quota management with the

4 | Job Quota

Assigns weights to each job and calculates the sum total quotas of the
print jobs and scan jobs for quota management.
Different weights can be assigned to each of the jobs listed below.
* Print
- Small Full Color
- Large Full Color
Small Twin/Mono Color
Large Twin/Mono Color
Small Black
- Large Black
* Scan
- Color
- Black

Tips

* In monochrome models, only the weight assigned to Small Black or Large Black can be changed.

* When assigning the weight to a job, you can enter a value in the range from 0.00 to 99.99. The
default value of the print is “1.00” and that of the scan is “0.00”. For example, assuming that the
weight assigned to Small Black in print is 0.50, if the user makes 2 outputs in Small Black, the
quota value assigned to the user is decremented by 1.00.
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[Counter] How to Set and How to Operate

P.125 “Viewing counters”

H Viewing counters

This equipment maintains a set of counters that keep track of the number of pages printed, copied and
scanned. These statistics can be displayed in totals or broken down by department. This section explains how
to display the statistics and manage the department counters.

P.125 “Displaying the total counter”
P.126 “Displaying the department counter”

Neither an end user nor an administrator can reset counters from TopAccess. However, users who are

granted administrator privileges in the access policy mode can reset the counter from the control panel.
Refer to the MFP Management Guide / User’s Manual Advanced Guide.

U Displaying the total counter

In the [Total] menu, you can display the total counter information for the copy/print counter for small paper,

copy/print counter for large paper, and scan counter.

Click the [Counter] tab and the [Total] menu.
The Total Count page is displayed.

2 You can check the total counter in this page.

Device
Total

Total Count

Print Counter

«Joh Status

Registration

Counter

e-Filing
Logout

User Management Administration

Copy

Printer

List

Total

Full Color

426

4566

52092

Twvin Color

i

&

Black

270

2246

2524

Print Counter(small pap

er)

Copy

Printer

List

Total

Full Color

412

1455

4870

Tuvin Color

i

&

Black

130

1936

2124

Print Counter{large paper)

Copy

Printer

List

Total

Full Color

14

408

422

Tuvin Color

i

i

Black

140

260

400

Scan Counter

Copy

Metwork

Total

Full Color

33

2101

2432

Tuvin Color

i

Black

225

730

955

Scan Counter(small paper)

Copy

Metwork

Total

Full Color

38

2078

2394

Tuvin Color

i

Bllack

133

637

&30

Scan Counter{large pap:

er)

Copy

Metwwork

Total

Full Color

13

25

35

Tuwwin Color

ul

Bllack

a2

33
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U Displaying the department counter

In the [Department] menu, you can display the counter information of a specific department. If you want to
display the department counter, you must enter the department code.

1
2

Click the [Counter] tab and the [Department] menu.
The Department management page is displayed.

Enter the code for the department you want to check in [Department Code] and click
[Enter].

e-Filing
Login
Device Joh Status Logs Registration Counter
Department
Department Management
Enter a department code to access department counters
Cepartment Code sssses
1 ly ]
| [ 4

The department counter for the specified department is displayed.

Click the department name link to display the detailed counters for the department.

e-Filing
Login

Device Joh Status Logs Registration Counter

Department

Department Management

Enter a department code to access department counters

Cepartment Code

|Number|Depsrtmem Name

|Dem Code ITma\ Frinting |T:rtal ScaAnning

|st Transmizsion |st Reception

123856 [0 |o

|o

|o

1 DeganmemNiEem

4 The Department Information page opens.

Close

Cepartment Number

Department Information

1

Department Narme DepartmentNament
Department Code 123456
Total Cownter

Fuil Color Twvin Color Black Total
Copy o 0 0 o
Fax - 0 o
Printer o 0 0 o
List - 0 o
Total o 0 0 o
Copy Counter

Ful Color Twin Color Black Total
Small [ 0 0 [
Large 0 0 0 0
Fax Counter

Fuil Color Twvin Color Black Total
Small 0 o
Large 0 o
Print Job Counter

Ful Color Twin Color Black Total
Small [ 0 0 [
Large 0 0 0 0
List Counter

Ful Color Twin Color Black Total
Small - 0 [
Large 0 0
Scan Counter

Fuil Color Twvin Color Black Total
Copy Small o 0 0 o
Copy Large o 0 0 o
Fa Small - - 0 o
Fax Lerge. - - 0 o
Hetwork Small o - 0 o
Hetwork Large o - 0 o
Total o 0 0 o
Fax Communication Counter

Transmit Received Total
Small 0 0 0
Large 0 0 0
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[User Management] Tab Page

This section describes how to manage users in TopAccess.

[User Management] Tab Page OVerview .........cccccciiccccinicsssssssssssssssssssssssssssssssssssssssssssnnnes 128
[User Accounts] Item list <access poliCY MOAE™ ..........ciiiiiiiiiiic et 128
[Group Management] Item list <aCCeSS POlICY MOUES ........ooiiiiiiiiiiiii e 137
[Role Management] Item list <access POIICY MOAE™ .........ooii i e reeee e 139
[Department Management] ltem list <access poliCy MOAE> ..........ooiiiiiiiiiiiiiie e 144

[Export/Import] ltem list <access POliCY MOAE> ..........uiiiiiiiiiiie e e 148



[User Management] Tab Page Overview

P.128 “[User Accounts] Item list <access policy mode>"

P.137 “[Group Management] Item list <access policy mode>”
P.139 “[Role Management] ltem list <access policy mode>"

P.144 “[Department Management] Item list <access policy mode>"

P.148 “[Export/Import] Item list <access policy mode>"

H [User Accounts] Item list <access policy mode>

You can search and set user accounts if you are logged in to the access policy mode.

P.129 “[Search User Account] screen”
P.130 “[Create User Information] screen”
P.132 “[Enter Password] screen”

P.133 “[User Information] screen”

P.136 “[Role Assignment] screen”

P.136 “[Group Assignment] screen”

e

Us(|r Ajcounts

5
| ==

—lNew] Delete [ Delete Al [ Delete All Cache

[ Set Registered All Quotas
1

9- |

Reset All Counters

e-Filing
Logout

REFRESH

==Previous 10 Pages Mest 10 Pages==

=21 2346678 §==

Domain NameLDAP Server

Department Numer Status

10 J J e User Name

ailable

ilsble

ilable

ilable

ilable

ilable

ilable

ilsble

ilable

Available

olo|o|oE(o|o] |@|@|oja)@

A
A
I’
A
a
21| ilable
I’
A
A
He
A
A

ilable

ilable

Go to top 1] this page

12 13 14

15 16

Item name

Description

1 | [Search] button Searches registered users.

P.129 “[Search User Account] screen”

2 | [New] button Registers new users.

P.130 “[Create User Information] screen”

[Delete] button

Deletes the user selected in the user account list.
However, you cannot delete the default users.

[Delete All] button

Deletes all registered users. (Except default users)

[Unlock] button

Unlocks a locked user selected in the user account list.

[Delete All Cache] button

Select this to delete all the authentication information to be used when an
authentication server failure occurs.

[Reset Password] button

Resets the password of the user selected in the user account list.
P.132 “[Enter Password] screen”

[Set Registered Quota]
button

Initializes the registered quota for the user selected in the user account
list.
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Item name Description

9 | [Set Registered All Quotas] | Initializes all registered quotas.
button

10 | [Reset Counters] button Resets counters for the user selected in the user account list.

11 | [Reset All Counters] button | Resets counters for all departments.

12 | Number Displays the registration number of the user.
10001 to 10007 are assigned to default users.

13 | User Name Displays the user name.

Undefined, Admin, Service, Auditor, Faxope, Guest, and Printope,
Remote-access-service are default users.

You can check the user information by clicking the user name.
P.133 “[User Information] screen”

14 | Domain Name/LDAP Server | Displays the domain name or LDAP server registered in the user

information.
15 | Department Number Displays the department number registered in the user information.
16 | Status Displays the user status.

U [Search User Account] screen

You can search registered users.
Select items to be searched and enter or select the search conditions.

Search User Account

1 ————[ tumber Start End

2 =[] Department Number 0001:DepartmentMame01

33— userrame

4 =[] Domain NarmeiLDAP Server

5 ——{ gt

Item name Description

1 | Number Enter the user number you want to search.

The search condition should be in the range from 1 to 10000. Or, from 1
to 100 when the hard disk is not installed.

2 | Department Number Select the department number you want to search.

3 | User Name Enter the user name you want to search.
A prefix search is performed with the entered character string.

4 | Domain Name/LDAP Server | Enter the domain name or LDAP server you want to search.

5 |[Search] button Searches contacts with the entered and selected conditions.
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U [Create User Information] screen

You can register new user information.

Create User Information
1 ———save| [ cancel
2 — 1
*Reguired
3 ————User Name
4 =[] Lol User which is available in Windows Domain Authentication/LDAP Authentication
5 =——————Domain Name/LDAP Server
6 e A thentication Method MWFP Local Authentication -
7 ————Passwond
8 e PIN Codle
9 s G310 INfOrMation
Edit
1 0 s 0l A zignment
Edit

1 1 —Group Assignment
12 = Department Number -
413 ———Panelll Language English{Us) «
14 ———Panelul Keyboard Layout CWERTY
15 ————— Color Guota Setting OFF =

Color Quota

Default Color Quota
16 =————DBlack Quuota Setting OFF -

Black Quota

Default Black Quota

Item name Description

[Save] button

Saves the entered user information.

2 | [Cancel] button

Cancels creating user information.

3 | User Name

Enter the user name.
You can enter up to 128 alphanumerical characters and symbols.

4 | Local User which is
available in Windows
Domain Authentication/
LDAP Authentication

Select this to register as a local user who can log in with MFP Local
Authentication using the cache information for an MFP managed with
external authentication.

Tip
The above setting is availa

P.289 “Windows Domai

ble only when the [Local User which is available in Windows Domain

Authentication/LDAP Authentication] checkbox is selected.

n Authentication”

P.291 “LDAP Authentication”

5 | Domain Name/LDAP Server

Select the domain name or LDAP server.

6 | Authentication Method

Select the user authentication method.

* MFP Local Authentication — Use MFP local authentication on your
equipment.

* Windows Domain Authentication — Use network authentication
managed by the Windows domain.

* LDAP Authentication — Use network authentication managed by
LDAP.

7 | Password

Enter the password. You can enter up to 64 alphanumerical characters
andsymbols (!#()*+,-./:;=2@%"_"{]|}~\space).
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Item name Description
8 | PIN Code Enter the PIN code for the user authentication.
* The PIN code is up to 32 figures (0 - 9) long. The minimum length is specified on [User
Authentication Setting].
P.287 “Setting up User Authentication Setting”
* If you change any settings, the changes will be reflected from the next time you log in.
* When you use the PIN code for the Windows domain authentication or LDAP authentication, the
unique PIN code should be assigned for all users.
9 | Card Information Enter the information necessary for card authentication.
10 | Role Assignment This can be configured when [MFP Local Authentication] is selected in
[Authentication Method].
Select from the registered roles. Click the [Edit] button and select roles
from the displayed screen.
P.136 “[Role Assignment] screen”
11 | Group Assignment This can be configured when [MFP Local Authentication] is selected in
[Authentication Method].
Select from the registered groups. Click the [Edit] button and select
groups from the displayed screen.
P.136 “[Group Assignment] screen”
12 | Department Number Select from the registered departments.
P.144 “[Department Management] Iltem list <access policy mode>"
13 | PanelUl Language Select the display language for the touch panel.
14 | PanelUl Keyboard Layout Select the keyboard pattern displayed on the touch panel.
15 | Color Quota Setting * OFF — No color output restriction.
* ON — Restricts color output.

Color Quota Displays the remaining number for color output. The number entered in
[Default Color Quota] decreases each time a color page is printed, and
color output is prohibited when it reaches 0. You can manually change
the remaining number of outputs to a desired value.

Default Color Quota Enter the default number assigned for the user. Up to 99,999,999 can be
entered.

16 | Black Quota Setting * OFF — No monochrome output restriction.

* ON — Restricts monochrome output.

Black Quota

Displays the remaining number for monochrome output. The number
entered in [Default Black Quota] decreases each time a monochrome
page is printed, and monochrome output is prohibited when it reaches 0.
You can manually change the remaining number of outputs to a desired
value.

Default Black Quota

Enter the default number assigned for the user. Up to 99,999,999 can be
entered.
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QO [Enter Password] screen

You can display the [Enter Password] screen by selecting the check box of the user whose password you
want to change in the [User Accounts] item list and clicking the [Reset Password] button.

Enter Password

1 — )

2 —
3 — P assword
Item name Description
1 | [OK] button Saves the entered password.
2 | [Cancel] button Cancels the password change.
3 | Password Enter the new password.
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QO [User Information] screen

You can update registered user information.

1 User Information
3 ]
Save [ Cancel ][ Delete ][ Reset Counters
|
4 “Required
5 —User Name UserdameQd?
6 =[] Local Userwhich is available in Windows Domain Authentication/LDAP Authentication
7 =—————D0omain Mame/LDAP Server
8 =———Authentication Method MFP Local Authentication
9 —— D a5 SO
10 ————Fmcode 123456
11 e G20 INforMation
12 Administrator
=——Role Assignment
13 —Gr0Up Assignment
14 Departrnent Mumber 0001:Departr =
15 ————FanelUl Language English{Us) «
16 e P a0 U] K yboard Layout CWERTY
417 ————Color Quota Setting oM -
Color Quota 99999039
Default Color Quota 99993999
18 ———————Black Quota Setting oN -
Black Quota 99999999
Default Black Quota 99999993
19 ————Total Counter
Full Golor Twind Mono Calor Black Total
Copy o o o o
Fax - o o
Printer o 0 o o
List o o
Total o [t} o o
20 e Copy Counter
Full Color Twird Mono Color Black Total
Small o 0 o o
Large i 0 i i
21 e Fax_Counter
Full Color Twird Mono Color Black Total
Small o o
Large o o
22 e Print Jo b Counter
Full Color Twird Mono Color Black Total
Small o 0 o o
Large o o o o
23 e L ST Couinter
Full Calar Twind Mona Calar ﬁack Total
Small | 0
Large o ]
24 — S can Counter
Full Colar Twin/ Mono Color Black Total
Copy Small o o o o
Copy Large o o o o
Fay Small 0 0
FaxLarge - - o o
MNetwork Small 0 - 0 0
Metwork Large o - o o
Total 0 o 0 0
25 —————Fax Communication Counter
Transmit Received Tatal
Small 0 ] 0
Large 0 0 0
26 — Sheet Counter
Copy Fax Printer List Total
Small 0 0 0 0 0
Large 0 0 0 0 0
Total 0 0 0 0 0
Item name Description

[Save] button

Saves the entered user information.

[Cancel] button

Cancels changing user information.

[Delete] button

Deletes the displayed user from the user account.

A WOIN -

[Reset Counters] button

Resets counters.
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Item name Description

5 | User Name Displays the user name.

If you change any settings, the changes will be reflected from the next time you log in.

6 | Local User which is Select this to register as a local user who can log in with MFP Local
available in Windows Authentication using the cache information for an MFP managed with
Domain Authentication/ external authentication.

LDAP Authentication

The above setting is available only when the [Local User which is available in Windows Domain

Authentication/LDAP Authentication] checkbox is selected.

P.289 “Windows Domain Authentication”

P.291 “LDAP Authentication”

7 | Domain Name/LDAP Server | Displays the registered domain name or LDAP server. Select this item if

you want to change.
You can select this item only when the authentication method is
[Windows Domain Authentication] or [LDAP Authentication].

8 | Authentication Method Displays the user authentication method.

* MFP Local Authentication — Use MFP local authentication on your
equipment.
* Windows Domain Authentication — Use network authentication
managed by the Windows domain.
* LDAP Authentication — Use network authentication managed by
LDAP.
9 | Password You can change the password only when the authentication method is
[MFP Local Authentication].
If you change any settings, the changes will be reflected from the next time you log in.
10 | PIN Code Displays the PIN code for the user authentication. You can set this item
only when the authentication method is [MFP Local Authentication].
* The PIN code is up to 32 figures (0 - 9) long. The minimum length is specified on [User
Authentication Setting].
P.287 “Setting up User Authentication Setting”
* If you change any settings, the changes will be reflected from the next time you log in.
* When you use the PIN code for the Windows domain authentication or LDAP authentication, the
unique PIN code should be assigned for all users.
11 | Card Information Enter the information necessary for card authentication.
12 | Role Assignment This can be configured when [MFP Local Authentication] is selected in
[Authentication Method].
Displays the registered roles. Click the [Edit] button and select roles from
the displayed screen.
P.136 “[Role Assignment] screen”
If you change any settings, the changes will be reflected from the next time you log in.
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Item name

Description

13

Group Assignment

This can be configured when [MFP Local Authentication] is selected in
[Authentication Method].

Displays the registered groups. Click the [Edit] button and select groups
from the displayed screen.

P.136 “[Group Assignment] screen”

If you change any settings, the changes will be reflected from the next time you log in.

14

Department Number

Displays the registered departments. Select this item if you want to
change.
P.144 “[Department Management] ltem list <access policy mode>"

15

PanelUl Language

Displays the registered display languages of the touch panel. Select this
item if you want to change.

16

PanelUl Keyboard Layout

Displays the registered keyboard patterns for the touch panel. Select this
item if you want to change.

17

Color Quota Setting

* OFF — No color output restriction.
* ON — Restricts color output.

Color Quota

Displays the remaining number for color output. The number entered in
[Default Color Quota] decreases each time a color page is printed, and
color output is prohibited when it reaches 0. You can manually change
the remaining number of outputs to a desired value.

Default Color Quota

Enter the default number assigned for the user. Up to 99,999,999 can be
entered.

18

Black Quota Setting

* OFF — No monochrome output restriction.
* ON — Restricts monochrome output.

Black Quota

Displays the remaining number for monochrome output. The number
entered in [Default Black Quota] decreases each time a monochrome
page is printed, and monochrome output is prohibited when it reaches 0.
You can manually change the remaining number of outputs to a desired
value.

Default Black Quota

Enter the default number assigned for the user. Up to 99,999,999 can be
entered.

19

Total Counter

Displays the total counter.

20

Copy Counter

Displays the number of pages printed by copy operations.

21

Fax Counter

Displays the number of pages printed by fax reception.

22

Print Job Counter

Displays the number of pages printed by print operations and E-mail
reception (Internet Fax reception).

23

List Counter

Displays the number of pages printed by system page print operations.

24

Scan Counter

Displays the number of pages scanned by scan operations.

25

Fax Communication
Counter

Displays the communication record.

26

Sheet Counter

Displays the number of printed sheets according to the function being
used.

Values for the small size and large size are displayed according to the
paper size specified on your equipment.
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U [Role Assignment] screen

You can select roles to be assigned.

Role Assignment

—:@ Cancel

Awailable Role

Assigned Role

Accountanager

A OON=

- Administrator

ScanOperatar

Print

FrintOperatar
efilingCperatar
ColarPrintCopyOperator
FaxOperator

Auditor

Guest

Add -

m

< Delete

Item name

Description

[OK] button

Saves the assigned roles.

[Cancel] button

Cancels assigning roles.

3 | Available Role Displays a list of registered roles.

Select the role to be assigned and click the [Add] button.

4 | Assigned Role Displays a list of the assigned roles.

Select the role to be removed from the assignment and click the [Delete]
button.

O [Group Assignment] screen

You can select groups to be assigned.

Group Assignment

—[@ Cancel

Available Group
GroupMamel?2

Assigned Group
GroupMame01

A OWON=

GroupMameld i
GroupMamens -

<- Delete

Item name
[OK] button
2 | [Cancel] button
3 | Available Group

Description

Saves the assigned groups.

Cancels assigning groups.
Displays a list of registered groups.
Select the group to be assigned and click the [Add] button.

Displays a list of the assigned groups.

Select the group to be removed from the assignment and click the
[Delete] button.

4 | Assigned Group
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H [Group Management] Item list <access policy mode>

You can manage the registered roles as groups if you are logged in to the access policy mode.
P.137 “[Create Group Information] screen”
P.138 “[Group Information] screen”

Logout
1 Sjroup Management REFRESH
2 1 T
4 samEE
[F] | Groushiament
[F] | Groushiamenz
[F] | Groushlamens
[F] | Groustiamena
[F] | Groushiamens
Item name Description
1 | [New] button Allows you to add a new group.
P.137 “[Create Group Information] screen”
2 | [Delete] button Deletes the group selected in the group list.
3 | [Delete All] button Deletes all groups.
4 | Group Name Displays the group name.
You check group information by clicking the group name.
P.138 “[Group Information] screen”

U [Create Group Information] screen

You can register new groups.

Create Group Information

e Save || Cancel
I——

*Reguired

1
2
3 — G TOUR MamME
4 = Role Assianment

Item name Description

[Save] button Saves the entered group information.

2 | [Cancel] button Cancels creating group information.

3 | Group Name Enter the group name.

You can enter up to 128 alphanumerical characters and symbols other
than ", ‘ (back quote), (, ), *, +, /, ;, ; (semicolon), <, =,>,?2, [\, ],’
(apostrophe), {, |, }, ~, and , (comma).

4 | Role Assignment You can select roles to be assigned to the group. Click the [Edit] button

and select roles from the displayed screen.
P.136 “[Role Assignment] screen”
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QO [Group Information] screen

You can check roles registered to the group.

Group Information
“Reguired
3 —EGrOUp Name GroupMamed1
4 ———— Role Assignment
Item name Description
1 | [Save] button Saves the entered group information.
2 | [Cancel] button Cancels creating group information.
3 | Group Name Displays the group name.
4 | Role Assignment Displays the roles assigned to the group. Click the [Edit] button and select
roles from the displayed screen.
P.136 “[Role Assignment] screen”
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H [Role Management] Item list <access policy mode>

You can manage and register roles if you are logged in to the access policy mode.
P.139 “Default roles and privileges”
P.141 “[Create New Role] screen”

P.143 “[Edit Role] screen”

Device:

Role Management

Job Status

Registration Courtsr

CllaERE DS Role Management || (Rl SRl L

; — i ()
3 Role Name

| Acdminiztr stor

G

CopyOperator

ScanOperator

Erint.

PrintOperator

eFilingOperator

(ColorPrintCopyOperator

FaxOperator

| Auditor

Guest

=

st

o

a0

e-Filing
Logout

User Management Adminiztr stion

REFRESH

Item name

Description

1 | [New] button

Allows you to add a new role.
P.141 “[Create New Role] screen”

2 | [Delete] button

Deletes the role selected in the role list.
However, you cannot delete the default roles.

3 | Role Name

Displays the role name.

P.143 “[Edit Role] screen”

For more information on default roles, see the following:
P.139 “Default roles and privileges”
You can check role information by clicking the role name.

U Default roles and privileges

The following table describes privileges granted to default roles.
The functions listed in “Privileges” and “Permitted operations (functions)” below are displayed in “6 Function
list” on the [Create New Role] screen.
P.141 “[Create New Role] screen”

Default role names

Privileges

Permitted operations (functions)

Administrator

Scan Function ™

Store to e-Filing

Output Setting "2

Color Print

e-Filing

e-Filing Access
e-Filing Deletion

Device Setting

Device Setting

User/Department Management

User/Department Management

Log Management

Read
Export

Job Management

Job Operation

AccountManager

User/Department Management

User/Department Management

CopyOperator

Copy Function

Copy Job
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Default role names Privileges Permitted operations (functions)
ScanOperator Scan Function Store to Local File Share
Store to Remote Server
Send Email
RemoteScan/WSScan(Pull)
Local File Share Store to Local Storage
Store to USB Device
Remote Send Email
Store to Remote Server
WS Scan(Push)
Print Print Function ™ Print Job
PrintOperator Print Function ™1 Print Management
Output Setting 2 Color Print
eFilingOperator Scan Function ™1 Store to e-Filing
e-Filing e-Filing Access
ColorPrintCopyOperator Copy Function Copy Job
Color Copy
Print Function "1 Print Job
Color Print
Output Setting Color Print
FaxOperator Fax/iFax Function Internet Fax Transmission
Fax Transmission
Fax Received Print "3
Auditor Log Management "1 Read
Guest (No privilege settings) (No settings)
User Copy Function Copy Job
Color Copy 2
Store to Local File Share
Store to Remote Server
Store to e-Filing
Print Function ™1 Print Job
Color Print 2
Store to e-Filing
Scan Function Store to Local File Share
Store to Remote Server
Send Email
Store to e-Filing
RemoteScan/WSScan(Pull)
Fax/iFax Function ™1 Internet Fax Transmission
Fax Transmission
Store to Local File Share
Store to Remote Server
Output Setting 2 Color Print
Local File Share Store to Local Storage
Store to USB Device
Remote Send Email
Store to Remote Server
WS Scan(Push)
e-Filing e-Filing Access
Fax Fax/iFax Function "1 Internet Fax Transmission

Fax Transmission

*1 Part of operations (functions) is permitted.
*2 Available only for models that support color printing.

*3 For the details of the fax received print function, contact your service technician.

140

[User Management] Tab Page Overview




U [Create New Role] screen

You can register a new role.

Create New Role

== Save || Cancel
_

*Reguired

— Rl Mame

—Base Role

a AW N =

e MFP Funiction
[7] copy Function
71 copy Jah

[C1 Print Function
[ Print.Job
USB Direct Print
[ Print Management

[C] EwB Function
[C] EWB Access

[7] gcan Function
7] RemoteScaniiSScaniPully

O] FawiFax Function
[C] Internet Fax Transmission
[7] FaTransmission
[7] Fax Received Print

[T output Setting

Copy Function

Function Status
Copy Job Disahle
Color Copy Disahle
Store ta Local File Share Disahle
Store to Remate Server Disable
Store to e-Fiing Disable

i

Print Function

Function Status

Prirt Joky Disahle

USH Direct Print Disahle

Color Prirt Disahle

Store to e-Filing Disahle

Prirt Managemert Disahle
i EWB Function

Function | Status |
EWB Access | Disable |

[ calor Print
[7] Lacal File Share Scan Function
[Function | Status |
7] store to Local Storage [Stors to Local Fils Share |Disabls |
[ stare to LISA Device IE=rv=— P 1
Item name Description

[Save] button

Saves the entered role information.

2 | [Cancel] button

Cancels creating the role.

3 | Role Name

Enter the role name.
You can enter up to 128 characters.

4 | Base Role

Select a role which is used as a base of the new role.

You can select any registered roles or default roles (CopyOperator,
ScanOperator, Print, PrintOperator, eFilingOperator,
ColorPrintCopyOperator, FaxOperator, Guest, User, Fax) as the base
role.
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Item name Description

5 | MFP Function Allows you to select the privileges to be assigned to the role.
Copy Function Assigns all copy functions.
‘ Copy Job Assigns the copy job function.
Print Function Assigns all print functions.
Print Job Assigns the print job function.

‘ USB Direct Print | Assigns the USB direct print function.

Print Management | Assigns the print management function.

EWB Function ™ Assigns all EWB functions.
‘ EWB Access Assigns the EWB access function.
Scan Function Assigns all scan functions.
Remote Scan/ Assigns the Remote Scan or Web Services Scan function.
WSScan(Pull)
FAX/iFAX Function Assigns all fax/ifax functions.
Internet Fax Assigns all Internet Fax transmission functions.

Transmission

Fax Transmission Assigns the fax transmission function.

Fax Received Print | Assigns the fax/Internet Fax received print function.

Output Setting "2 Assigns all output setting functions.
Color Print Assigns the color print function.
Local File Share Assigns all local file share functions.
Store to Local Assigns all local file storage functions.
Storage
Store to USB Device | Assigns all storage to USB device functions.
Remote Assigns all remote functions.
Send Email Assigns scan to function.
Store to Remote Assigns all storage to remote server functions.
Server
WS Scan(Push) Assigns the WS scan (push) function.
e-Filing Assigns all e-Filing functions.
‘ e-Filing Access Assigns the e-Filing access functions.
6 | Function list Displays operations (functions) enabled/disabled by privileges assigned

to the role selected from “MFP Function”. Even if one item is selected
from “MFP Function”, more than one function may be enabled.

Example: If you select the [Send Email] check box in [Remote] from “MFP
Function”, [Send Email] in [Remote] and that in [Scan Function] on the
“Function list” will be enabled.

*1 The External Interface Enabler is required to use the EWB (Embedded Web Browser) function. This setting is available only for some
models.
*2 Available only for models that support color printing.
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U [Edit Role] screen

You can confirm and edit roles.
However, you cannot edit the default roles.

Edit Role
1 = Save || Cancel
_

*Required
3 —Role Mame  Role001

4 ———WFP Function A
[71 Gopy Funetion Copy Function
[T copyJob Function Stetus
Copy Joh Disahle
[ Print Function Color Copy Disahle
[C] PrintJob Store to Local File Share: Disehie
Store to Remote Server Disahle
USE Direet Print Store to e-Filng Disahle

[] Print Management

[F] Ewve Function
[T EwiBAccess

i

Print Function

Function Status
Frint Job Disable — 6
[2) scan Function USB Direct Print Enable
[[] RemoteScanWsSScan(Pully Calar Print Disable
Store to e-Filng Disable
[F] FasiFax Function Prir Disable
[7] Internet Fax Transmission
[T] FaxTransmission .
[7] FaxReceived Print EWE Function
Function | Status |
B outout Seting EVE Access | Disable |
[T calor Print
[7] Local File Share Scan Function
|Function | Status |
7] Store to Lacal storage [Store to Locsl Fiie Shars |Disabls |
[ store tn ISR Deviee = | oy Trimmiin 1]
5 = Device Management Function Status
Device Setting Print Job Disahle
Color Prirt Disable
Dexce Sefting Store to e-Filng Disable
Frint Disable

UseriDepartment Management

UseriDepartment Management R
Scan Function

Function Status

m

Item name Description
[Save] button Saves the edited role information.

2 | [Cancel] button Cancels editing the role.

3 | Role Name Enter if changing the role name.
You can enter up to 128 alphanumerical characters and symbols other
than ", ‘ (backquote), (, ), *, +, /, ;, ; (semicolon), <, =,>,?, [\, ],
(apostrophe), {, |, }, ~, and , (comma).

4 | MFP Function Allows you to select the MFP function to be assigned to the group. Select

from the following functions.
See the following for details:
P.141 “[Create New Role] screen”

5 | Device Management Displays device management privileges assigned to default roles.
(Default roles only)
P.139 “Default roles and privileges”

6 | Function list Displays functions assigned to the role.
See the following for details:
P.141 “[Create New Role] screen”
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H [Department Management] Item list <access policy mode>

You can manage departments if you are logged in to the access policy mode.
P.145 “[Department Information] screen”
P.146 “[Department Information] (Edit) screen”

Logout
1 ——It'partment Management e
2 : ] -
@ [ Reset All Counters ] [ Set Registersd All Quotas ] [ Delste All ]
: | ,
Mumber [Department Mame Dept Code | Total Printing Total Scanning Fex Transmission |Fax Reception
£ - u:rd:i\:s = 00¢ ul 0 0 0
5 6 7 8 9 10 1"
Item name Description
1 | [New] button Allows you to add a new department.
P.145 “[Department Information] screen”
2 | [Reset All Counters] button | Resets counters for all departments.
3 | [Set Registered All Quotas] | Initializes quotas for all departments.
button
4 | [Delete All] button Deletes the registered department.
5 | Number Displays the registration number of the department.
6 | Department Name Displays the department name.
Click a department name link to check the department management
information.
P.146 “[Department Information] (Edit) screen”
7 | Dept Code Displays the department code.
8 | Total Printing Displays the total number of printed pages of the department.
9 | Total Scanning Displays the total number of scanned pages of the department.
10 | Fax Transmission Displays the total number of transmitted fax pages of the department.
11 | Fax Reception Displays the total number of received fax pages of the department.
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U [Department Information] screen

You can register a new department.

1= D]partment Information

2 [Saia) (Caneel]
*Required
3 —— 2 patrment Mame
4 — Departient Gode
B ———— color Guota Setting QFF -
Color Quota

Default Color Quota
© ——— Black Quata Setiing OFF =
Black Quota

Default Black Quota

Item name Description
[Save] button Saves the entered department information.
2 | [Cancel] button Cancels creating the department.
3 | Department Name Enter the department name.
You can enter up to 20 characters.
4 | Department Code Enter the department code.
You can enter up to 63 characters.
5 | Color Quota Setting * OFF — No color output restriction.

* ON — Restricts color output.

Color Quota Displays the remaining number for color output. The number entered in
[Default Color Quota] decreases each time a color page is printed, and
color output is prohibited when it reaches 0. You can manually change the
remaining number of outputs to a desired value.

Default Color Quota Enter the default number assigned for the department. Up to 99,999,999
can be entered.

6 | Black Quota Setting * OFF — No monochrome output restriction.
* ON — Restricts monochrome output.

Black Quota Displays the remaining number for monochrome output. The number
entered in [Default Black Quota] decreases each time a monochrome
page is printed, and monochrome output is prohibited when it reaches 0.
You can manually change the remaining number of outputs to a desired
value.

Default Black Quota Enter the default number assigned for the department. Up to 99,999,999
can be entered.
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QO [Department Information] (Edit) screen

You can confirm and edit department information.

1 Dapartment Information
2 1
3 1 1
Save [ Cancel ][ Reset Counters ” Delete ]
|
4 e
5 m— Department Mumber 1
6 = *Deparment Nams DepartrnentMarme0t
7 = *Depariment Code 123456
8 = Color Quota Setting o] 4
Color Quota 99999993
Default Color Quota 99999993
9 —H|ack Quota Setting o] 4
Black Quota 99999993
Default Black Quota 99999993
1 0 e Total Counter
Ful Color Twin Color Black Total
Copy [ 0 0 [
Fax - - 0 0
Frirter 0 0 0 0
List - - 0 0
Total 0 0 0 0
1 1 s C Oy COUNET
Fuil Color Twvin Color Black Total
Small o 0 0 o
Large o 0 0 o
1 2 s Fax Counter
Ful Color Twin Color Black Total
Small - 0 [
Large 0 0
1 3 == Print Job Counter
Fuil Color Twvin Color Black Total
Small o 0 0 o
Large o 0 0 o
1 4 ——— List Counter
Ful Color Twin Color Black Total
Small - 0 [
Large 0 0
1 5 — Scan Counter
Fuil Color Twvin Color Black Total
Copy Small o 0 0 o
Copy Large o 0 0 o
Fa Small - 0 o
Fax Lerge. - - 0 o
Hetwork Small o - 0 o
Hetwork Large o - 0 o
Total o 0 0 o
1 6 s Fax Communication Counter
Transmit Received Tatal
Small 0 0 0
Large 0 0 0
1 7 — Sheet Counter
Copy Fax Printer List Tatal
Small o o o 0 0
Large o o o 0 0
Total o o o 0 0

[Save] button

Saves the entered department information.

[Cancel] button

Cancels creating the department.

[Reset Counters] button

Resets counters.

[Delete] button

Deletes the displayed department.

Department Number

Displays the registration number of the department.

O BAh WN =

Department Name

Enter if changing the department name.
You can enter up to 20 characters.

Department Code

Enter if changing the department code.
You can enter up to 63 characters.
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Item name Description
8 | Color Quota Setting * OFF — No color output restriction.
¢ ON — Restricts color output.
Color Quota Displays the remaining number for color output. The number entered in
[Default Color Quota] decreases each time a color page is printed, and
color output is prohibited when it reaches 0.
Default Color Quota Enter the default number assigned for the department. Up to 99,999,999
can be entered.
9 | Black Quota Setting * OFF — No monochrome output restriction.
¢ ON — Restricts monochrome output.
Black Quota Displays the remaining number for monochrome output. The number
entered in [Default Black Quota] decreases each time a monochrome
page is printed, and monochrome output is prohibited when it reaches 0.
Default Black Quota Enter the default number assigned for the department. Up to 99,999,999
can be entered.
10 | Total Counter Displays the total counter.
11 | Copy Counter Displays the number of pages printed by copy operations.
12 | Fax Counter Displays the number of pages printed by fax reception.
13 | Print Job Counter Displays the number of pages printed by print operations and E-mail
reception (Internet Fax reception).
14 | List Counter Displays the number of pages printed by system page print operations.
15 | Scan Counter Displays the number of pages scanned by scan operations.
16 | Fax Communication Displays the communication record.
Counter
17 | Sheet Counter Displays the number of printed sheets according to the function being

used.
Values for the small size and large size are displayed according to the
paper size specified on your equipment.
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H [Export/Import] Item list <access policy mode>

You can export and import your device settings if you are logged in to the access policy mode.
P.148 “Export”
P.151 “Import”

Q Export

The exported user information must be controlled appropriately to prevent illegal access or tampering.

e-Filing
Logout

Device: Job Status Registration Courter User Management Acdminiztr stion

unts

Export/Import

ExportAimport

Export | mport

1 ——Jser Information (SmalliLarge Counter)

File Name Mot Created
File Size

Date Created

Create New File

2 === User Information

File Mame Mot Created
File Size

Date Created

Create New File

3 = User Information{All Counter)

File Mame Mot Created
File Size

Date Created

Create New File

4 C i Jser ion + Role + Group)

File Name USER ROLE GROUP 110118xml

File Size 9965

Date Created TUE JAN 18 D8:34:44 2011

Create New File

5 Combined{User i Counter) + Role + Group)

File Mame Mot Created

File Size

Date Created

Create New File

6 ———— LDAPRole

File Name Mot Created
File Size

Date Created

Create New File

7 = Department Information{SmallLage Counter)
File Mame Mot Created
File Size

Date Created

Create New File

8 — Department Information

File Name Mot Created
File Size

Date Created

Create New File

9 — [ epartment Information{All Counters)

File Mame Mot Created
File Size

Date Created

Create New File
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Item name Description

User Information (Small/ You can create an export file for user information (small/large counter).
Large Counter) Click the [Create New File] button to create the file.

The file name, file size, and created date are displayed if you have
already created a file.

Click the file name and follow the displayed dialog messages when
exporting.

User Information You can create an export file for user information.

Click the [Create New File] button to create the file.

The file name, file size, and created date are displayed if you have
already created a file.

Click the file name and follow the displayed dialog messages when

exporting.
User Information(All You can create an export file for user information (all counter).
Counter) Click the [Create New File] button to create the file.

The file name, file size, and created date are displayed if you have
already created a file.

Click the file name and follow the displayed dialog messages when
exporting.

Combined(User Information | You can create an export file for combined information (user information +
+ Role + Group) role + group).

Click the [Create New File] button to create the file.

The file name, file size, and created date are displayed if you have
already created a file.

Click the file name and follow the displayed dialog messages when

exporting.
Combined(User You can create an export file for combined information (all counter + role
Information(All Counter) + + group).
Role + Group) Click the [Create New File] button to create the file.

The file name, file size, and created date are displayed if you have
already created a file.

Click the file name and follow the displayed dialog messages when
exporting.

LDAP Role You can create an export file for LDAP roles. When the role information
setting file has been imported, the imported file is created.

Click the [Create New File] button to create the file.

The file name, file size, and created date are displayed if you have
already created a file.

Click the file name and follow the displayed dialog messages when
exporting.

P.411 “Using the Attribute of the External Authentication as a Role of
the MFP”

Department You can create an export file for department information (small/large
Information(Small/Large counter).

Counter) Click the [Create New File] button to create the file.

The file name, file size, and created date are displayed if you have
already created a file.

Click the file name and follow the displayed dialog messages when
exporting.

Department Information You can create an export file for department information.

Click the [Create New File] button to create the file.

The file name, file size, and created date are displayed if you have
already created a file.

Click the file name and follow the displayed dialog messages when
exporting.
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P.151 “Import”

Item name Description
9 | Department Information(All | You can create an export file for department information (all counter).
Counters) Click the [Create New File] button to create the file.

The file name, file size, and created date are displayed if you have
already created a file.

Click the file name and follow the displayed dialog messages when
exporting.

Tip

The exported file can be used to import the department codes and the department counters in
[Import] — [Department Code].
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O Import

Device. ‘ Job Status: Logs

&-Filing
Legout

Recistration Caunter Administratian

UserAccounts | Group

| Role

| Department |

Export/Import
Export | Import

“It may take more than 10 minutes ifthere are a lot of entries.
1 s User Information

File Name

2 —— | Combined(User Information + Role + Group)

File Name

3 ——LoapRoke

File Name

4 s Department Code.

Import Methad

File Name

© Overwrite © Addition © Addition and Clear Countar

*Counters of all departments will be cleared ifyou select"Addition and ClearCounter” and impart

Item name

Description

1 | User Information

You can import user information from a file.
Click the [Browse...] button to select the file to import and click [Open].
Check the file name and click the [Import] button.

2 | Combined(User Information
+ Role + Group)

You can import combined information (user information + role + group)
from a file.

Click the [Browse...] button to select the file to import and click [Open].
Check the file name and click the [Import] button.

3 | LDAP Role

Use this item to import the role information setting file for Windows
domain authentication and LDAP authentication.

Click the [Browse...] button to select the file to import and click [Open].
Check the file name and click the [Import] button.

4 | Department Code

You can import department code from a file.

Click the [Browse...] button to select the file to import and click [Open].
Select the import method among [Overwrite], [Addition] or [Addition and
Clear Counter], and then click the [Import] button.
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[Administration] Tab Page

This section describes administrative functions which allow you to configure devices and network, and
manage users and groups from TopAccess access policy mode.

[Setup] Item LiSt .......cooeiieeeeceeeee s e
[Setup] How to Set and How to Operate ..........cccccciicciiiriirnccrrrssrcc e
[Security] Item List ... e
[Security] How to Set and How to Operate..........cccocoiiiiiiiiiiiiirir s
[Maintenance] fem List .........coo i
[Maintenance] How to Set and How to Operate............ccccciiiniiiiinmmmnnnssn e
[Registration] ([Administration] tab) Item List...........cccccciiriiiiriniiiircrrccc s

[Registration] ([Administration] tab) How to Set and How to Operate.............................




[Setup] Item List

Tip
Users who are granted administrator privileges in access policy mode can access the [Setup] menu from
the [Administration] tab.

See the following pages for how to access it:
P.24 “Access Policy Mode”.

P.154 “General settings”

P.163 “Network settings”

P.208 “Copier settings”

P.212 “Fax settings”

P.216 “Save as File settings”

P.226 “Email settings”

P.230 “InternetFax settings”

P.232 “Printer/e-Filing settings”

P.233 “Printer settings”

P.237 “Print Service settings”

P.242 “ICC Profile settings”

P.244 “Print Data Converter settings”
P.245 “Embedded Web Browser settings”
P.247 “Off Device Customization Architecture settings”
P.248 “Version”

H General settings

You can configure the general settings such as device information, energy save, date and time, and web
general setting.

Tip
The [General] submenu can be accessed from the [Setup] menu on the [Administration] tab.
See the following pages for how to access it and information on the [Setup] menu:

P.24 “Access Policy Mode”
P.154 “[Setup] Item List”

P.155 “Setting up Device Information” P.158 “Setting up Energy Save”

P.156 “Setting up Functions” P.160 “Setting up Date & Time”

P.157 “Long File Name Setting” P.160 “Setting up SNTP Service”

P.157 “Setting up e-Filing Notification Events” P.161 “Setting up Daylight Savings Time Setting”
P.157 “Setting up Job Skip Control” P.162 “Setting up WEB General Setting”

P.158 “Setting up Restriction on Address Book P.162 “Menu Setting”
Operation by Administrator”

P.158 “Setting up Confidentiality Setting”
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0 Setting up Device Information

You can set the device information displayed in the [Device] tab page.

General Setting

Device Information
1 — arme g =
2 —— COp T MOdE]
3 — SEtial Number
4 — A AddreSS
5 e S22 A5 File & e-Filing Space Availahle 26205 MB
6 — Fax Space Available 977 MB
7 — Data Cloning Function Enable -
8 — V5B Direct Print Enable -
9 |0 CETION
10 — (520 Location
11 — COntact Information
12 . SEMviCE Phone Mumber o
1 3 —e Administrative Message

Item name Description

1 | Name Displays the device name of your equipment.

2 | Copier Model Displays the model name of your equipment.

3 | Serial Number Displays the serial number of your equipment.

4 | MAC Address Displays the MAC address of your equipment.

5 | Save as File & e-Filing Displays the available space for save as file and e-Filing on your

Space Available equipment.

6 | Fax Space Available Displays the available space for fax transmission and reception for your
equipment.

7 | Data Cloning Function Enable this item when migrating settings on your equipment on to
another device.

8 | USB Direct Print Select whether the USB Direct Print function is enabled or disabled. USB
Direct Print is available only for some models.

9 | Location Enter the installed location of your equipment. This is displayed in the
[Device] tab page that appears first when accessing the TopAccess
website for users.

10 | Geo Location Enter the latitude and longitude in that order with a comma between
them. Enter the precise values if required. Up to 64 characters can be
entered including '$ % &' ()*:+;[,-=].~. (e.g. geo:00.00,90.00)

11 | Contact Information Enter the name of the person who is responsible for this equipment. This
is displayed in the [Device] tab page that appears first when accessing
the TopAccess website for users.

12 | Service Phone Number Enter the telephone number of the person who is responsible for
servicing this equipment. This is displayed in the [Device] tab page that
appears first when accessing the TopAccess website for users.

13 | Administrative Message Enter the message to the users about this equipment. This is displayed
in the [Device] tab page that appears first when accessing the TopAccess
website for users.
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0 Setting up Functions

Tip

Some items may not be changeable depending on the installed options and their settings. For details,

contact your service technician.

Functions
e S a5 Local HOD

e B-FiliN1Y

e Ermiail Send

— Save as FTF
e Save as FTPS
— Save to USB Media
— Save a5 SMB

— Saue as Netware

CoNOUAWN S
|||

— iFay Send

e Pyt GENd

e itk iF ¢
e [tk Fa

— Y\ SErvices Scan

e T2 SCaNNinG

QU G QU GG
abhwWN=0O
|||

= Sran to External Controller

Enable
Enable
Enable
Enable
Enable
Enable
Enable
Enable
Enable
Enable
Enable
Enable
Enable
Enable
Enable

NI IR IR N IR IR

Item name Description

1 | Save as Local HDD Select whether to enable or disable the function to save on the local
HDD. Available only when the hard disk is installed.

2 | e-Filing Select whether to enable or disable the e-Filing function. Available only
when the hard disk is installed.

3 | Email Send Select whether to enable or disable the function to transmit E-mails.

4 | Save as FTP Select whether to enable or disable the function to save using FTP.

5 |Saveas FTPS Select whether to enable or disable the function to save using FTPS.

6 | Save to USB Media Select whether to enable or disable the use of USB media.

7 | Save as SMB Select whether to enable or disable the function to save using SMB.

8 | Save as Netware Select whether to enable or disable the function to save using Netware.

9 |iFax Send Select whether to enable or disable the function to send Internet Faxes.

10 | Fax Send Select whether to enable or disable the function to send faxes.

11 | Network iFax Select whether to enable or disable the network iFax function.

12 | Network Fax Select whether to enable or disable the network fax function.

13 | Web Services Scan Select whether to enable or disable the web scanning service function.

14 | Twain Scanning Select whether to enable or disable the Twain scanning function.

15 | Scan to External Controller | Select whether to enable or disable the function to scan to an external

controller.
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U Long File Name Setting

The control panel of this equipment may not be able to fully display a file name when the name is long, for
example, in private print jobs due to its restriction. You can specify how to display file names in Long File

Name Setting.

Long File Name Setting
1 Lang File Name Expr ion (Display)

MNon-Abbreviation -

Item name

Description

1 | Long File Name Expression
(Display)

Select how to display file names.

* First Portion — The file name is displayed from the beginning and
"..." is used to indicate that part of the name is not displayed.

* Last Portion — The file name is displayed in the way where the end
of the name can be seen.

* First and Last Portions — The file name is displayed in the way
where the beginning and the end of the file name can be seen.

* Non-Abbreviation — The file name is displayed from the beginning
up to the number of displayable characters.

0 Setting up e-Filing Notification Events

You can set E-mail conditions for notifying you that the expiration date of data in e-Filing boxes is

approaching.

e-Filing Notification Events

1 = pdvance automatic delete notification

3 Days

Item name

Description

1 | Advance automatic delete
notification

Select when an E-mail notifying you of the approaching of the expiration
date of data in e-Filing boxes is to be sent. You can select how many days
before the expiration date from 0 (not notified) to 99 days.

0 Setting up Job Skip Control

Job Skip Control
1 ———Jobskip Control

OFF

Item name

Description

1 | Job Skip Control

You can select whether to enable or disable the function to skip jobs
which do not match the printing conditions. Available only when the hard
disk is installed.
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0 Setting up Restriction on Address Book Operation by Administrator

Restriction on Address Book Operation by Administrator

1 — @ Mo Restriction
2 — D) Can be operated by Administratar only
Item name Description
No Restriction All users can operate on the address book.
2 | Can be operated by Only users whose access policy is set as an administrator can operate on
Administrator only the address book.

0 Setting up Confidentiality Setting

You can set whether to hide or not document names displayed in jobs using asterisks (*).

Confidentiality Setting

1 = Documant Name Dizable ~
Item name Description
1 | Document Name Select whether to hide or not the document name in jobs using 10

asterisks (*).
¢ Enable — Select this to hide the document name.
e Disable — Select this to show the document name.

O Setting up Energy Save

You can set Energy Save mode for your equipment.
For information on types of Energy Save mode and how to enter the mode, see the Quick Start Guide /
User’s Manual Setup Guide.

Energy Save
1 — AUto Clear Mo Limit -
2 —— ALt Power Save B0 Minutes =
3 e Sl TitnEF B0 Minutes =
4 e SUPIET SRR Disable -
5 e 00 after the time [Sleep Timer] has passed Sleep/Super Sleep -
6 —— SlespMods Sleep
Item name Description
1 | Auto Clear Select how long your equipment can remain inactive before the touch
panel automatically returns to the default display.

Tip

The changed value is applied to Auto Clear if its setting is altered. The history of Auto Clear is
registered in the log.

2 | Auto Power Save Select how long your equipment can remain inactive before entering
Automatic Energy Save mode.

3 | Sleep Timer Select how long your equipment can remain inactive before being
entering Sleep mode.
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Item name Description

Select whether this equipment enters the Super Sleep mode when the
specified period has elapsed in the Automatic Energy Save mode or
when the [ENERGY SAVER] button on the control panel is pressed.

Super Sleep

¢ When the Wireless LAN Module or e-BRIDGE ID Gate is installed in this equipment, or when the
IPsec feature is enabled, you cannot change the Super Sleep Mode from [Disable].
* If this equipment cannot be found on the network or cannot be connected via network while in

Super Sleep, try searching again.
* The equipment may not enter this mode at the set timing depending on its operational status.

Mode after the time [Sleep | Select the mode to be entered after the time set in [Sleep Timer] has
Timer] has passed "2 passed.

Sleep Mode " Select the Auto, Sleep, or Shut off mode after the specified [Sleep Timer]
time.

*1 This function is not available for some models.
*2 This function is available only for some monochromatic models.

The following network settings are required for this equipment to enter the Super Sleep mode.

Select other than [Use Stateless Address] in the IPv6 setting.
P.167 “Setting up IPv6”

Select [Disable] for [Enable IPX/SPX] in the IPX/SPX setting.
P.169 “Setting up IPX/SPX”

Select [Disable] for [Enable Apple Talk] in the Apple Talk setting.
P.169 “Setting up AppleTalk”

Specify one of the following in [POP3 Network Service].

- [Disable] for [Enable POP3 Client].

- No entry for [POP3 Server Address].

- No entry for [Account Name].

- 0 for [Scan Rate].

P.183 “Setting up POP3 Network Service”

Disable IEEE 802.1X authentication.
For the IEEE 802.1X authentication method under the wired LAN environment, refer to the following

chapter in the MFP Management Guide / User’s Manual Advanced Guide.
Chapter 2: "SETTING ITEMS (ADMIN) - IEEE 802.1X Authentication Setting"

See the following page for network access settings for your equipment in the Super Sleep mode:
P.193 “Setting up Wake Up Setting”
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O Setting up Date & Time

You can set the date, time, time zone, and date format.

Tip

[Date & Time] settings are not available if the SNTP function is enabled.

Date & Time
Year Month Date Time
1 — 2011 v MWlay + 10 a0 - oo
2 — (G TH12:00) Wellington, Auckland ~  *Rehootis necessary to apply this setting
3 e (316 FOFITIAT YYMMWDD ~
Item name Description
1 | Year/Month/Date/Time Select the year and month in designated boxes. Also, enter the date and
time in designated boxes.
2 | Time Zone Select the time zone where this equipment is located.
3 | Date Format Select the date format.

0 Setting up SNTP Service

In SNTP Service, you can specify the SNTP server to refresh the time settings of this equipment using SNTP
service.

SNTP Service
e Enablle SNTP Disable -

e PrifIE Y SMTP Address 0000
= Secondary SNTP Address 0000
—— Stan Rate 24 Hour(s)

= Port Number 123

= MTF Authentication Disable ~

oL WN =

Item name Description

1 | Enable SNTP Select whether to enable or disable SNTP (Simple Network Time
Protocol). When this is enabled, the time settings of this equipment can
be adjusted using the SNTP service.

Tip

[Date & Time] settings are not available if enabled.

2 | Primary SNTP Address Enter the IP address or FQDN (Fully Qualified Domain Name) of the
Primary SNTP Server Address when [Enable SNTP] is enabled.

3 | Secondary SNTP Address | Enter the IP address or FQDN (Fully Qualified Domain Name) of the
Secondary SNTP Server Address when [Enable SNTP] is enabled as
required.

Tip

When the [Obtain a SNTP Server Address automatically] option is enabled in the TCP/IP settings,
the SNTP server address can be obtained using the DHCP server.
P.163 “Setting up TCP/IP”

4 | Scan Rate Enter how often this equipment should access the SNTP server to check
the time.

5 | Port Number Enter the port number for the SNTP service. Generally "123" is used.

6 | NTP Authentication Select whether to enable or disable NTP authentication.
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0 Setting up Daylight Savings Time Setting

Make the required settings for daylight savings time.

Daylight Savings Time Setting

1 s D ziylight Sawings Time Disable -

2 ———aoffset +1.00

Month Wieek Day ofWeek Time

3 ———nDates Start| Jan 15t Sun o o

End |Jan 15t Sun 0 0

Item name Description
1 | Daylight Savings Time Select [Enable] to shift the clock to the daylight savings time. [Disable] is
set as the default.
2 | Offset Select the desired offset (time difference) from the local standard time.

You can select from between -2 and +2 hours, excluding 0 hour, in 30-
minute increments. [+1:00] is set as the default.

3 | Dates Select the applicable period for the daylight savings time.
» Start — Select or enter the start date and time of daylight savings
time.

* End — Select or enter the end date and time of daylight savings time.

Tips

* If you change the settings during the daylight saving time period, the changes will be reflected to the
equipment's clock. If you select [Disable] during the applicable period, be sure to confirm that the
correct time is displayed since the equipment's clock will shift to the current time. When the SNTP
Service setting is enabled and if the SNTP server is synchronized, the correct time will be displayed.
P.160 “Setting up Date & Time”

* If the equipment is turned off at the start or end date and time, the equipment will shift the clock the next
time it is turned on.

» Atfter the clock shifts, the daylight saving time will also apply to the weekly timers.

¢ Select the Start and the End dates and times based on the time set for the equipment.
P.160 “Setting up Date & Time”

* If the same month is specified for the Start and the End dates, the equipment does not shift the clock
automatically.
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0 Setting up WEB General Setting

You can set the session timer for TopAccess.

WEB General Setting
1 ———=session Timer

30 Minutes

Item name

Description

1 | Session Timer

Enter how long you want this equipment to preserve the session data of
TopAccess. You can enter any integer between 5 to 999. This setting also
applies to the session data of the e-Filing web utility. "10" is set as the
default.

Tips

* When logged in the access policy mode, you will be automatically logged out if the session timer
elapses without any operation being performed.
* Once a logging-in user operates TopAccess, the changed value is applied to Session Timer if its setting

is altered.

0 Menu Setting

You can set the default screen displayed by pressing the [MENU] button on the control panel when user

authentication is enabled.

Menu Setting
1 = Default Menu Screen Setting

IUser =

Item name

Description

1 | Default Menu Screen
Setting

Select the menu to be displayed as the default screen when you press the
[MENU] button.

User: Select this to display the user menu.

Public: Select this to display the public menu.
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H Network settings

You can configure the network settings such as TCP/IP, Filtering, IPX/SPX, AppleTalk, Bonjour, LDAP

Session, DNS Session, DDNS Session, SMB Session, NetWare Session, HTTP Network Service, SMTP

Client, SMTP Server, POP3 Network Service, SNTP Service, FTP Client, FTP Server, SNMP Network

Service, and Security Service.

Tip

The [Network] submenu can be accessed from the [Setup] menu on the [Administration] tab.
See the following pages for how to access it and information on the [Setup] menu:

P.24 “Access Policy Mode”
P.154 “[Setup] Item List”

P.163 “Setting up TCP/IP”

P.166 “Setting up Filtering”

P.167 “Setting up IPv6”

P.169 “Setting up IPX/SPX”

P.169 “Setting up AppleTalk”

P.170 “Setting up Bonjour”

P.170 “Setting up LDAP Session”
P.171 “Setting up DNS Session”
P.172 “Setting up DDNS Session”
P.174 “Setting up SMB Session”
P.177 “Setting up NetWare Session”
P.178 “Setting up HTTP Network Service”

U Setting up TCP/IP

P.180 “Setting up SMTP Client”

P.182 “Setting up SMTP Server”

P.183 “Setting up POP3 Network Service”
P.184 “Setting up FTP Client”

P.185 “Setting up FTP Server”

P.186 “Setting up SLP Session”

P.187 “Setting up SNMP Network Service”
P.191 “Setting up Web Services Setting”
P.192 “Setting up LLTD Session”

P.193 “Setting up Wake Up Setting”
P.196 “Setting up IP Security”

You can set the TCP/IP protocol to enable communication over TCP/IP. The TCP/IP must be configured to

enable TopAccess, SMB printing, Raw TCP or LPR printing, IPP printing, Scan to Email, and Internet Fax.

TCP/IP
Selecting 'Save’ in the Main Window is required to Save the new settings
1 m—— Ethermet Speed Duplex Mode AUTO (-100MB)  ~
2 ———Hosthame WFPO7088510
3 — Address Mode Static P -
4 e Qiitain @ Dornain Narne autornatically Enzhle -
5 e Qibtain @ Domain Server Address automatically Enable
6 m—— Ohain @ WINS Server Address automatically  Enable -
7 — Oblain @ SMTP Server Address automatically  Disable -
8 = Oblain @ POP3 Server Address automatically  Disable -
9 e (112N @ SNTF Server Address automatically  Disable
1Q ——— IP Conflict Detect Enable -
11 ——— P Address 157 69 73 250
12 ——— subnetMask 255 285 255 0
13 Default Gateway 187 69 73 1
Item name Description

1 | Ethernet Speed Duplex

Mode default.

Select the ethernet speed. [AUTO (-100MB)] or [AUTO] is set as the

100MB)] or [AUTO].

* When you select a specific ethernet speed, you must select the same one as set in the
connected network. If you do not know the ethernet speed that must be used, select [AUTO (-

* If the network is not stable, power OFF the equipment then ON.
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Item name

Description

2 | Host Name

Enter the host name of your equipment. You can enter up to 63
alphanumerical characters including “-” (hyphens).

You cannot use a "-" (hyphen) as the first and last character. The MFP
name is set as the default.

3 | Address Mode

Select how to set the IP address.

» Static IP — Select this to assign the static IP address manually.
When this is selected, enter the static IP address in the [IP Address]
box.

* Dynamic — Select this to assign the IP address using the DHCP with
Auto-IP addressing enabled. The IP address, subnet mask, gateway
address, primary WINS server address, secondary WINS server
address, POP3 server address, and SMTP server address can be
automatically acquired from the DHCP server if the network supports
DHCP. However, if the network does not support DHCP, use the
AutolP function to assign an IP address.

* No AutolP — Select this to assign the IP address using the DHCP
with Auto-IP addressing disabled. The IP address, subnet mask,
gateway address, primary WINS server address, secondary WINS
server address, POP3 server address, and SMTP server address can
be automatically acquired from the DHCP server if the network
supports DHCP. If the communication with the DHCP cannot be
established, the previous IP address is used.

4 | Obtain a Domain Name
automatically

Select [Enable] when you want to obtain a domain name automatically
using the DHCP server. This setting will apply only when [No AutolP] or
[Dynamic] is selected in the Address Mode option. [Enable] is set as the
default.

When the DHCP server does not have a domain name, the data are left blank in the domain name
even if you set the correct domain name manually in the DDNS Session. In that case, select
[Disable] here and set the correct domain name in the DDNS Session.

P.172 “Setting up DDNS Session”

5 | Obtain a Domain Server
Address automatically

Select [Enable] when you want to obtain a domain server address
automatically using the DHCP server. This setting will apply only when
[No AutolP] or [Dynamic] is selected in the Address Mode option.
[Enable] is set as the default.

When the DHCP server does not have a primary and secondary DNS server addresses, the data
are left blank in the primary and secondary DNS server addresses, even if you set the correct
primary and secondary DNS server addresses manually in the DNS Session. In that case, select
[Disable] here and set the correct primary and secondary DNS server address in the DNS Session.
P.171 “Setting up DNS Session”

6 | Obtain a WINS Server
Address automatically

Select [Enable] when you want to obtain a primary or secondary WINS
server address automatically using the DHCP server. This setting will
apply only when [No AutolP] or [Dynamic] is selected in the Address
Mode option. [Enable] is set as the default.

When the DHCP server does not have a primary and secondary WINS server addresses, the data
are left blank in the primary and secondary WINS server addresses, even if you set the correct
primary and secondary WINS server addresses manually in the SMB Session. In that case, select
[Disable] here and set the correct primary and secondary WINS server address in the SMB Session.
P.174 “Setting up SMB Session”
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Item name Description
7 | Obtain a SMTP Server Select [Enable] when you want to obtain a SMTP server address
Address automatically automatically using the DHCP server. This setting will apply only when
[No AutolP] or [Dynamic] is selected in the Address Mode option.
[Disable] is set as the default.
When the DHCP server does not have a SMTP server address, the data are left blank in the SMTP
server address even if you set the correct SMTP server address manually in the SMTP Client. In
that case, select [Disable] here and set the correct SMTP server address in the SMTP Client.
P.180 “Setting up SMTP Client”
8 | Obtain a POP3 Server Select [Enable] when you want to obtain a POP3 server address
Address automatically automatically using the DHCP server. This setting will apply only when
[No AutolP] or [Dynamic] is selected in the Address Mode option.
[Disable] is set as the default.
When the DHCP server does not have a POP3 server address, the data are left blank in the POP3
server address even if you set the correct POP3 server address manually in the POP3 Network
Service. In that case, select [Disable] here and set the correct POP3 server address in the POP3
Network Service.
P.183 “Setting up POP3 Network Service”
9 | Obtain a SNTP Server Select [Enable] when you want to obtain a SNTP server address
Address automatically automatically using the DHCP server. This setting will apply only when
[No AutolP] or [Dynamic] is selected in the Address Mode option.
[Disable] is set as the default.
When the DHCP server does not have a SNTP server address, the data are left blank in the SNTP
server address even if you set the correct SNTP server address manually in the SNTP Network
Service. In that case, select [Disable] here and set the correct SNTP server address in the SNTP
Network Service.
P.160 “Setting up SNTP Service”

10 | IP Conflict Detect Specify whether or not to detect IP address conflicts. Select [Enable] to
display a message on the control panel when an IP address conflict is
detected. [Enable] is set as the default.

11 | IP Address Enter the static IP address for your equipment when [Static IP] is
selected in the [Address Mode] box. Specify within the range from 1 to
126 and 128 to 223 for the 1st octet, 0 to 255 for the 2nd to 4th octet.

12 | Subnet Mask Enter the subnet mask if required when [Static IP] is selected in the
[Address Mode] box. Specify within the range from 0 0 0 0 to 255 255
255 255.

However, you cannot set 0.0.0.0 and 255.255.255.255.
13 | Default Gateway Enter the gateway address if required when [Static IP] is selected in the

[Address Mode] box. Specify within the range from 0 0 0 0 to 255 255
255 255.
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0 Setting up Filtering

You can set filtering in order to restrict access from client computers to this equipment. Filtering can be
specified with an IP address or a MAC address.

MAC address filtering is given priority over IP address filtering.

Filtering

1 ————Enable F Fitering Disable -

e | Filtering Rule Permit
Filtering Start Address [End £ddress

Fitter 1 a 0 1} 1} a o o 0
Fiter 2 0 0 0 0 o i 0 0|
Fiter 3 0 0 0 0 o i 0 0|
Fiter 4 0 0 0 0 o i 0 0|
Fiter 5 0 0 0 0 o i 0 0|
Fiter 6 0 0 0 0 o 0o o 0|
Fiter 7 0 0 0 0 o i 0 0|
Fiter 6 0 0o 0 0 o i 0 0|
Fiter 5 0 0 0 0 o i 0 0|
Fiter 10 0 0 0 0 o i 0 0|

4 =————Enable MAC Address Filteting Disable =

5 e WAG Address Filtering Rule Permit

6 MAC Address Fittering MAC Address
Fitter 1
Fitter 2 1 1 1 T
Fitter 3 1 1 1 T
Fitter 4 1 1 1 T
Fitter 5 1 1 1 T
Fitter & 1 1 1 T
Fitter 7 1 1 1 T
Fitter & 1 1 1 T
Fitter 9 1 1 1 T
Fitter 10 1 1 1 T

Item name Description

1 | Enable IP Filtering

Select [Enable] for IP address filtering. When [Enable] is selected, access
from devices on a network to which the IP address (specified in [IP
Filtering]) is set is restricted under conditions set in [IP Filtering Rule].
[Disable] is set as the default.

address filtering.

IP filtering is valid only in a network environment implemented with IPv4. It is not available in an IPv6
network environment. If you need to use IP address filtering under IPv6 environment, select MAC

2 | IP Filtering Rule

Select IP address filtering rules.

* Permit — Select this to permit access from devices on a network to
which the IP address (specified in [IP Filtering]) is set.

* Deny — Select this to deny access from devices to which the
specified IP address is set.

3 | IP Filtering

Enter the starting IP address and the ending IP address of a target client
computer for IP filtering. Up to 10 addresses can be specified.

Only IPv4 addresses are available. An IPv6 address cannot be specified.
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Item name Description

4 | Enable MAC Address Select [Enable] for MAC address filtering. When [Enable] is selected,
Filtering access from devices on a network to which the MAC address (specified in
[MAC Address Filtering]) is set is restricted under conditions set in [MAC
Address Filtering Rule]. [Disable] is set as the default.

5 | MAC Address Filtering Rule | Select MAC address filtering rules.
¢ Permit — Select this to permit access from devices on a network to
which the MAC address (specified in [MAC Address Filtering]) is set.

* Deny — Select this to deny access from devices to which the
specified MAC address is set.

6 | MAC Address Filtering Enter the MAC address of a target client computer for MAC address
filtering. Up to 10 addresses can be specified.

0 Setting up IPv6

You can set the IPv6 protocol to enable the communication over IPv6.

IPv6
Selecting "Save'in the Main Window is required to Save the new settings
IPvG.
1 e Enahle IPVE Enahle =
2 ——LR Disable +
3 s | ink LOCal Address
4 — @ Manual
IP Address
Prefix Length 0
Gateway
Usge DHCPvE Server for options
5 — © Use Stateless Address
[[1Use DHCPE Server for IP Address M flag)
[[JUse DHCPYE Server for options(O flag)
FQDM Option  Update Method | Server
[rao: 1P acidress | Prefix Length |Gateway
1 a
2 ]
3 ]
4 o
5 ]
g o
7 1]
6 — © Use Stateful Address
Use DHCPvE Server for IP Address
Usge DHCPvE Server for options
FQDM Option  Update Method | Server
[P 2ddress | Prefix Length |Gateway I
[ I[E I |
Item name Description
1 | Enable IPv6 Select whether the IPv6 protocol is enabled or disabled. [Disable] is set
as the default.
2 | LLMNR If IPV6 is enabled, select whether LLMNR is enabled or disabled.
[Disable] is set as the default.
3 | Link Local Address The automatically generated unique IP Address used for the IPv6 is
displayed.
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Item name

Description

4 | Manual

You assign the IPv6 address, prefix and default gateway manually. In this
mode, you can assign one |IPv6 address to this equipment.

IP Address — Assign the IPv6 address for this equipment. Specify within
the range from 1:0:0:0:0:0:0:0 to ffff:ffff: ffff. ffff. ffff. ff. ffff. ffff.

Prefix Length — Assign the prefix length for the IPv6 address. Specify
within the range from 0 to 128. “0” is set as the default.

Gateway — Assign the default gateway address. Specify within the range
from 1:0:0:0:0:0:0:0 to ffff:ffff: ffff. ffff. ffff. . fff: ffff.

Use DHCPv6 Server for options — Select this check box to use the
optional information (IPv6 address for the DNS server, etc.) which is
issued from the DHCPVG6 server.

Tips

* When [Manual] is selected, a stateful address cannot be set.
* If the selected IPv6 address is already assigned, DAD (Duplicate Address Detection) detects it
and notifies you on the touch panel of this equipment.

5 | Use Stateless Address

Use the IPv6 addresses (Stateless addresses) issued from routers.

* Use DHCPv6 Server for IP Address(M flag) — Use the IPv6 address
issued from the DHCPV6 server in the stateless network environment.

* Use DHCPv6 Server for options(O flag) — Use the optional
information (IPv6 address for the DNS server, etc.) issued from the
DHCPv6 server in the stateless network environment.

* FQDN Option — The FQDN option is available if Use DHCPv6
Server for IP Address is selected. Select [Server] or [Client] for
[Update Method] if using the FQDN option. [Server] is set as the
default.

* IP Address — Stateless Addresses obtained from routers are
displayed. Up to 7 IPv6 addresses can be retained.

Tip

function.

When this equipment receives a router advertisement (RA) from a router, of which M flag
configuration is "0", the DHCPv6 function is disabled. If you change a router advertisement (RA) M
flag configuration from "0" to "1", it is necessary to reboot this equipment to enable the DHCPv6

6 | Use Stateful Address

Use the Stateful address issued from DHCPV6 server.

* Use DHCPv6 Server for IP Address — Select whether or not the
IPv6 address which is issued from the DHCPvV6 server is used for this
equipment.

* Use DHCPv6 Server for options — Select whether or not the
optional information (IPv6 address for the DNS server, etc.) except the
IPv6 address for this equipment, which is issued from the DHCPv6
server is used on this equipment.

* FQDN Option — The FQDN option is available if Use DHCPv6
Server for IP Address is selected. Select [Server] or [Client] for
[Update Method] if using the FQDN option. [Server] is set as the
default.

* IP Address — A stateful address, Prefix Length and Gateway
obtained from DHCPv6 Server are displayed.
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0 Setting up IPX/SPX

You can set the IPX/SPX protocol to enable the communication over IPX/SPX. The IPX/SPX must be
configured to enable Novell printing with NetWare server 5.1, 6.0, 6.5 over IPX/SPX.

IPX/SPX

IPXISPX
1 ———Enable PuEPx

Selecting "Save'in the Main YWindow is required to Save the new settings.

Enable -

2 ——Fmams Type Auto Sense -
3 —— Actual Frame
Item name Description

1 | Enable IPX/SPX

Select whether the IPX/SPX protocol is enabled or disabled. Enable this
when configuring Novell printing over the IPX/SPX network.
[Disable] is set as the default.

2 | Frame Type

Select the desired frame type for IPX/SPX.

* Auto Sense — Select this to use an appropriate frame type that the
equipment found first.

* |EEE 802.3/Ethernet Il/IEEE 802.3 Snap/IEEE 802.2 — Instead of
[Auto Sense], select the frame types to be used from these options.

3 | Actual Frame

Displays the actual frame type of the equipment.

0 Setting up AppleTalk

You can set the protocol to enable communication over AppleTalk. AppleTalk must be configured to enable
AppleTalk printing from Macintosh computers.

Apple Talk

1 e Eniabile Apple Talk

Selecting 'Save'in the Main Window is required to Sawve the new settings

Enable -

2 = Device Name
3 1 Desired Zone
Item name Description

1 | Enable Apple Talk

Select whether the AppleTalk protocol is enabled or disabled. Enable this
when configuring AppleTalk printing. [Disable] is set as the default.

2 | Device Name

Enter the device name of the equipment that will be displayed in the
AppleTalk network. You can enter up to 32 alphanumerical characters and
symbols other than =, ; (semicolon), #, and \ (backslash).

3 | Desired Zone

Enter the zone name where the equipment will connect — if required. You
can enter up to 32 alphanumerical characters and symbols other than =, ;
(semicolon), #, and \ (backslash). The equipment will connect to the
default zone if you enter "*".
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0 Setting up Bonjour

In Bonjour, you can enable or disable the Bonjour networking that is available for Mac OS X.

Bonjour

Selecting ‘Sava'in the Main Window s reguired to Save the new setings

1 e E 120 BONjOUT Enable -
2 Link-Local Host Mame
3 ——Serice MName
Item name Description
1 | Enable Bonjour Select whether Bonjour is enabled or disabled. [Enable] is set as the
default.
2 | Link-Local Host Name Enter the DNS host name of this equipment. You can enter up to 127

alphanumerical characters and symbols other than =, ; (semicolon), #,
and \ (backslash).

3 | Service Name Enter the device name of this equipment that will be displayed in the
Bonjour network. You can enter up to 63 alphanumerical characters and
symbols other than =, ; (semicolon), #, and \ (backslash).

0 Setting up LDAP Session

In LDAP Session, you can enable or disable the LDAP directory service.

LDAP Session
Selecting 'Save' in the Main Window is required to Save the new settings.

1 e Eniable LOAP Dizable -
2 —— Attribute 1 company
3 =T Atfribute 2 department
4 =T Search Method Partial match =
Item name Description

1 | Enable LDAP Select whether the LDAP directory service is enabled or disabled.
[Enable] is set as the default.

2 | Attribute 1 Enter the name of the schema corresponding to the LDAP server
configuration. You can enter up to 32 alphanumerical characters and
symbols other than =, ; (semicolon), #, and \ (backslash).

3 | Attribute 2 Enter the name of the schema corresponding to the LDAP server
configuration. You can enter up to 32 alphanumerical characters and
symbols other than =, ; (semicolon), #, and \ (backslash).

4 | Search Method Select search conditions for LDAP searching.

* Partial match — Select this to search information partially matching
the search conditions.

* Prefix match — Select this to search information that starts with
contents matching the search conditions.

» Suffix match — Select this to search information that ends with
contents matching the search conditions.

* Full match — Select this to search information fully matching the

search conditions.
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0 Setting up DNS Session

In DNS Session, you can specify the DNS server to enable the FQDN (Fully Qualified Domain Name) rather
than the IP address on specifying each server address such as SMTP server, POP3 server, and LDAP server.

Tip

When the DNS service is enabled and the DNS server supports the dynamic DNS service, Set the DDNS

Session as well.

P.172 “Setting up DDNS Session”

DNS Session
Selecting "Sawve'in the Main Window is reguired to Save the new settings.
1 ———Enable NS Enable -
2 ———— Primary DNS Server Address a a a 1]
3 —Secondary DMS Server Address a a a a
4 = Primary DNS Server Address{lPvE)
5 =—T——2Secondary DMN3 Server Address(IPvb)
Item name Description
1 | Enable DNS Select whether the DNS server is enabled or not. [Enable] is set as the

default.

2 | Primary DNS Server
Address

Specify the IP address of the primary DNS server when the DNS service
is enabled. Specify within the range from 0 0 0 0 to 255 255 255 255.

3 | Secondary DNS Server
Address

Specify the IP address of the secondary DNS server when the DNS
service is enabled, as you require. Specify within the range from 00 0 0 to
255 255 255 255.

4 | Primary DNS Server
Address(IPv6)

Specify the IP address of the primary DNS server when the DNS service
is enabled in IPv6. Specify within the range from 1:0:0:0:0:0:0:0 to
llisilRiiisiiisiisingiiniii

5 | Secondary DNS Server
Address(IPv6)

Specify the IP address of the secondary DNS server when the DNS
service is enabled in IPv6, as required. Specify within the range from
1:0:0:0:0:0:0:0 to ffff:ffff: fff: fff: ff: . . .

Tip

When the [Obtain a Domain Server Address automatically] option is enabled in the TCP/IP settings, the
server address of the primary and secondary DNS server addresses can be obtained using the DHCP

server.

P.163 “Setting up TCP/IP”
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0 Setting up DDNS Session

In DDNS Session, you can enable the Dynamic DNS service if the DNS server supports the dynamic DNS.

* When using the security in DDNS, if the difference between the time set in the server, in which

Windows DNS record is to be updated, and the one set in the equipment exceeds the time stated in the
account policy of the server, the DNS update using the security will fail. Check the time set for the DNS
server and match it with the one set for the equipment.

* When using DDNS and the IP address is assigned using DHCP, enable "006 DNS Servers" and "015

DNS Domain Name" in the DHCP Server's Scope Options or Server Options.

= once ioix|

File Acton View Help
O ENEE 1 |
[Zoo

* When using DDNS, make sure the "Dynamic updates" option is set to "Nonsecure and secure" (for

Windows Server 2003/Windows Server 2008) for the Forward Lookup Zones and Reversed Lookup
Zones.

If the setting of Windows Server 2003/Windows Server 2008 is other than "Nonsecure and secure" for
this DDNS function, you need to set the correct primary login name and primary password to update the
DNS server by DDNS.

If you do not want to use DDNS such as managed by a primary and secondary login name and
password, you need to add the equipment's host name manually in the Forward and Reversed Lookup
Zone.

Forward Lookup Zones
(Windows 2008 Server)

Reversed Lookup Zones
(Windows 2008 Server)

WINS | Zone Transfers | Securty | Name Servers | WINS-R | Zone Transfers |  Secutty |
Genesl | Statof Adhorty(SOA) | Name Sarvers General Start of Authorty (SOA)
Status: Running Pause Status Running Pause
Type: Active Directory-Integrated Change.... Type Active Directory-Integrated Change
Replication: All DNS servers in this domain Change: Replication: All DNS servers in this domain Change...

Datais stored in Active Directory.

Data is stored in Active Directory.

Dynamic updates Dynamic updates

T Alowing nensecare dyram
~ wunerabiity because updats
sources

T Alowing nensecare dynai
" vulnersbilty because updat
sources.

Gart seci
be acoepted from untrusted

Aging

To set aging/scavenaing propetties, dick Aging

Aging...

To set aging/scavenging properties, click Aging.

OK | Cancel Apply Help

oK | Cancel Apply Help
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DDNS Session
Selecting 'Save' in the Main Window is required to Save the new settings.
1 ——— Enable DONS Enable «
2 ————— Darmain Name
3 ——— security Method Mone -
4 —— P rirmary Login Name
B ——— Primary Passward
6 — S ECONHAY LOGin Mame
7 — 52 CONGAMY Password
8 — TSIGISIG(0) Key file Mot Installed
Erowse...
Upload || Delete
9 — TSIGISIG(O) Private Key file Mat Installed
Browse
Upload || Delete
Item name Description
Enable DDNS Select whether the dynamic DNS service is enabled or disabled. [Enable]

is set as the default.

Domain Name

Enter the domain name that will be added to the DNS server using DDNS.
You can enter up to 96 alphanumerical characters and symbols other
than =, ; (semicolon), #, and \ (backslash).

Tip

When the [Obtain a Domain Name automatically] option is enabled in the TCP/IP settings, the
domain name can be obtained using the DHCP server.
P.163 “Setting up TCP/IP”

Security Method

Enter the security method.

* None
Select this to perform a non-secure DDNS update.

* GSS-TSIG
Select this to perform a secure DDNS session using GSS-TSIG. You
must set a log-in name and a password. If both are not set, the secure
DDNS session will not be available.

* TSIG
Select this to perform a secure DDNS session using TSIG. To select
this, you must upload a key file and a private key file. If any of them is
not uploaded, the security setting will be disabled.

* SIG(0)
Select this to perform a secure DDNS session using SIG(0). To select
this, you must upload a key file and a private key file. If any of them is
not uploaded, the security setting will be disabled.

Primary Login Name

Enter the primary login name if the security method selected in the above
setting is GSS-TSIG. You can enter up to 128 alphanumerical characters
and symbols other than =, ; (semicolon), #, and \ (backslash).

Primary Password

Enter the primary password if the security method selected in the above
setting is GSS-TSIG. You can enter up to 128 alphanumerical characters
and symbols other than =, ; (semicolon), #, and \ (backslash).

Secondary Login Name

Enter the secondary login name if the security method selected in the
above setting is GSS-TSIG. You can enter up to 128 alphanumerical
characters and symbols other than =, ; (semicolon), #, and \ (backslash).

[Setup] Item List 173




Item name Description

7 | Secondary Password Enter the secondary password if the security method selected in the
above setting is GSS-TSIG. You can enter up to 128 alphanumerical
characters and symbols other than =, ; (semicolon), #, and \ (backslash).

8 | TSIG/SIG(0) Key file Use this setting to upload or delete a key file to be used for TSIG and
SIG(0).

To upload it, click [Browse..] and specify a private key file to be uploaded,
and then click [Upload].

To delete it, click [Delete].

9 | TSIG/SIG(0) Private Key file | Use this setting to upload or delete a private key file to be used for TSIG
and SIG(0).

To upload it, click [Browse..] and specify a private key file to be uploaded,
and then click [Upload].

To delete it, click [Delete].

0 Setting up SMB Session

In SMB Session, you can specify the SMB network properties to access this equipment through a Microsoft
Windows Network and enable SMB printing. When you enable the SMB, users can also browse the local
folder in the equipment. You can also specify the WINS server when the WINS server is used to enable the
Windows print sharing and Windows file sharing services between the different subnets.

SMB Session
Selecting 'Save’ in the Main Window is required to Save the new settings

SMB
1 ——SWE Senier Protocal Enable -
2 e 15 (113 (1) MNone -
3 ——tedigname MFPO7DEE510
4 e |_ 011011

@ Workgroup (Markgroup
© Domain

5 e P rimary Domain Controller l—
6 Backup Damain CGontraller '—
7 e |y g1 LIS ET Narme '—
8 e P 5 5w O '—
9 e P TIAN WHINS SR o o [n] a
41 (Q ——Secondary WINS Server il 0 0 0
11 — SMB Signing of SWIB Server

@ If client agrees, digital signature is dane for the communication

(@) Digital signature is always done for the communication on the server side

(@ Digital signature isn't done far the communication for the server.
12 — SMB Signing of SMB Client

@ If server agrees digital sianature is done far the communication

(@) Digital signature is always done for the communication on the client side

(@) Digital signature isn't done for the communication for the client.

Item name Description

1 | SMB Server Protocol Select whether the SMB protocol is enabled or disabled.

e Enable — Select this to enable SMB.
¢ Disable — Select this to disable SMB.

2 | Restriction Specify restrictions on SMB.

* None — Select this to not specify restrictions on SMB.

* Print Share — Select this to enable the file sharing service using
SMB, but disable SMB printing.

* File Share — Select this to enable SMB printing, but disable the file
sharing service using SMB. Available only when the hard disk is
installed.
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Item name Description

NetBIOS Name Enter the NetBIOS name of this equipment. The equipment uses

"MFP<NIC Serial Number>" as the default NetBIOS name.

You can enter only alphanumerical characters and "-" (a hyphen) for NetBIOS names. If you use any
other characters, a warning message will be displayed.

Logon Enter the workgroup or domain that this equipment joins.

* Workgroup — To include the equipment in the workgroup, enter the
workgroup name. All client computers can access this equipment
without a user name and password.

* Domain — Select this and enter the domain name when the
equipment will log on in the domain. Any client computers which are
not members of the domain will need a valid user name and password
to access this equipment. Use this to enhance access security to this
equipment.

For workgroup and domain names, you can use only alphanumerical characters and symbols other
than the following:

<>+ =\|? " #

If you use any other characters, a warning message will be displayed.

Primary Domain Controller | Specify the server name or IP address of the primary domain controller
when this equipment will log on the domain network. You can enter up to
128 alphanumerical characters and symbols other than =, ; (semicolon),
#, and \ (backslash).

Backup Domain Controller | Specify the server name or IP address of the backup domain controller
when this equipment will log on the domain network, if required. If the
Primary Domain Controller is unavailable, the Backup Domain Controller
will be used to log on. You can enter up to 128 alphanumerical
characters and symbols other than =, ; (semicolon), #, and \ (backslash).

If the wrong primary or backup domain controller is specified, the NETWORK INITIALIZING
message will be displayed for up to 4 minutes while the equipment searches for the primary or
backup domain controller. In that case, correct the primary or backup domain controller setting after
the NETWORK INITIALIZING message disappears.

Logon User Name Enter a valid user name to log on to the specified domain. You can enter
up to 128 alphanumerical characters and symbols other than =, ;
(semicolon), and #.

Password Enter the password for the specified log on user name to log on the
domain network. You can enter up to 128 alphanumerical characters.
Primary WINS Server Specify the IP address of the primary WINS server when the WINS

server is used to provide the NetBIOS name in your local area network.
This option would be more useful to access this equipment using the
NetBIOS Name from a different subnet.

Tip
When the [Obtain a WINS Server Address automatically] option is enabled in the TCP/IP settings,

the primary and secondary WINS server address can be obtained using the DHCP server.
P.163 “Setting up TCP/IP”
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Item name Description

10 | Secondary WINS Server Specify the IP address of the secondary WINS server as you require
when the WINS server is used to provide NetBIOS name in your local
area network. If the Primary WINS Server is unavailable, the Secondary
WINS Server will be used.

Tip

When the [Obtain a WINS Server Address automatically] option is enabled in the TCP/IP settings,
the primary and secondary WINS server address can be obtained using the DHCP server.
P.163 “Setting up TCP/IP”

If "0.0.0.0" is entered for the Primary WINS Server and Secondary WINS Server, this equipment will
not use the WINS server.

11 | SMB Signing of SMB Server | Select whether SMB Signing is enabled or disabled when a client
accesses this equipment using SMB, such as when a client accesses the
shared folder in this equipment.

* If client agrees.digital signature is done for the communication.
— Select this to use the digital signature to secure communication
only when a client accesses this equipment with a digital signature.
Even if a client accesses this equipment without a digital signature,
the communication is allowed without the digital signature.

* Digital signature is always done for the communication on the
server side. — Select this to allow the communication only when a
client accesses this equipment with a digital signature. When a client
accesses this equipment without a digital signature, the
communication is not allowed.

* Digital signature isn't done for the communication for the server.
— Select this to allow the communication only when a client accesses
this equipment without a digital signature. When a client is set to
always access an SMB server with a digital signature, the
communication is not allowed.

If you do not know whether the SMB Signing of SMB Client is enabled or disabled in the client
computers, it is recommended to select [If client agrees,digital signature is done for the
communication.]. If this is set incorrectly, the SMB communication may become unavailable.
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Item name Description

12 | SMB Signing of SMB Client | Select whether SMB Signing is enabled or disabled when this equipment
accesses the clients using SMB, such as when this equipment stores the
scanned data in the network folder using SMB.

* If server agrees. digital signature is done for the communication.
— Select this to use the digital signature to secure the communication
to an SMB server only when the SMB Signing of SMB Server that this
equipment accesses is enabled. If the SMB Signing of SMB Server is
disabled in an SMB server, the communication is performed without
the digital signature.

* Digital signature is always done for the communication on the
client side. — Select this to make this equipment always access an
SMB server with a digital signature. When the SMB Signing of SMB
Server is disabled in an SMB server, the communication is not
allowed.

* Digital signature isn't done for the communication for the client.
— Select this to communicate to an SMB server without the digital
signature. If the SMB Signing of SMB Server is always enabled in an
SMB server, the communication is not allowed.

* If you do not know whether the SMB Signing of SMB Server is enabled or disabled in the SMB
servers, it is recommended to select [If server agrees, digital signature is done for the
communication.]. If this is set incorrectly, the SMB communication may become unavailable.

* The digital signature is always done for the communication on the server side as the default on
Windows Server 2003/Windows Server 2008/Windows Server 2012. Therefore specify "If server
agrees, digital signature is done for the communication." or "Digital signature is always done for
the communication on the client side." for SMB communications with a Windows Server 2003/
Windows Server 2008/Windows Server 2012.

0 Setting up NetWare Session

In NetWare Session, you can set the NetWare Bindery or NDS service. This must be set when configuring a
Novell printing environment.

NetWare Session

Selecting 'Save'in the Main Window is required to Save the new settings.

1 e Enahle Metiare Enahle -
2 ————Enable Bindery Enable +
3 ———Enablz D3 Enable -
4 e COEM Ory
5 —TteE Deptl
6 Preferred File Sener Mhwsr v
Item name Description
1 | Enable NetWare Select whether NetWare is enabled or disabled.

¢ Enable — Enables NetWare.
¢ Disable — Disables NetWare.

2 | Enable Bindery Select whether the NetWare Bindery mode for Novell printing is enabled
or disabled. When you configure a Novell printing environment with the
NetWare server in the bindery mode, you must enable this.

3 | Enable NDS Select whether the NetWare NDS mode for Novell printing is enabled or
disabled. When you configure a Novell printing environment with the
NetWare server in NDS mode, you must enable this. When this is
enabled, you should also specify the context and tree for the NDS.
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Item name Description
4 | Context Enter the NDS context where the NetWare print server for this equipment
is located.
Tree Enter the NDS ftree.
6 | Preferred File Server Enter the NetWare server name in which this equipment preferentially
searches for the queues.

0 Setting up HTTP Network Service

In HTTP Network Service, you can enable or disable Web-based services such as TopAccess and e-Filing
web utility.

HTTP Network Service
Selecting ‘Save'in the Main YWindow is required to Save the new settings.

1 ————Enable HTTF Server Enable
2 ————Enable 55L Disable =
3 —— R imary Port Number 80
4 — S econdary Port Mumber BO080
B ——— 3 PortHumber 10443
Item name Description
1 | Enable HTTP Server Select whether the Web-based services such as TopAccess and e-Filing
web utility are enabled or disabled. [Enable] is set as the default.
2 | Enable SSL Select whether the SSL (Secure Socket Layer) is enabled or disabled.

When this is enabled, the data transferred between the equipment and
client computers will be encrypted using a private key when operating
TopAccess and e-Filing web utility. [Disable] is set as the default.

Not all operating systems support SSL for all protocols.

3 | Primary Port Number Enter the port number for the NIC HTTP server. You can enter a value in

the range from 1 to 65535. Generally the default value "80" is used.

The same port numbers as the ones for the following settings are not usable.
Change the applicable port number before that for the Primary Port Number is set.
- HTTP Network Service / Secondary Port Number

- HTTP Network Service / SSL Port Number

- IPP Print / Port Number

- IPP Print / SSL Port Number

4 | Secondary Port Number Enter the port number for TopAccess and the e-Filing web utility. You can
enter a value in the range from 1 to 65535. Generally the default value
"8080" is used.

The same port numbers as the ones for the following settings are not usable.
Change the applicable port number before that for the Secondary Port Number is set.
- HTTP Network Service / Primary Port Number

- HTTP Network Service / SSL Port Number

- IPP Print / Port Number

- IPP Print / SSL Port Number
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Item name Description

SSL Port Number Enter the port number for the SSL. You can enter a value in the range

from 1 to 65535. Generally the default value "10443" is used.

The same port numbers as the ones for the following settings are not usable.
Change the applicable port number before that for the SSL Port Number is set.
- HTTP Network Service / Primary Port Number

- HTTP Network Service / Secondary Port Number

- |IPP Print / Port Number

- IPP Print/ SSL Port Number
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0 Setting up SMTP Client

In SMTP Client, you can enable or disable SMTP transmission for sending the Internet Fax and E-mails.

A From Address setting is also required to send Internet Fax and E-mails. For information about the From
Address setting, see the following sections:

P.262 “Setting up E-mail settings”

P.263 “Setting up InternetFax settings”

The From Address can be also determined automatically when the User Management Setting is enabled.
For more information about User Management Setting, see the following section:

P.153 “[Administration] Tab Page”

SMTP Client
Selecting 'Save'in the Main Window is reguired to Save the new settings.
1 ————Enable SMTF Client Enable ~
2 ——Enable 55L Disable h
3 ——ssuUms STARTILS
4 ———5MTF Server Address
5 e POF Before SMTP Disable
6 — Authentication Disable -
7 s |_ 0N MM
8 ——Fasowond
9 e Wi UM Email f IntemetFax Size 30 - e
10 Port Mumber 25
11 e SMTF Clignt Connection Timeout(1-180) 30 Seconds
Item name Description
1 | Enable SMTP Client When this is enabled, this equipment sends an Internet Fax and an E-

mail to the specified SMTP server for transmission over the Internet.
[Enable] is set as the default.

2 | Enable SSL Select whether the SSL (Secure Sockets Layer) is enabled or disabled

for SMTP transmission.

» Disable — Select this to disable the SSL for SMTP transmission.

» Verify with imported CA certification(s) — Select this to enable the
SSL using the imported CA certificate.

* Accept all certificates without CA — Select this to enable the SSL
without using imported CA certificate.

* When [Verify with imported CA certification(s)] is selected, you must import the CA certificate in
this equipment.
P.305 “[Security] How to Set and How to Operate”

* Not all operating systems support SSL for all protocols.

3 | SSL/TLS Select the protocol for the SSL when the [Enable SSL] option is enabled.

* STARTTLS — Select this to send a message in TLS (Transport Layer
Security) using STARTTLS that is the extension command for SMTP
transmission.

* Over SSL — Select this to send a message in SSL (Secure Socket
Layer).

When you select [Over SSL], make sure to change the port number correctly. Generally, "465" port
is used for the Over SSL instead of "25" port.
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Item name Description

4 | SMTP Server Address Enter the IP address or FQDN (Fully Qualified Domain Name) of the
SMTP server when [Enable SMTP Client] is enabled. You can enter up to
128 alphanumerical characters and symbols other than =, ; (semicolon),
#, and \ (backslash).

If you use FQDN to specify the SMTP server, you must configure the DNS server and enable the
DNS in the DNS Session.

Tip
When the [Obtain a SMTP Server Address automatically] option is enabled in the TCP/IP settings,
the SMTP server address can be obtained using the DHCP server.
P.163 “Setting up TCP/IP”

5 | POP Before SMTP Select whether the POP Before SMTP authentication is enabled or
disabled. [Disable] is set as the default.

6 | Authentication Select the type of authentication to access the SMTP server.

* Disable — Select this to access the SMTP server using no
authentication.

* Plain — Select this to access the SMTP server using plain
authentication.

* Login — Select this to access the SMTP server using the log-in
authentication.

* CRAM-MD5 — Select this to access the SMTP server using CRAM-
MD5 authentication.

* Digest-MD5 — Select this to access the SMTP server using Digest-
MD5 authentication.

* Kerberos — Select this to access the SMTP server using Kerberos
authentication.

* NTLM(IWA) — Select this to access the SMTP server using NTLM
(IWA) authentication.

* AUTO — Select this to access the SMTP server using the appropriate
authentication that this equipment detects.

7 | Login Name Enter the log-in name to access the SMTP server if the SMTP
authentication is enabled. You can enter up to 64 alphanumerical
characters and symbols other than =, ; (semicolon), #, and \ (backslash).

8 | Password Enter the password to access the SMTP server if the SMTP
authentication is enabled. You can enter up to 64 alphanumerical
characters and symbols other than =, ; (semicolon), #, and \ (backslash).

9 | Maximum Email / Select the maximum size that this equipment is allowed to send using the

InternetFax Size SMTP. Specify within the range from 2 to 100 MB.

10 | Port Number Enter the port number for accessing the SMTP server when [Enable
SMTP Client] is enabled. The port number depends on the port setting in
the SMTP server. You can enter a value in the range from 1 to 65535.
Generally the default value "25" is used.

When the same port number as the secondary one in the HTTP setting (SSL port number when SSL
in the HTTP setting is enabled) is selected, you cannot access TopAccess or the e-Filing web utility.
If you set it by mistake, use the control panel of the equipment to change the HTTP setting and enter
the correct port number.

11 | SMTP Client Connection Enter a timeout period for quitting communication when no response is

Timeout(1-180)

received from the SMTP server. Specify within the range from 1 to 180
seconds. “30” is set as the default.
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0 Setting up SMTP Server

In SMTP Server, you can enable or disable SMTP transmission for receiving the Internet Fax and E-mails.
This function is usually set when you want to enable the Offramp Gateway feature.

SMTP Server

Selecting 'Save'in the Main Window is required to Save the new settings.

1 ————Enable SMTP Server Enable -

2 e Pt MUTIDEF 28
3 = Email Address
4 =T Enahle OffRamp Gateway Digable -
5 =T OfiRamp Security Enable -
6 ——ofRampFrint Enable =
Item name Description

1 | Enable SMTP Server

Select whether this equipment works as an SMTP server or not. This
must be enabled when you use the Offramp Gateway feature. When this
is enabled, this equipment can receive Internet Faxes or E-mails that are
forwarded through the SMTP to the domain of this equipment. [Enable] is
set as the default.

2 | Port Number

Enter the port number to transmit an Internet Faxes or E-mails. Generally
"25" is used.

the correct port number.

When the same port number as the secondary one in the HTTP setting (SSL port number when SSL
in the HTTP setting is enabled) is selected, you cannot access TopAccess or the e-Filing web utility.
If you make a mistake, use the control panel of the equipment to change the HTTP setting and enter

3 | Email Address

Enter the E-mail address of this equipment. When this equipment works
as an SMTP server, it can receive all Internet Faxes and E-mails that
contain its domain name. If the E-mail address of the received document
matches the address you set here, this equipment prints it. You can enter
up to 192 alphanumerical characters and symbols other than =, ;
(semicolon), #, and \ (backslash).

4 | Enable OffRamp Gateway

Select whether the OffRamp Gateway transmission is enabled or
disabled. [Disable] is set as the default.

5 | OffRamp Security

Select whether the Offramp Security is enabled or disabled. When this is
enabled, this equipment cancels the offramp gateway transmissions that
are forwarding to the fax numbers not registered in the Address Book of
this equipment. This can prevent the unauthorized offramp gateway
transmission. [Enable] is set as the default.

6 | OffRamp Print

Select whether this equipment should print documents sent using the
offramp gateway transmission. When this is enabled, this equipment
automatically prints documents sent using offramp gateway transmission,
so that they can be confirmed. [Enable] is set as the default.
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0 Setting up POP3 Netw

ork Service

In POP3 Network Service, you can specify the POP3 server to receive an Internet Fax and E-mails.

POP3 Network Service
Selecting "Save'in the Main Window is required to Save the new settings
1 ————=Enanis POP3 Clisnt Enable ~
2 ————Enable 55L Disable -
3 ————POPa Sever Address
4 ————#uthentication Disable -
5 e Tyepe POP'3 Login AUTO
6 — ACCOUNE NaTTE
7 — Fasgword
8§ ———swanFkate 5 Minutes
9 e Prt MUMbET 110
10 BSL Port Number 995
11 ————FOF3 Client Connection Timeout(1-180) 30 Seconds
Item name Description
1 | Enable POP3 Client Select whether retrieving an Internet Fax and an E-mail from the POP3
server is enabled or disabled. [Enable] is set as the default.
2 | Enable SSL Select whether the SSL (Secure Sockets Layer) is enabled or disabled
for POP3 transmission.
* Disable — Select this to disable the SSL for POP3 transmission.
» Verify with imported CA certification(s) — Select this to enable the
SSL using the imported CA certificate.
* Accept all certificates without CA — Select this to enable the SSL
without using imported CA certificate.
* When [Verify with imported CA certification(s)] is selected, you must import the CA certificate in
this equipment.
P.305 “[Security] How to Set and How to Operate”
* Not all operating systems support SSL for all protocols.
3 | POP3 Server Address Enter the IP address or FQDN (Fully Qualified Domain Name) of the
POP3 server when [Enable POP3 Client] is enabled. You can enter up to
128 alphanumerical characters and symbols other than =, ; (semicolon),
#, and \ (backslash).
If you use FQDN to specify the POP3 server, you must configure the DNS server and enable the
DNS in the DNS Session.
Tip
When the [Obtain a POP3 Server Address automatically] option is enabled in the TCP/IP settings,
you can obtain the POP3 server address from the DHCP server.
P.163 “Setting up TCP/IP”
4 | Authentication Enable or disable the authentication for accessing the POP3 server.
* Disable — Select this to disable the authentication.
* NTLM/SPA — Select this to access the POP3 server using the
NTLM/SPA authentication.
* Kerberos — Select this to access the POP3 server using the
Kerberos authentication.
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Item name

Description

5 | Type POP3 Login

Select the POP3 login type.

* AUTO — Select this to automatically designate the POP3 log-in type
of the POP3 server.

* POP3 — Select this to use the general POP3 log-in type.

¢ APOP — Select this to use the APOP log-in type. APOP allows users
to access the POP3 server by encrypting the user name and
password.

If it is not possible to log in to the mail server using [Auto], manually set the type of POP3 log in to
either [POP3] or [APOP].

6 | Account Name

Enter the account name for this equipment to access the POP3 server.
You can enter up to 96 alphanumerical characters and symbols.

[Authentication] option.

Enter the account name without the domain name when [NTLM/SPA] or [Kerberos] is selected in the

7 | Password

Enter the password for this equipment to access the POP3 server. You
can enter up to 96 alphanumerical characters and symbols.

8 | Scan Rate

Enter how often this equipment should access the POP3 server for new
messages. You can enter a value in the range from 0 to 4096. “5” is set
as the default.

9 | Port Number

Enter the port number to access the POP3 server. The SSL port number
depends on the port setting in the POP3 server. You can enter a value in
the range from 1 to 65535. Generally the default value “110” is used.

10 | SSL Port Number

Enter the port number to access the POP3 server using SSL. The SSL
port number depends on the port setting in the POP3 server. Generally
"995" is used.

11 | POP3 Client Connection
Timeout(1-180)

Enter a timeout period for quitting communication when no response is
received from the POP3 server. Specify within the range from 1 to 180
seconds. “30” is set as the default.

Q Setting up FTP Client

In FTP Client, you can specify the default port number used for the Save as file using the FTP protocol.

FTP Client

1 ————ssLsetting

2 e Diefault Port Mumber

Selecting 'Save'inthe Main Window is required to Save the new settings

Accept all certificates without CA -
21

Item name

Description

1 | SSL Setting

Spec:lfy the certificate used in the SSL.
Disable — Select this to disable the SSL.

» Verify with imported CA certification(s) — Select this to use the
registered certificate(s).

* Accept all certificates without CA — Select this to use all
certificates.

2 | Default Port Number

Enter the port number to access the FTP site. The port number depends
on the port setting in the FTP site. You can enter a value in the range from
1 to 65535. Generally the default value "21" is used.
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0 Setting up FTP Server

In FTP Server, you can enable or disable the FTP server functions.

FTP Server
Selecting 'Save'in the Main Window is required to Save the new settings.

1 s Eniable FTP Setver Enable -
2 ———Enahle 55L Disable -
3 ———— Default Port Murnber 21

4 ————s5LPor Humber 980

Item name Description

1 | Enable FTP Server Select whether the FTP server is enabled or disabled. Select [Enable] to

enable the following functions.

e FTP printing

* Reading/writing the address book data using the Address Book Viewer

* Backing up/Restoring the e-Filing data using the e-Filing Backup/
Restore Utility

[Enable] is set as the default.

2 | Enable SSL Select whether the SSL (Secure Sockets Layer) is enabled or disabled for
the FTP server. [Disable] is set as the default.

Not all operating systems support SSL for all protocols.

3 | Default Port Number Enter the port number for the FTP server. You can enter a value in the
range from 1 to 65535. Generally the default value "21" is used.

When the same port number as the secondary one in the HTTP setting (SSL port number when SSL
in the HTTP setting is enabled) is selected, you cannot access TopAccess or the e-Filing web utility.
If you set it by mistake, use the control panel of the equipment to change the HTTP setting and enter
the correct port number.

4 | SSL Port Number Enter the port number that is used to access this equipment using FTP
with SSL. The port number depends on the port setting in the FTP server.
You can enter a value in the range from 1 to 65535. Generally the default
value "990" is used.

When the same port number as the secondary one in the HTTP setting (SSL port number when SSL
in the HTTP setting is enabled) is selected, you cannot access TopAccess or the e-Filing web utility.
If you set it by mistake, use the control panel of the equipment to change the HTTP setting and enter
the correct port number.
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0 Setting up SLP Session

When SLP is enabled, this equipment becomes a Service Agent that responds to requests from a User Agent
for searching particular services and registers services to a Directory Agent.

Tip

The SLP setting only supports the print services shown below.
Raw TCP print, LPD print, IPP print, WSD print, SMB print, FTP print

About the "printer-location" attribute of SLP

SLP has an attribute called "printer-location" as one of the services provided. The information of "printer-
location" is the device setting information on the [General] submenu of the [Setup] menu on the
[Administration] tab page, and that of the [Location] field of [Device Information] on the [Device] tab page.
Turn the equipment off and on if you have changed [Location] from TopAccess. The change is reflected in
"printer-location" of SLP after the equipment is restarted.

SLP Session
Selecting 'Save'in the Main Window is required to Save the new settings.

1 e Enable SLP Enable -

2 ——TL ]
3 ——soope DEFAULT
Item name Description
1 | Enable SLP Select whether SLP service is enabled or disabled. [Enable] is set as the
default.
2 |TTL Set TTL (Time To Live, a scope in the network that provides SLP service).
This is to enable the communication among User Agents and Directory
Agents located on different networks.
3 | Scope Set this for specifying the scope of groups that provide SLP services. The
default value is "DEFAULT".
Set this for specifying the scope of groups that provide SLP services.
Tips
* More than one group can be entered for [Scope] by separating them with a comma.
e Characters ()\!<=>~;* + cannot be entered in the scope.
* Do not leave this field blank or the SLP setting will be disabled.
* You can search a particular service using Konqueror (SUSE Linux) or SLPSNOOP utility (Novell
client) which is a User Agent (UA).
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0 Setting up SNMP Network Service

In SNMP Network Service, you can enable or disable the SNMP to monitor the device status using a network
monitoring utility. If an administrator wants to monitor the device status with a monitoring utility, programmed
to match the MIB, you must enable the SNMP and SNMP Traps.

SNMP Network Service
Selecting 'Save'in the Main Windaow is required to Sawe the new seftinas.

] —— Enable SHMP V172 Enable -
2 — Read Comrmunity public
3 — Read Write Community private
4 e Eniabile SMMP %3 Disable -

5 ——{ii]
SHMP V3 User Information

[Humber— [User Mame |Awthentication Protocal |Privacy Pratocol |Permissions Level

[} |1 |M |HMAC7MD5 |Nnr\a |Aumwstramr

© —— Enable SHMP ¥ Trap Disable +

7 —— SHMP Y3 Trap UserName

8 SNMP 3 Trap 1 Protocal HWAC-MDE ~

9 SMMP Y3 Trap i 1 Passward

1 Q) ———— SHMP 3 Trap Privacy Protocol Mone -

1 1 — SNMMP V3 Trap Privacy Password

4 2 ———— Enable Autnentication Trap Enable ~

13—— Enahle Alerts Trap Enable ~

14—— IP Trap Address1 a 0 0 0
IP Trap Address2 o o a a
IP Trap Address3 o o a a
IP Trap Addressd o o a a
IP Trap Addresss a 0 a a
IP Trap Addresst a 0 a a
IP Trap Address? a 0 a a
IP Trap AddressB a 0 a a
IP Trap Addressd a 0 a a
IP Trap Address10 o 0 a a

15—— IP Trap Community public

1 6 —— | Trap Address
Item name Description

1 | Enable SNMP V1/V2 Select whether SNMP V1/V2 monitoring with MIB is enabled or disabled.

This must be enabled to allow users to connect using
TopAccessDocMon, TWAIN driver, File Downloader, or the Address
Book Viewer. [Enable] is set as the default.

2 | Read Community Enter the SNMP read community name for the SNMP access. You can
enter up to 31 alphanumerical characters and symbols other than =, ;
(semicolon), #, and \ (backslash). “public” is set as the default.

* It is recommended to change the default Read Community name for security reasons.

* If changing the Read Community name, match the setting with the applications in use.
Otherwise, applications that use MIB (TopAccess, TWAIN driver, File Downloader, and
AddressBook Viewer) will become unavailable. The SNMP communication of the printer driver
also will be unavailable, so that obtaining the configurations, confirming the department code,
and obtaining the available boxes in e-Filing will be disabled.

* When you leave the [Read Write Community] option blank, the SNMP communication between
the SNMP Browser of the Client computer and this equipment will be disabled.
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Item name

Description

Read Write Community

Enter the SNMP Read Write community name for the SNMP access. You
can enter up to 31 alphanumerical characters and symbols other than =,
; (semicolon), #, and \ (backslash). “private” is set as the default.

* Itis recommended to change the default Read Write Community name for security reasons.

* If changing the Read Write Community name, match the setting with the applications in use.
Otherwise, applications that use MIB (TopAccess, TWAIN driver, File Downloader, and
AddressBook Viewer) will become unavailable. The SNMP communication of the printer driver
also will be unavailable, so that obtaining the configurations, confirming the department code,
and obtaining the available boxes in e-Filing will be disabled.

Enable SNMP V3

Select whether SNMP V3 monitoring with MIB is enabled or disabled.
This must be enabled to allow users to connect using
TopAccessDocMon, TWAIN driver, File Downloader and the
AddressBook Viewer.

Create SNMP V3 User
Information

SNMP V3 user information registered into this equipment is displayed in
a list. SNMP V3 user information can be registered, edited, deleted or
exported. For the details, see the following:

P.253 “Registering or editing SNMP V3 user information”

P.254 “Exporting SNMP V3 user information”

P.256 “Deleting SNMP V3 user information”

Enable SNMP V3 Trap

Select whether SNMP V3 Trap is sent or not. [Disable] is set as the
default.

SNMP V3 Trap User Name

Enter an SNMP V3 Trap User Name. You can enter up to 31
alphanumerical characters and symbols.

SNMP V3 Trap
Authentication Protocol

Select an authentication protocol.
* HMAC-MD5 — Select this to use HMAC-MD5.
* HMAC-SHA — Select this to use HMAC-SHA.

SNMP V3 Trap
Authentication Password

Enter an authentication password. You can enter up to 31
alphanumerical characters and symbols.

10

SNMP V3 Trap Privacy
Protocol

Select a protocol for data encryption.

* None — Select this not to encrypt data.

* CBC-DES — Select this to use CBC-DES.

* CFB-AES-128 — Select this to use AES-128 (CFB mode).

1

SNMP V3 Trap Privacy
Password

Enter a privacy password. You can enter up to 31 alphanumerical
characters and symbols.

12

Enable Authentication Trap

Select whether to send SNMP Traps when this equipment is accessed
using SNMP V1/V2 from a different read community. [Enable] is set as
the default.

13

Enable Alerts Trap

Select whether to send SNMP V1/V2 Traps when an alert condition
occurs. [Enable] is set as the default.

14

IP Trap Address 1 to 10

Enter the IP address where the SNMP Traps will be sent. You can
specify up to 10 addresses. Specify within the range from 0 0 0 0 to 255
255 255 255.

15

IP Trap Community

Enter the trap community name for the IP Traps. You can enter up to 31
alphanumerical characters and symbols. “public” is set as the default.
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Item name Description

16

IPX Trap Address Enter the IPX address where the SNMP Traps will be sent. You can enter

up to 20 alphanumerical characters and symbols.

When you want to use a user name registered in the SNMP V3 User Information list as an SNMP V3
Trap User Name, you must enter the same protocols and passwords registered for the
authentication protocol, authentication password (not displayed on the list), privacy protocol and
password (not displayed on the list) into the fields such as [SNMP V3 Trap Authentication Protocol],
[SNMP V3 Trap Authentication Password], [SNMP V3 Trap Privacy Protocol] and [SNMP V3 Trap
Privacy Password].

If they do not match, information registered in the list will be adopted.
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[Create SNMP V3 User Information] screen

You can display this screen by clicking the [New] button in the Create SNMP V3 User Information page.

HMAC-WDS ~

Create SNMP V3 User Information
] ———ContextName
2 — Uzt Mame
3 e AuithiENtiCETION Praotocol
4 m—— Authentication Passward
B ——— Fiivacy Protocol
6 — Privacy Password
7 = Permissions Level

General User =

Tip

Clicking [Save] on the [Create SNMP V3 User Information] screen instantly registers the SNMP V3 user
information, enabling the registered user to access this equipment via SNMP over a network.

Item name

Description

Context Name

Displays the context name.

2 | User Name

Enter the user name. You can enter up to 31 alphanumerical characters
and symbols.

3 | Authentication Protocol

Select an authentication protocol.
* HMAC-MD5 — Select this to use HMAC-MD5.
* HMAC-SHA — Select this to use HMAC-SHA.

4 | Authentication Password

Enter the password when the Authentication option is enabled. You can
enter up to 31 characters.

5 | Privacy Protocol

Select a protocol for data encryption.

* None — Select this not to encrypt data.

* CBC-DES — Select this to use CBC-DES.

* CFB-AES-128 — Select this to use AES-128 (CFB mode).

6 | Privacy Password

Enter the password for the user information. You can enter up to 31
alphanumerical characters and symbols.

7 | Permissions Level

Select the access permission level of the SNMP V3 user.

* General User — Select this to permit only the reading of data.

¢ Administrator — Select this to permit both the reading and writing of
data.
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0 Setting up Web Services Setting

In Web Services Print and Web Services Scan, you can set the Web Services Setting. The Web Services
Print operations and Web Services Scan operations are performed on client computers with Windows Vista/
Windows 7/Windows Server 2008 through a network.

Web Services Setting
Selecting 'Save' in the Main Window is reguired to Save the new settings.
General
1 ———EnablessL Disable ~
2 s Fri2dly Marme
Print
3 — e Services Print Enable -
4 e FriitEF MalTIE
5 e Ptintter Infarmation
Scan
6 — e Serices Scan Enable ~
7 — SrANNET NaMme
8 — Sranner Information
9 —— Authentication for PG Initiated Scan Accept any job -
Mote:Accept any job | Accounted as Guestif user name is invalid. (Enahle Guest account with Remote Scan permission)
Item name Description
1 | Enable SSL Specify whether or not to use SSL in Web Service.
* Enable — Select this to use SSL.
» Disable — Select this no to use SSL.
2 | Friendly Name Assign the friendly name for this equipment. You can enter up to 127
characters and symbols other than =, ; (semicolon), #, /, \ (backslash), :, *,
?,",>,<,],1, and, (comma).
3 | Web Services Print Select whether the Web Services Print is enabled or disabled.
¢ Enable — Select this to enable the Web Services Print.
* Disable — Select this to disable the Web Services Print.

To enable Web Services Print using SSL, a certificate must be installed in this equipment or a client
computer. For the details, see the following pages:
P.305 “[Security] How to Set and How to Operate”

4 | Printer Name Assign the printer name for this equipment. You can enter up to 127
characters and symbols other than =, ; (semicolon), #, /, \ (backslash), :, *,
?,", >, <, and |. “MFP model name-Serial number” is set as the default.

5 | Printer Information Assign the printer information for this equipment. You can enter up to 127
characters other than =, ; (semicolon), #, and \ (backslash).

6 | Web Services Scan Select whether the Web Services Scan is enabled or disabled.
¢ Enable — Select this to enable the Web Services Scan.
¢ Disable — Select this to disable the Web Services Scan.

7 | Scanner Name Assign the scanner name for this equipment. You can enter up to 127
characters and symbols other than =, ; (semicolon), #, /, \ (backslash), :, *,
?,",>, <, and |. “MFP model name-Serial number” is set as the default.

8 | Scanner Information Assign the scanner information for this equipment. You can enter up to
127 characters other than =, ; (semicolon), #, and \ (backslash).
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Item name Description

9 | Authentication for PC Specify whether to enable user authentication before accepting a scan

Initiated Scan from a client PC.
* Do not accept any job — Select this not to accept any jobs

regardless of the result of user authentication.

* Accept the job if user name is valid — Select this to accept jobs
only after successful user authentication.

* Accept any job — Select this to accept any jobs regardless of the
result of user authentication.

0 Setting up LLTD Session

Enable this setting for confirming the device connection status, installing devices or accessing the TopAccess.
This setting also allows you to discover the desired device over the local network and view device information
such as location, IP address, MAC address or profile on the Network Map under the Windows Vista/Windows

7/\Windows Server 2008 environment.

LLTD Session
Selecting 'Save’ in the Main Window is reguired to Save the new settings.

1 ———EnableLLTD Enable =
2 ———Device Name MFPO7053510

Item name Description

1 | Enable LLTD Select whether the LLTD setting is enabled or disabled.
* Enable — Enables the LLTD.
* Disable — Disables the LLTD.

2 | Device Name Enter a device name to be displayed on the Network Map.
You can enter up to 16 characters and symbols other than =, ;
(semicolon), #, and \ (backslash).
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0 Setting up Wake Up Setting

This section describes how to set network access during the Super Sleep mode or the Sleep mode (for
models in which no Super Sleep mode is installed).

Use this setting for cases such as when you want to recover this equipment from the Super Sleep mode or the
Sleep mode (for models in which no Super Sleep mode is installed) by searching it over a network.

* The [Wake Up Setting] setting is enabled when sending an unspecified number of MFP data through
"broadcasting" and sending multiple data with MFP specified through "multicasting". The [Wake Up
Setting] setting is disabled when using "unicast" which specifies an address and sends.

* This setting can be enabled only when [Enable] is selected for the Super Sleep mode or the Sleep
mode (for models in which no Super Sleep mode is installed) setting. If not selected, the Wake Up
setting is disabled because this equipment does not enter the Super Sleep mode or the Sleep mode
(for models in which no Super Sleep mode is installed).

P.158 “Setting up Energy Save”

Wake Up Setting
Selecting 'Save'in the Main Window is required to Save the new settings

Please set the protocol for Wake up from Super Sleep mode
Selectup to 7 items
*This setting is valid only for broadcast and multicast

1 Protocol
ARP

SHMP for Pvd

SHMP fior Py

SMB

Borjour for Pvd

Borjour for Pv6

Heighbor Discovery (Link Local Address)

Heighbor Discovery (Manual/Stateful Address)

LLMMR

LLTD

SLP

Whigh Services for [Pvd

OE|oo|oEo|DEEOEE

Whieh Services for IPvE
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Item name Description

1 | Protocol Select the protocols to be used for recovering this equipment from the
Super Sleep mode or the Sleep mode (for models in which no Super
Sleep mode is installed). The selectable number of protocols differs
depending on the models.
* ARP
Select this to enable address resolution when this equipment is used
under IPv4 environment.
e SNMP for IPv4
Select this to search this equipment over the network with SNMP
protocol when Client Utilities is used under IPv4 environment.
* SNMP for IPv6
Select this to search this equipment over the network with SNMP
protocol when Client Utilities is used under IPv6 environment.
» SMB
Select this to enable domain name resolution when NetBIOS name is
used under IPv4 environment.
* Bonjour for IPv4
Select this to search this equipment over the network with the Bonjour
protocol when it is used under IPv4 environment.
* Bonjour for IPv6
Select this to search this equipment over the network with the Bonjour
protocol when it is used under IPv6 environment.
* Neighbor Discovery(Link Local Address)
Select this to enable address resolution when this equipment is used
under IPv6 environment.
* Neighbor Discovery (Manual/Stateful Address)
Select this to enable address resolution when this equipment is used
under IPv6 environment.
e LLMNR
Select this to enable domain name resolution when NetBIOS name is
used under IPv6 environment.
e LLTD
Select this to search this equipment over the network with Nmap
display when Network Mapper is used.
e SLP
Select this to enable service discovery when SLP is used.
e Web Services for IPv4
Select this to search this equipment over the network with WS-
Discovery under IPv4 environment.
e Web Services for IPv6
Select this to search this equipment over the network with WS-
Discovery under IPv6 environment.

¢ The protocol selecting list of the Wake Up setting is made to select the desired protocols regardless of
whether the selected protocol is enabled or disabled on each protocol setting. If the selected protocol is
disabled in its protocol setting, however, the Wake Up setting is disabled too and therefore this
equipment will not be recovered from the Super Sleep mode or the Sleep mode (for models in which no
Super Sleep mode is installed).

* When no response is returned from this equipment after you access the network even if a protocol
selected on this setting is used, retry the access.

194 [Setup] ltem List



Tip
For communications using the following protocols, or for "unicast" communications that specify addresses,
even if wake up settings are not applied, the device can return from Super Sleep mode (models without
Super Sleep mode use Sleep mode).
- IPP
- FTP
- HTTP
- SMB
- SMTP
- SNMP
- RAW9100
- LPD
- WebService
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Q Setting up IP Security

With the IP security function, you can enable data encryption communication using IPsec (IP Security
Protocol).

Tip
With the [Flush Connections] button, if the keys for IPsec communication are leaked or a security violation
occurs, you can manually delete (flush) the current session with the flush connection function and start a

new session. If you want to delete the information of SAD (Security Association Database) for any reason,
you can delete it in the same way.

IP Security
1 s Rt UMY Selecting 'Save’ in the Main Window is required to Save the new settings
2 e Enable IPzec Disable -
3 ——rFaliy -
4 —Fiter | Manual Key| IKE Jey | Profiie | Policy
S V=
6
7 ‘ |FmerName Fitter & |ion
8
Item name Description
[Return] button Closes the [IP Security] screen.
2 | Enable IPsec Specify whether or not to enable IPsec.
¢ Enable — Enables IPsec.
e Disable — Disables IPsec.
3 | Policy Select a policy to use in IPsec.

To enable data encryption communication using IPsec, you must first
create IPsec policies according to your system environment.
P.207 “[Add Policy] / [Modify Policy] screen”

4 | Filter Creates a filter for the IPsec environment.

[Add] button — You can add a filter on the [Add Filter] screen.

P.198 “[Add Filter] / [Modify Filter] screen”

[Delete] button — Select filters to delete and click the [Delete] button to
delete them.

Filter Name — Click a registered filter name to modify its content.

P.198 “[Add Filter] / [Modify Filter] screen”

Filter Action — Displays the action of the registered filter.

5 | Manual Key Set the IPsec manual key.
[Add] button — You can add a manual key on the [Add Manual Key]
screen.

P.200 “[Add Manual Key] / [Modify Manual Key] screen”

[Delete] button — Select manual keys to delete and click the [Delete]
button to delete them.

Manual Key Name — Click a registered manual key name to modify its
content.

P.200 “[Add Manual Key] / [Modify Manual Key] screen”

Encryption Algorithm — Displays the registered encryption algorithms.
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Item name Description

IKE Key Set the IPsec IKE key.

[Add] button — You can add an IKE key on the [Add IKE] screen.
P.201 “[Add IKE] / [Modify IKE] screen”

[Delete] button — Select keys to delete and click the [Delete] button to
delete them.

Key Name — Click a registered key name to modify its content.

P.201 “[Add IKE] / [Modify IKE] screen”

IKE Type — Displays the registered IKE types.

Profile First create a filter and a manual key or IKE key according to your IPsec
environment, and then create profiles by combining them.

[Add] button — You can add a profile on the [Add Profile] screen.
P.205 “[Add Profile] / [Modify Profile] screen”

[Delete] button — Select profiles to delete and click the [Delete] button
to delete them.

Profile Name — Click a registered profile name to modify its content.
P.205 “[Add Profile] / [Modify Profile] screen”

Profile Mode — Displays the registered profile mode.

Policy Create a policy to use in IPsec by combining the registered profiles.
[Add] button — You can add a policy on the [Add Policy] screen.

P.207 “[Add Policy] / [Modify Policy] screen”

[Delete] button — Select policies to delete and click the [Delete] button
to delete them.

Policy Name — Click a registered policy name to modify its content.
P.207 “[Add Policy] / [Modify Policy] screen”
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[Add Filter] / [Modify Filter] screen

You can display this screen by clicking the [Add] button for Filter or a registered filter name.
You can create a filter to use in IPsec.

1 ——24dFilter
i @ Car:cel @ Selecting 'Save’ in the Main Window is required to Save the new settings
_——
4 Filter Name |
5 = |nternet Protocol Version 1Pt ~
6 — Source Address Iy P Address
7 = Destination Address Any IP Address hd
8 —— Protocol Type Any -
9 — SOUNCE PO Any
1 0 —— e stination Port Any
11 = Filter Action
© Permit
© Blnck
@ Megotiate Security
Security Protocol Type  ESP -
1 Modify Filter
2 @ Cancel @ Selecting 'Save’ in the Main Window is required to Save the new settings
_
4 ———FillerNams testD]
5 e Internet Protocol Version IPvd ~
6 ——— Source Address My 1P Address
7 ——— Destination Address Any IP Address -
8 e PrOtOCO] TypE Any -
9 —— Gource Fort Any
1 0 e Dzstination Port Any
11 ———Filter Action
© Permit
© Blnck
@ Megotiate Security
Security Protocol Type  ESP -

Item name Description

1 | [OK] button Saves the folder setting.

2 | [Cancel] button Cancels registration of the folder.

3 | [Reset] button Returns the settings to the defaults.

4 | Filter Name Enter a filter name. You can enter up to 63 alphanumerical characters
and symbols other than #, %, &, +, \ (backslash), ' (apostrophe), ;
(semicolon), , (comma), ", and =.

5 | Internet Protocol Version Select the IP version for IPsec.
e IPv4 — Select this to use IPsec under the IPv4 environment.
* IPv6 — Select this to use IPsec under the IPv6 environment.

6 | Source Address The IP address of this equipment is set as the source address to which

the filter is applied. [My IP Address] is displayed in this box. This item
cannot be changed.
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Item name

Description

Destination Address

Specify the destination address for the communication to which the filter
is applied.

» Specific IP Address — Set a specific IP address. Enter the IP
address in the address input box.

* Subnet / Prefix — Set the destination with its IP address and subnet
mask. Enter the IP address and the prefix of the subnet mask directly
in the address input box.

* FQDN — Sets FQDN for the destination. Enter FQDN in the address
input box. You can enter up to 255 alphanumerical characters
including hyphen (-) and period (.). However, neither hyphen (-) nor
period (.) can be used as first or last character.

e Any IP Address — Set any IP address.

Protocol Type

Select a protocol for the filter.

¢ Any — Set any protocol.

* TCP — Select this to use TCP only.

e UDP — Select this to use UDP only.

¢ ICMP — Select this to use ICMP only.

Source Port

Specify the source port number. This setting is available only if you

selected TCP or UDP in the protocol type setting.

* Any — Set any source port.

* Port Number — Set the port number of the sender. Enter the port
number in the port number input box.

10

Destination Port

Set the destination port number. This setting is available only if you

selected TCP or UDP in the protocol type setting.

* Any — Set any destination port.

¢ Port Number — Set the port number of the destination. Enter the port
number in the port number input box.

1"

Filter Action

Set the operation of the filter.

* Permit — Select this to permit access from the specified destination.

* Block — Select this to block access from the specified destination.

* Negotiate Security — IPsec communication is performed with the
specified destination. When this item is set, you must select the
security protocol type to be used in IPsec communication from the
following:

- ESP — Select this to use ESP (Encapsulating Security Payload).
- AH — Select this to use AH (Authentication Header).
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[Add Manual Key] / [Modify Manual Key] screen

You can display this screen by clicking the [Add] button for Manual Key or a registered manual key name.

You can set a manual key to use in IPsec.

_ Add Manual Ke
— Y

*Required

Manual Key Mame

Encryption Algarithm

e H 15 h AlGIOFtHT

~NoO b W N=
|

e [nboUNd Key

Security Parameter Index
ESP Encryption Key
ESP Authentication Key
AH Authentication Key

8 —— Cuthound Key

Security Parameter Index
ESP Encryption Key
ESP Authentication Key

AH Authentication Key

0 1
OK| | Cancel || Reset | Selecting 'Save'in the Main Window is required to Save the new settings
1

Mone -

SHA1 -

5Pl should be between 256 and 4095

5Pl should be between 256 and 4095

* Required

Encryption Algorithm

Hash Algarithm
e | PR OUIN K

1
2
3
4 —— ffanual Key Name
5
6
7

Security Parameter Index
ESP Encryption Key
ESP Authentication Key
AH Authentication Key

8 —— Quthound Key

Security Parameter Index
ESP Encryption Key
ESP Authentication Key

AH Authentication Key

- Maqdify Manual Ke
— y Y

—_—
OK|| Cancel || Reset | Selecting 'Save'in the Main Window is required to Save the new settings
_

TESTOM

Mane -

SHAT -

300 5P should be between 256 and 4095

12345678501234567850
12345670901234567890

300 ~SP| should be between 258 and 4085

12345678501234567850
12345670901234567890

Item name Description

1 | [OK] button Saves the key setting.

2 | [Cancel] button Cancels registration of the key.

3 | [Reset] button Returns the settings to the defaults.

4 | Manual Key Name Enter the name of the manual key. You can enter up to 63
alphanumerical characters and symbols other than #, %, &, +, \
(backslash), ' (apostrophe), ; (semicolon), , (comma), ", and =.

5 | Encryption Algorithm Select an encryption algorithm.

* None — Select this not to perform data encryption.

* AES-256-CBC — Select this to use AES-CBC (256 bits).
AES-192-CBC — Select this to use AES-CBC (192 bits).
AES-128-CBC — Select this to use AES-CBC (128 bits).
3DES-CBC — Select this to use 3DES-CBC.

DES-CBC — Select this to use DES-CBC.
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Item name Description

6 | Hash Algorithm Select a hash algorithm.

* SHA1 — Select this to use SHA1.

* MD5 — Select this to use MD5.

* AES-XCBC-MAC — Select this to use AES-XCBC-MAC.

7 | Inbound Key Select a key for the receiving side.

Security Parameter Index Specify a security parameter index (SPI) for identification.
You can enter a value in the range from 256 to 4095.

ESP Encryption Key Enter an ESP (Encapsulating Security Payload) encryption key.
ESP Authentication Key Enter an ESP (Encapsulating Security Payload) authentication key.
AH Authentication Key Enter an AH (Authentication Header) authentication key.

8 | Outbound Key Select a key for the destination.

Security Parameter Index Specify a security parameter index (SPI) for identification.
You can enter a value in the range from 256 to 4095.

ESP Encryption Key Enter an ESP (Encapsulating Security Payload) encryption key.
ESP Authentication Key Enter an ESP (Encapsulating Security Payload) authentication key.
AH Authentication Key Enter an AH (Authentication Header) authentication key.

[Add IKE] / [Modify IKE] screen

You can display this screen by clicking the [Add] button for IKE Key or a registered key name.
You can set an IKE key to use in IPsec.

1 —Aid KE
_O'K_ Canc? \Eszﬂ Selecting 'Save'in the Main Window is required to Save the new settings
3
4 IKE Key Mame
5 ————IKEType
IKE Version
@ |KEw1{Main Mode)
Authentication Method [Mote: This selection will be applicable for all IKEv! seftinas]
Certificate
@ Preshared Key assssss
O IKEwZ
Authentication Method
Certificate
Freshared Key
Local ID IP Address
Remote ID IP Address
6 — Ses5i0N Key Settings
Generate a new key after 28300 iSeconds [C1Enable PFS
7 = FilterlKE Transforms
Integrity Encryption
SHa1 [T ses-256-CBC
[Cmos [ ags-132-cBC
[C] AES-HCBC-MAC AES-1268-CBC
[ aes-cTr
IDES-CBC
[7) pEs-cac
Diffie-Heliman algorithm  MODP 1024 (Group 2) -
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_Mlodify IKE
—
OK|| Cancel || Reset | Selecting 'Save' in the Main Window is required to Sawe the new settings.
|

— IKE Key Mame TESTO1

e |KE. Ty €
IKE Wersion

@ IKEw! (Main Mode)

Authentication Method [Mote: This selection will be applicable for all IKEv! seftinas]
Certificate
@ Preshared Key assass
@ IKEw2
Authentication Method
Certificate

Freshared Key

Local ID IP Address
Remate ID IP Address
6 — S 55101 Key Settings
Generate a new key after 28300 iSeconds [CIEnable PFS
7 s Filt ef IKE Transforms
Integrity Encryption
SHa1 [F aEs-256-CBC
o [C] ses-192-CBC
[7] pgs-reBCMAC AES-128-CBC
[ ses-cTr
3DES-CBC
[[] pes-cac
Difiie-Hellman algarithm  MODP 1024 (Group 2) -
Item name Description
1 | [OK] button Saves the key setting.
2 | [Cancel] button Cancels registration of the key.
3 | [Reset] button Returns the settings to the defaults.
4 | IKE Key Name Enter the name of the IKE key. You can enter up to 63
alphanumerical characters and symbols other than #, %, &, +, \
(backslash), ' (apostrophe), ; (semicolon), , (comma), ", and =.

Tip

Up to 30 IKE keys can be created.
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Item name ‘ Description

IKE Type:

IKEv1 (Main Mode) Select this to use IKEv1.

Certificate — Select this to use an electronic certificate. To select
this, IPsec certificate must be installed in this equipment in advance.
Preshared Key — Select this to perform authentication by sharing
key information with the recipient of the communication in advance.
Enter key information to be shared in the entry box. You can enter up
to 128 alphanumerical characters and symbols other than &, <, and ".

If you register more than one Preshared Key for IKEv1, only the
one that you registered last will be valid.

IKEv2 Select this to use IKEv2.

Certificate — Select this to use an electronic certificate. To select
this, IPsec certificate must be installed in this equipment in advance.
Preshared Key — Select this to perform authentication by sharing
key information with the recipient of the communication in advance.
Enter key information to be shared in the entry box. You can enter up
to 128 alphanumerical characters and symbols other than &, <, and ".

* Local ID — Select among IP Address, FQDN, Email and Key-ID.
When you have selected the Key-ID, enter the value to the
corresponding item. You can enter up to 128 alphanumerical
characters and symbols other than &, <, and ".

* Remote ID — Select among IP Address, FQDN, Email and Key-
ID. When you selected FQDN, Email or Key-ID, enter a value
corresponding to the item you selected. When you selected Key-
ID, enter the corresponding value. You can enter up to 128
alphanumerical characters and symbols except the following: & <
". When you selected Email, you can enter up to 192
alphanumerical characters. When you selected FQDN, you can
enter up to 255 alphanumerical characters including hyphen (-)
and period (.). However, neither hyphen (-) nor period (.) can be
used as first or last character.

Session Key Settings:

Generate a new key after Enter the interval between generating key information for IPsec
communications in seconds. Set the interval period for regenerating
key information for IPsec communication from 60 seconds to
604,800 seconds (7 days).

Enable PFS — Select the check box when using the PFS (Perfect
Forward Secrecy) function in IKE.
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Item name Description
7 | FilterlKE Transforms:
Integrity Select the authentication algorithm to be used in IKE.
* SHA1 — Select this to use SHA1.
* MD5 — Select this to use MD5.
* AES-XCBC-MAC — Select this to use AES-XCBC-MAC.
Encryption Select the encryption algorithm to be used in IKE.

AES-256-CBC — Select this to use AES-CBC (256 bits).
AES-192-CBC — Select this to use AES-CBC (192 bits).
AES-128-CBC — Select this to use AES-CBC (128 bits).
AES-CTR — Select this to use AES-CTR.

3DES-CBC — Select this to use 3DES-CBC.

e DES-CBC — Select this to use DES-CBC.

Diffie-Hellman algorithm

Select the Diffie-Hellman group to be used in IKE.

* MODP 768 (Group 1) — Select this to use the MODP group in
768 bits.

* MODP 1024 (Group 2) — Select this to use the MODP group in
1024 bits.

* MODP 2048 (Group 14) — Select this to use the MODP group in
2048 bits.

* Elliptic Curve P-256 (Group 19) — Select this to use Elliptic
Curve P-256.

* Elliptic Curve P-384 (Group 20) — Select this to use Elliptic
Curve P-384.

* Elliptic Curve P-521 (Group 21) — Select this to use Elliptic
Curve P-521.
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[Add Profile] / [Modify Profile] screen

You can display this screen by clicking the [Add] button for Profile or a registered profile name.
You can create a profile for an IPsec environment by combining the registered filter and either a manual key or
an IKE key.

)=

dd Profile
OK|| Cancel || Reset Selecting 'Sawe' in the Main Window is required to Save the new settings
|

————Frofile Mame |

A AW N=-

—TUNNE] Settings
Tunnel mode Mo =

IPdilPvE Address [

6 —HKey Selection
Key TESTO1(KEw1) ~

7 —PrOposals

ESF Transforms AH Transfarms Session Key Seftinas
integrity [Encryption
SHad [[] aEs-256-cBC ESSoKE S eHigs]
] mps [Fags-192-coC [ senerste & new key atter | 3500 Seconds
[0 2es-xcac AFS-126-CBC [ ags-xcBC [ Generats s nsw ke atter MBytes
[7] aes-cTR
IDES-CBC
[7) pEs-cac
[0 Wene

[ClIPCOMP Transform

8 ——irFiter

Move L tove Down
"

[mowe | [Fiter Name [ Fiter Action | Destination Address |
| ® | [] |lastﬂ1 |Negutia1e Security |Any P Address |
Modify Profile

—_—
OK|| Cancel || Reset Selecting "Save' in the Main Window is required to Save the new settings
|

————Frafile Marne TESTO1|

—TUNNE] Settings

Tunnel mode Yes -

IPwdiIPvE Address 19216811

6

Key TESTONIKEY) ~

7 e P 0P 05 2lS.

ESP Transforms AH Transforms Session Key Settings
intesrity Encryption -
il ik Eession Key Sefings
SHat [] aes-2s8-cac SHAY
[7] Generste a new key after (500 /Secands

[ wos [l #es-182-cC Flvos
[ aEs-xcBC LES128-CBC Elaesxene [ Generate a new key after | 100000 MEyvtes

[ ses-cTr

3DES-CBC

[0 pes-cBC

[T mone

[F1IPCOMP Transform

8 ——irritter

| Mave Up || Move Down |

| WMove | | Fitter Maime | Fiter Action | Destination Address |
EECE [FoooteSooty |y P coress |
Item name Description
[OK] button Saves the profile setting.
2 | [Cancel] button Cancels registration of the profile.
3 | [Reset] button Returns the settings to the defaults.
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Item name

Description

4 | Profile Name

Enter the profile name. You can enter up to 63 alphanumerical
characters, including hyphen (-) and underscore (_).

Tip

Up to 30 profiles can be created.

5 | Tunnel Settings:

Tunnel mode

Select whether or not to use tunnel mode for IPsec communications.

* Yes — Select this to use the tunnel mode.

* No — Select this not to use the tunnel mode. (The transport mode
will be used instead.)

IPv4/IPv6 Address

Enter the IP address for the gateway which encrypts and decrypts
data in tunnel mode.

6 | Key Selection:

Key

Displays the IKE key settings registered in the equipment. IKE keys
already registered in this equipment are displayed.

7 | Proposals:

ESP Transforms

Specify the transform for ESP.

* Integrity — Selects the authentication algorithm to be used in
ESP.
- SHA1 — Select this to use SHA1.
- MD5 — Select this to use MD5.
- AES-XCBC — Select this to use AES-XCBC.

* Encryption — Selects the encryption algorithm to be used in
ESP.
- AES-256-CBC — Select this to use AES-CBC (256 bits).
- AES-192-CBC — Select this to use AES-CBC (192 bits).
- AES-128-CBC — Select this to use AES-CBC (128 bits).
- AES-CTR — Select this to use AES-CTR.
- 3DES-CBC — Select this to use 3DES-CBC.
- DES-CBC — Select this to use DES-CBC.
- None — Select this not to perform data encryption.

AH Transforms

Specify the transform for AH.
* Integrity — Selects the authentication algorithm to be used in
AH.
- SHA1 — Select this to use SHA1.
- MDS5 — Select this to use MD5.
- AES-XCBC — Select this to use AES-XCBC.

Session Key Settings

Specify the session key for IPsec communications.

* Session Key Settings — Sets an interval for regenerating the
session key. The interval can be set in time or the amount of data.
Select the desired check box and then key in the value in the
entry box.

- Generate a new key after [ /Seconds — Specify the interval
between key generations in seconds. Specify within the range
from 180 to 86,400 seconds (24 hours).

- Generate a new key after [ ]/KBytes — Specify the data
volume between key generations in Kbytes. Specify within the
range from 20,480 to 214,783,647 Kbytes.

IPCOMP Transform

Select if using the IPCOMP transform.

8 | IP Filter

You can display a list of filter settings registered in this equipment.
Select the check box for the filter to be applied to the profile. If more
than one filter is registered, you can change their order in the list.
Click [Move] for the desired filter, and then click [Move Up] or [Move
Down] to move the filter.
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[Add Policy] / [Modify Policy] screen

You can display this screen by clicking the [Add] button for Policy or a registered policy name.
You can create a policy to use in IPsec by combining the registered profiles.

Add Policy il
; :—@@] Selecting 'Save'in the Main Window is reguired to Save the new settings. ‘E
3 ——Falicy Narme L
4 ————  [Frofiename ] )

‘DlTESTUW |

Modify Policy d
; :—@@ Selecting 'Save’ in the Main Window is required to Save the new settings ‘E
3 ———— Pulicy Name TESTO1 L
4 ———  [Profietame | )

||TESTD1 |

Item name Description
[OK] button Saves the profile setting.

2 | [Cancel] button Cancels registration of the profile.

4 | Policy Name Enter the policy name. You can enter up to 63 alphanumerical
characters and symbols other than #, %, &, +, \ (backslash), ‘ (single
quotation), ; (semicolon), , (comma), “ (double quotation) and =.

Tip
Up to 10 policies can be created.

4 | Profile Name Select profiles to apply to the policy.

You can select multiple profiles.
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H Copier settings

You can specify copier settings.

Tip

The [Copier] submenu can be accessed from the [Setup] menu on the [Administration] tab.
See the following pages for how to access it and information on the [Setup] menu:

P.24 “Access Policy Mode”
P.154 “[Setup] Item List”

P.208 “Setting up Default setting”
P.211 “Setting up Copy Job Enforcement Continue”

0 Setting up Default setting

In Default setting, you can set the default copier settings that apply for copy operation from the touch panel.

Copier Setting

Default setting
1 — Color Mode Full Color - =
2 Original Mode for Color Text/Phota -
3 e Ofig 0121 Mo fr Black Text/Photo -
5 e Ep0 5 U E fOr COlOP tanual -
6 e P05 U E fOF BlaCk Auto -
7 e B35 S TR Plain -
8 — HOOK = 2 Open from left  ~
9 —lfagazine Sort Open from left =
1 0 e 21111 { 4111 Write Laterally =
11 ——tfaimum Copies 9993
12 — futo 2-sided Mode OFF -
1 3 ———=zortmade Priarity MNon-Sort ~
4 : Resolution 300dpi =

Item name

Description

1 | Color Mode ™

Select the default color mode for copying.

Auto Color — The equipment automatically judges the type of each
color on originals. Colored originals are copied in full colors and black
and white originals are copied in black and white.

Full Color — All originals are copied in full colors.

Black — All originals are copied in black and white.

Only [Black] can be selected when the No Limit Black function is enabled. For the details of the No
Limit Black function, refer to the MFP Management Guide / User’s Manual Advanced Guide.

2 | Original Mode for Color ™!

Select the default original mode for color originals.

Text/Photo — Originals with text and photographs mixed.

Text — Originals with text (or text and line art) only.

Photo — Originals with general photographs on photographic printing
paper.

Printed Image — Originals with photogravure (e.g. magazine,
brochure).

Map — Originals with fine illustrations or text.
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Item name

Description

Original Mode for Black *'/
Original Mode

Select the default original mode for black and white originals.

» Text/Photo — Originals with text and photographs mixed.

* Text — Originals with text (or text and line art) only.

* Photo — Originals with photographs.

 Image Smoothing "2 — Originals with text and photographs mixed
(especially originals requiring higher reproducibility on photos).

+ Blue Original > — Select this to copy originals printed with erasable
toner.

Resolution "1 "2

Select the default copier resolution.
* 300dpi — Select 300 dpi resolution.
* 600dpi — Select 600 dpi resolution.

Exposure for Color

Select the type of image density for color copies.

* Auto — Select this to set the Auto mode as the default exposure for
color copy. The Auto mode automatically detects the density of the
original to make copies at the optimum exposure.

* Manual — Select this to set the Manual mode as the default exposure
for color copy. The manual mode allows you to manually specify the
density of the original.

Exposure for Black “1/
Exposure

Select the type of image density for black and white copies.

¢ Auto — Select this to set the Auto mode as the default exposure for
black and white copies. The Auto mode automatically detects the
density of the original to make copies at the optimum exposure.

* Manual — Select this to set the Manual mode as the default exposure
for black and white copies. The manual mode allows you to manually
specify the density of the original.

Bypass feed

Select the default paper type for the Bypass Tray.

BOOK > 2 2

Select the default page arrangement of the book-type originals for Book

to 2-sided copies. Available only when the Automatic Duplexing Unit is

installed.

* Open from left — Select this to copy the booklet originals that are
read from a left page.

* Open from right — Select this to copy the booklet originals that are
read from a right page.

Magazine Sort 2

Select the default page arrangement for magazine sort copies. Available

only when the Automatic Duplexing Unit is installed.

* Open from left — Select this to create a booklet that can be read
from the left page.

* Open from right — Select this to create a booklet that can be read
from the right page.

10

2in1/ 4in1

Select the default page arrangement for 2in1/4in1 copies.

* Write Laterally — Select this to copy two pages or four pages from
left to right or top to bottom. When the portrait originals are copied
using 2in1 or 4in1, this equipment copies them from left to right. When
the landscape originals are copied using 2in1 or 4in1, this equipment
copies them from top to bottom.

* Write Vertically — Select this to copy each two pages or four pages
from right to left or top to bottom. When the portrait originals are
copied using 2in1 or 4in1, this equipment copies them from right to
left. When the landscape originals are copied using 2in1 or 4in1, this
equipment copies them from top to bottom.

1

Maximum Copies

Select the maximum numbers of pages that users can specify for
copying. You can select from [9999]2, [999], [99] or [9].
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Item name

Description

12 | Auto 2-sided Mode

Select how the 2-sided mode initially applies to copy settings when
originals are set in the Reversing Automatic Document Feeder. Available
only when the Reversing Automatic Document Feeder and the Automatic

Duplexing Unit are installed.

* OFF — Select this to initially apply [1->1 SIMPLEX] when originals
are set in the Reversing Automatic Document Feeder.

* One-sided/Double-sided — Select this to initially apply [1->2
DUPLEX] when originals are set in the Reversing Automatic
Document Feeder.

* Double-sided/Double-sided — Select this to initially apply [2->2
DUPLEX] when originals are set in the Reversing Automatic
Document Feeder.

* User Selection — Select this to initially display the screen to select
the 2-sided mode when originals are set in the Reversing Automatic
Document Feeder.

13 | Sort Mode Periority

Select the default sort mode for copying.

* Non-Sort — Copies exit without sorting.

» Staple — Copies exit with their corner stapled.

* Sort — Copies exit in the same page order as the originals one set
after another.

* Group — Copies grouped by page exit.

*1 Available only for models that support color printing.
*2 This function is not available for some models.

*3 Default for e-STUDIO307LP.
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0 Setting up Copy Job Enforcement Continue

Copy Job Enforcement Continue

1 ——AUtornatic Chanoge Of Paper Source
2 e P aper Of Different Direction

3 — A0t Exit Tray Change (Cascade Prinf
4 ——Suspend Printing if Stapler Empty

5 = Continue Printing when Punch Dust is full

OFF =
OFF ~
OFF =
oN -
OFF =

Item name

Description

Automatic Change Of Paper
Source

Specify whether or not to change the paper source automatically when
the size of the original and the paper in the paper source do not match.
* ON — Select this to change the paper source and continue processing
the job.
* OFF — Select this to stop the job.

Paper Of Different Direction
*1

Specify whether or not to copy on paper which is loaded in the paper

source in a different orientation from the original.

* ON — Select this to continue processing the job by copying on paper
in a different orientation.

* OFF — Select this to stop the job.

Auto Exit Tray Change
(Cascade Print)

Specify whether or not to switch the receiving tray automatically.

* ON — Select this to continue processing the job by switching the
receiving tray.

* OFF — Select this to stop the job.

Suspend Printing if Stapler
Empty

Specify whether to stop printing when staples run out.
* ON — Select this to stop printing when staples run out.
* OFF — Select this not to stop printing when staples run out.

Continue Printing when
Punch Dust is full !

Specify whether to continue printing when the punch dust bin is full.

* ON — Select this to continue printing even when the punch dust bin is
full.

* OFF — Select this to stop printing when the punch dust bin is full.

*1 This function is not available for some models.
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M Fax settings
You can specify fax settings.
Tip
The [Fax] submenu can be accessed from the [Setup] menu on the [Administration] tab.
See the following pages for how to access it and information on the [Setup] menu:

P.24 “Access Policy Mode”
P.154 “[Setup] Item List”

0 Setting up Fax Setting
In Fax Setting, you can set the default fax settings that apply to fax operations from the touch panel.
Tip

Some items may not be displayed or may not function on some models.

Fax Setting

1 m———Terminal D
2 —— . Number
3 ————|_ine 2 Mumhber
4 e {11 2T WO LTI

5 ——lfonitor Yolume

6 Completion Tone Yaolume
7 e R 2 2 it 0N MO E

8§ ————Remote R

9 e Dl Ty

41 Q ——Dial TypeiLine ) PE -
11 ——Line-2 Mode Tud Rx -
sTART 00 ;|00
END 00 oo
412 ——Resolution Standard
1 3 —Original Mode Text -
14 ———-cqosure ® Auto
15————=n OFF =
16 ————:=cm oN
1 7 =—————Discard oM -
1 8 =———Reduction oM -
19——Dupleanm OFF -
20 ———rotate sort OFF -
21 = Recovery Transmit (8] 4
Stared Time B~
22 = Journal Auto Print ON -
23 — ity Transmission Report ON ERROR(Print 15t Page Image) -
24 e W11t Transmission Report ON ERROR(Print 15t Page Image) -
25 =—————CPaolling Report ON ERROR ~
26 ————Relay Originator Ahways(Print 15t Page Image) -
27 — SECUIE ReCeive Disable -
Sun Disahle : Enahle
Mon Disable Enable
Tue Disable Enable
Wed Disable : Enahle
Thu Disable : Enahle
Fri  Disahle Enable
Sat Disahle : Enahle
Line1 : Passward Retype Password
Line2 : Password Retype Password
Item name Description
1 | Terminal ID Enter the terminal ID name (company name) to identify this equipment.

The name will be printed at the leading edge of all documents
transmitted.

2 | Fax Number Enter the fax number of this equipment. This fax number will be printed at
the leading edge of all documents transmitted from Line 1.
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Item name Description

3 | Line2 Number Enter the fax number for Line 2 of this equipment, if installed. This fax
number will be printed at the leading edge of all documents transmitted
from Line 2.

4 | Ringer Volume Select the ringer volume.

5 | Monitor Volume Select the volume of the line monitor during transmission.

6 | Completion Tone Volume Select the volume of the line monitor when completing the printing of a
received fax.

7 | Reception Mode Select how this equipment activates when a fax is received.

* Auto — Select this to automatically receive incoming originals when
the bell rings. Select this when the line is being used exclusively by
the fax transmission.

* Manual — Select this to manually receive incoming originals after
pressing the [Start] button on the control panel.

* TEL/FAX — Select this to automatically detect whether the incoming
call is a telephone call or a fax transmission. Select this option when
connecting this equipment to a line which is also used as a telephone
line.

8 | Remote RX Select the method of a remote reception of a fax using an external
telephone device.

* OFF — Select this to disable the remote RX function.

* DIAL — Select this to talk on the phone first and then start receiving
by a dial operation.

* ON HOOK — Select this to receive by replacing the telephone
receiver within the specified duration.

9 | Dial Type Select the dial type for Line 1.
* DP — Select this to use the Dial Pulse type for Line 1.
* MF — Select this to use Multi-frequency type for Line 1.
Tip
The following items are displayed for some models.
- 10PPS — Select this to use the Dial Pulse type for 10PPS.
- 20PPS — Select this to use the Dial Pulse type for 20PPS.
- PB — Select this to use a tone type push phone line.
10 | Dial Type(Line 2) ™ Select the dial type for Line 2, if installed.
* DP — Select this to use the Dial Pulse type for Line 2.
* MF — Select this to use Multi-frequency type for Line 2.
Tip
The following items are displayed for some models.
- 10PPS — Select this to use the Dial Pulse type for 10PPS.
- 20PPS — Select this to use the Dial Pulse type for 20PPS.
- PB — Select this to use a tone type push phone line.
11 | Line-2 Mode ™1 Select how Line 2 is used, if installed.

* Tx/ Rx — Select this to use Line 2 for sending and receiving a fax.

* Rx Only (24 Hour) — Select this to use Line 2 only for receiving a
fax.

* Rx Only (Timer) — Select this to use Line 2 only for receiving a fax
during specified time. When this is selected, enter the start time and

end time that Line 2 is used for only receiving a fax.
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Item name

Description

12

Resolution

Select the default resolution for sending faxes.

» Standard — Select this to use the standard mode as the default
resolution. This mode is suitable when you are frequently transmitting
text documents with normal size characters.

* Fine — Select this to use the fine mode as the default resolution. This
mode is suitable when you are transmitting documents with small size
characters or fine drawings.

* Ultra Fine — Select this to use the ultra fine mode as the default
resolution. This mode is suitable when you are transmitting
documents with very small size characters or detailed drawings.

13

Original Mode

Select the default image quality mode for sending faxes.

* Text — Select this to set the Text mode as the default image quality
mode appropriate for sending text originals.

* Text/Photo — Select this to set the Text/Photo mode as the default
image quality mode appropriate for sending originals containing both
text and photos.

* Photo — Select this to set the Photo mode as the default image
quality mode appropriate for sending photo originals.

14

Exposure

Select the default exposure for sending faxes.
Select [Auto] to automatically apply the ideal contrast according to the
original or select the contrast manually in 11 stages.

15

RTI

Select whether to print a reception header (RTI) on received faxes to
clearly identify the time, date, and page count of received faxes.

16

ECM

Select whether to enable or disable the ECM (Error Correction Mode) to
automatically re-send any portion of the document affected by phone line
noise or distortion.

17

Discard

Select whether to discard the lower portion of the received fax image if it
is larger than the recording paper.

18

Reduction

Select whether to reduce the received fax image if it is larger than the
effective printing area of the recording paper.

19

Duplex Print

Select whether to print the received fax images on both sides of the
recording paper. Available only when the Automatic Duplexing Unit is
installed.

20

Rotate Sort ™

Select whether to rotate the output direction in the tray for each
reception.

21

Recovery Transmit

Select whether to re-transmit a fax after failing the initially specified
number of redial attempts. When this is enabled, select the stored time
length from 1 to 24 hours.

22

Journal Auto Print

Select whether to automatically print a transmission and reception
journal after every transmission completed.

23

Memory Transmission
Report

Select how to print a result report after a memory transmission.

* OFF — Select this to not print a memory transmission report.

* Always — Select this to print a memory transmission report with all
page images for each memory transmission completed.

* ON ERROR — Select this to print a memory transmission report with
all page images only when the memory transmission is not
successfully completed.

* Always(Print 1st Page Image) — Select this to print a memory
transmission report with the 1st page image for each memory
transmission completed.

* ON ERROR(Print 1st Page Image) — Select this to print a memory
transmission report with the 1st page image only when the memory
transmission is not successful.
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Item name

Description

24 | Multi Transmission Report

Select how to print a result report after a multi-address transmission.

¢ OFF — Select this to not print a multi-address transmission report.

* Always — Select this to print a multi-address transmission report with
all page images for each multi-address transmission completed.

* ON ERROR — Select this to print a multi-address transmission report
with all page images only when the multi-address transmission is not
successfully completed.

* Always(Print 1st Page Image) — Select this to print a multi-address
transmission report with the 1st page image for each multi-address
transmission completed.

* ON ERROR(Print 1st Page Image) — Select this to print a multi-
address transmission report with the 1st page image only when the
multi-address transmission is not successful.

25 | Polling Report

Select how to print a result report after a multi-polling reception.

* OFF — Select this to not print a multi-polling report.

* Always — Select this to print a multi-polling report for each multi-
polling reception.

* ON ERROR — Select this to print a multi-polling report only when the
multi-polling reception is not successful.

26 | Relay Originator

Select how to print a result report after a relay transmission.

* OFF — Select this to not print a relay station report.

* Always — Select this to print a relay station report with all page
images for each relay transmission completed.

* ON ERROR — Select this to print a relay station report with all page
images only when the relay transmission is not successful.

* Always(Print 1st Page Image) — Select this to print a relay station
report with the 1st page image for each relay transmission completed.

* ON ERROR(Print 1st Page Image) — Select this to print a relay
station report with the 1st page image only when the relay
transmission is not successful.

27 | Secure Receive

You can set the Secure Receive function to store received fax jobs in the
equipment without printing them.

With this function, you can prevent the leaking of confidential information
in a fax received when no people are present in your office, such as
nighttime or holidays, or when an unspecified number of people visit your
office.

* Enable — Enables the Secure Receive function.

To print the fax jobs the Secure Receive function received, you must
set [Line1 : Password] and [Retype Password] or [Line2 : Password]"!
and [Retype Password] *'. For the password, you can enter up to 20
alphanumerical characters and symbols (! #()*+,-./:;=?2@ $ " _
“{|}~\space).

* Disable — Disables the Secure Receive function.

* Weekly Schedule — Sets whether the Secure Receive function is
enabled or disabled for each day of the week. You can set the time to
enable and disable the Secure Receive function (24-hour display).

- For a day on which you want to enable the Secure Receive function
all day, specify "00:00" for "Disable" and "00:00" for Enable.

- For a day on which you want to disable the Secure Receive function
all day, specify "00:00" for "Disable" and "24:00" for Enable.

To print the fax jobs the Secure Receive function received, you must
set [Line1 : Password] and [Retype Password] or [Line2 : Password]
and [Retype Password]. For the password, you can enter up to 20
alphanumerical characters and symbols (! #()*+,-./:;=?2@ $" _
“{|}~\space).

*1 This function is not available for some models.
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l Save as File settings

You can configure the Save as file settings that apply to the Save as file operations.

Tip
The [Save as file] submenu can be accessed from the [Setup] menu on the [Administration] tab.
See the following pages for how to access it and information on the [Setup] menu:

P.24 “Access Policy Mode”
P.154 “[Setup] Item List”

P.216 “Setting up Local Storage Path”

P.217 “Setting up Storage Maintenance”

P.217 “Setting up Destination”

P.218 “Setting up Folder Name”

P.218 “Setting up Format”

P.219 “Setting up Single Page Data Saving Directory”
P.219 “Setting up File Composition”

P.220 “Setting up User Name and Password at User Authentication for Save as File”
P.220 “Setting up Searching Interval”

P.221 “Setting up Remote 1 and Remote 2”

P.224 “Setting up N/W-Fax Destination”

P.225 “Setting up N/W-Fax Folder”

Q) Setting up Local Storage Path

You can see the folder path where files are stored by the Save as file to local folder. You can open the local
folder by browsing this equipment from a Windows network.

Local Storage Path
1 —Ctorage Path FILE_SHARE

2 —@) Send scanned documents to a sub folder in the storage path
(The sub folders will be named after the associated termplate and will be of the format: Group Number-GroupMame-
TemplateMame)

3 — Send scanned documents directly to the storage path.

Item name Description

1 | Storage Path Displays the local storage path where files are stored when files are
saved to the local folder by the Save as file functions.

2 | Send scanned documents Select this to save the files in the sub folder that is named as "Group
to a sub folder in the storage | Number-Group Name-Template Name".
path.

3 | Send scanned documents | Select this to save the files directly in the storage path.
directly to the storage path.
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0 Setting up Storage Maintenance

In Storage Maintenance, you can select how to delete files stored in the local folder.

The folder that was created when storing the files in the local folder will be deleted automatically when all

files in the folder are deleted.

Storage Maintenance

1 — Z) Do not delete documents automatically

2 — ® Delete documents after |30 day(s)

Item name

Description

1 | Do not delete documents
automatically

Select this to delete files stored in the local folder manually. If you select
this option, files saved in the shared folder will not be deleted
automatically.

2 | Delete documents after [ ]
day(s)

Select this to automatically delete files stored in the local folder after a
specified number of days. When this is selected, enter the number of
days that the files are to remain. [30days] is set as the default.

0 Setting up Destination

You can specify whether a network folder can be used for Save as file. Available only when the hard disk is

installed.
Destination.
1 e () Dix 10t &ll any network falder to be used as a destination
2 ———@® Use Network Folder Destination
3 ———Detauttfile path Use local falder ~

Item name

Description

1 | Do not allow any network
folder to be used as a

You can specify that a network folder cannot be used for Save as file.
When this is selected, users can only save a file in the local folder or USB

destination media.
2 | Use Network Folder You can specify that a network folder can be used for Save as file. When
Destination this is selected, set the Remote 1 and Remote 2 Settings to specify how

users can select the network folders for Save as file destinations.

3 | Default file path

Select the destination that will be set as the default destination when
performing Save as file from the control panel.

¢ Use local folder — Select this to save in a local folder.

* Remote 1 — Select this to save in the folder set in Remote 1.

* Remote 2 — Select this to save in the folder set in Remote 2.
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0 Setting up Folder Name

You can select whether to add information related to this equipment or users to the name of a folder created

automatically when you save files.

Folder Name

1 e F il r Name Setting Add MachineMame ~

Item name

Description

1 | Folder Name Setting

Select additional information of the name of a folder created when you

save files.

* Disable — Select this not to add any information.

* Add MachineName — Select this to add the NetBIOS name of this
equipment.

* Add UserName — Select this to add a user name set in user
authentication.

Q) Setting up Format

You can set how to name files of the scanned images when you save them into the "FILE_SHARE" folder of

this equipment or USB.

Format
1 ——— File Name Formatt’) [FilaName]-[Date}-[Page] ~
2 —— Date Farmat() [V Y MM DD][HH] mm][SS] -
3 — P age Mumber Format Adigits
4 —— subID Format AUTO ~
*These settings are applied to the file attached to Email
Item name Description

1 | File Name Format

Select the format of the file name. Information such as file name, date and
time or page number is added according to the selected format. The
added information will also be applied to file names attached to E-mails.
» [FileName]-[Date]-[Page]

* [FileName]-[Page]-[Date]

[Date]-[FileName]-[Page]

[Date]-[Page]-[Filename]

[Page]-[FileName]-[Date]

[Page]-[Date]-[FileName]

[FileName]_[Date]-[Page]

2 | Date Format

Select how you add "date and time" of the file name selected in [File

Name Format]. The added information will also be applied to file names

attached to E-mails.

* [YYYY][MM][DD][HH][mm][SS] — Year (4 digits), month, day, hour,
minute and second are added.

* [YY][MM][DD][HH][mm][SS] — Year (2 digits), month, day, hour,
minute and second are added.

* [YYYY][MM][DD] — Year (4 digits), month, and day are added.

* [YY][MM][DD] — Year (2 digits), month, and day are added.

e [HH][mm][SS] — Hour, minute and second are added.

* [YYYY][MM][DD][HH][mm][SS][mmO0] — Year (4 digits), month, day,
hour, minute, second and random number (2 digits and "0") are added.

3 | Page Number Format

Select the number of digits of a page number applied to "Page" of the file
name selected in [File Name Format] from 3 to 6. The added information
will also be applied to file names attached to E-mails. [4digits] is set as the
default.
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Item name Description

4 | Sub ID Format This equipment automatically adds a sub ID (identification number) to the
name of a file that you are saving the same file name exists. You can
select the number of digits of this sub ID from 4 to 6 or [AUTO]. [AUTO] is
selected by default. If [AUTO] is selected, a sub ID (4 to 6 digits, selected
randomly) is added according to the status of the file name.

0 Setting up Single Page Data Saving Directory

If [SINGLE] is selected in [MULTI/SINGLE PAGE] on the scan menu of this equipment, the scanned data are
saved as a single-page file. This setting is to select whether a subfolder is created or not when you are saving
a single-page file.

Single Page Data Saving Directory
1 ———® save under & subolder

2 e (0) v wiithaut creating a subfalder

Item name Description
1 | Save under a subfolder A subfolder is created in a specified directory and you can save the file
into it.
2 | Save without creating a A subfolder is not created and the file is saved in a specified directory.
subfolder

0 Setting up File Composition

If [SINGLE] is selected in [MULTI/SINGLE PAGE] on the scan menu of this equipment, the scanned data are
saved as a single-page file. This setting is to select a page configuration of a single-page file to be saved. The
added information will also be applied to file names attached to E-mails.

File Composition*)
@ Scanning 1 page makes 1 file. (2-sided originals become 2 files)

2 (") Make to the file like a scanned manuscript. (2-sided originals become 1 flles.)
YWhen making a single page file, this setting is applied.
This sefting is applied to the file attached to an Email

Item name Description

1 | Scanning 1 page makes 1 When 1 page of an original is scanned, the scanned data are saved as 1
file. (2-sided originals file. When you scan 1 sheet of a 2-sided original, for example, the data of
become 2 files.) its front side are saved as 1 file and those of its back side are also saved

as 1 file.

2 | Make to the file like a When 1 page of an original is scanned, the scanned data are saved as 1
scanned manuscript. (2- file. When you scan 1 sheet of a 2-sided original, for example, the data of
sided originals become 1 both the front and back sides (= 2 pages) are saved as 1 file.
files.)
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0 Setting up User Name and Password at User Authentication for Save as File

If user authentication is enabled, you can select whether a user name and a password used for user
authentication are automatically applied to [LOGIN USER NAME] and [PASSWORD] to be used for saving
files into a network folder (specified in REMOTE 1/2) or not. This setting is applied only when [Use Network
Folder Destination] of the Destination setting for the Remote 1 or the Remote 2 is checked.

User Nnmc’aml Password at User Authentication for Save as File
1 =@ Username and password ofthe device
2 ) L0iginn Usier Mame and Pasgword
(Template registration User Name and Passward is prioritized to expand template)
3 ) Laigin User Mame and Passwiard
iLogin User Mame and Passwaord is prioritized to expand template)
Item name Description
1 | User name and password of | User names and passwords being logged in will not be applied. Enter
the device [LOGIN USER NAME] and [PASSWORD] as required when scanning
originals.
2 | Login User Name and A user name and a password being logged in will be automatically
Password (Template applied. When a template is used, a user name and a password

registration User Name and | registered there will be automatically applied.
Password is prioritized to
expand template)

3 | Login User Name and A user name and a password being logged in will be automatically
Password (Login User applied. When a template is used, the user name and password being
Name and Password is logged in will be applied.
prioritized to expand
template)

0 Setting up Searching Interval

Select the interval for searching expired files in the "FILE_SHARE" folder. The content of this setting will also
be applied to files in e-Filing boxes.

Searching Interval
1 = Dieleting Expired File 12 Hourfs)
Item name Description
1 | Deleting Expired File [ ] This equipment searches expired files every time a specified period of
Hour(s) time has passed. The period can be selected from 1 to 24 hours. 12 hours
is set by default.

Tip
You can set the expiration date of each file in the "FILE_SHARE" folder or whether to delete expired

files or not using the items below.
P.217 “Setting up Storage Maintenance”
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0 Setting up Remote 1 and Remote 2

In Remote 1 and Remote 2, you can specify how users can select the network folders for Save as file
destination when you select [Use Network Folder Destination] in the Destination setting. You can specify two
network folders; Remote 1 and Remote 2. The setting items are the same for both Remote 1 and Remote 2.
When the hard disk is not installed, you can specify either Remote 1 or Remote 2 as the network folder.

The network folder as a destination must be set to be shared by all users.

Remote 1 and Remote 2 Setiings

— —9IRomoten @ Allow the following netwark folder to be used as a destination Remote Setting List

Frotocol @ SME © FTP O FTPS O Netware IPXIEPR © Netware TCRIF

ServerNameJ

Port Mumber(Command) |-

Metwork Path I\\Chemm\uaers\acanﬂed

Login User Name
——
Passward | Retype Paiswurd esssssss

— I—Ii} Allow userto select network falder to be used as a destination

10—

1
2
3
4
5
6
7
8
9

Item name Description
[Remote 1]/[Remote 2] Select the remote network folder you want to use.
2 | Allow the following network | Select this to restrict users to select only the network folder that you have
folder to be used as a specified. Otherwise, select [Allow user to select network folder to be
destination used as a destination].

[Remote Setting List] button — Sets a list of network folders for Save

as file destination, which can be selected from Remote 1 and Remote 2.
To select the specified setting list from the control panel, you must select
[Allow user to select network folder to be used as a destination].

P.222 “[Remote Setting List] screen”

3 | Protocol Select the protocol to be used for uploading a file to the network folder.

* SMB — Select this to send a file to the network folder using the SMB
protocol.

* FTP — Select this to send a file to the FTP server.

* FTPS — Select this to send a file to the FTP server using FTP over
SSL.

* NetWare IPX/SPX — Select this to send a scanned file to the
NetWare file server using the IPX/SPX protocol.

* NetWare TCP/IP — Select this to send a scanned file to the NetWare
file server using the TCP/IP protocol.

4 | Server Name When you select [FTP] as the protocol, enter the FTP server name or IP
address where a scanned file will be sent. For example, to send a
scanned file to the "ftp://192.168.1.1/user/scanned" FTP folder in the
FTP server, enter "192.168.1.1" in this box.

When you select [NetWare IPX/SPX] as the protocol, enter the NetWare
file server name or Tree/Context name (when NDS is available).

When you select [NetWare TCP/IP] as the protocol, enter the IP address
of the NetWare file server.

You can enter up to 64 alphanumerical characters and symbols.

5 | Port Number(Command) Enter the port number to be used for controls if you select [FTP] as the
protocol. Generally "-" is entered for the control port. When "-" is entered,
the default port number, that is set for FTP Client by an administrator, will
be used. If you do not know the default port number for FTP Client, ask
your administrator and change this option if you want to use another port
number.

You can enter a value in the range from 0 to 65535 using numbers and
hyphens (-). “-" is set as the default.
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Item name

Description

Network Path

When you select [SMB] as the protocol, enter the network path to the
network folder. For example, to specify the "users\scanned" folder in the
computer named "Client01", enter "\\ClientO1\users\scanned".

When you select [FTP] as the protocol, enter the directory in the
specified FTP server. For example, to specify the "ftp://192.168.1.1/user/
scanned" FTP folder in the FTP server, enter "user/scanned".

When you select [NetWare IPX/SPX] or [NetWare TCP/IP] as the
protocol, enter the folder path in the NetWare file server. For example, to
specify the "sys\scan" folder in the NetWare file server, enter "\sys\scan".
You can enter up to 128 alphanumerical characters and symbols.

Login User Name

Enter the log-in user name to access an SMB server, an FTP server, or a
NetWare file server, if required. When you select [FTP] as the protocol,
an anonymous log-in is assumed if you leave this box blank.

You can enter up to 32 alphanumerical characters and symbols other
than <, >, " (double quotation), : (colon) and ; (semicolon). A user name
with only a single space is not possible.

Password

Enter the password to access an SMB server, an FTP server, or a
NetWare file server, if required. You can enter up to 32 alphanumerical
characters, symbols, and spaces. A single space only can also be
entered.

Retype Password

Enter the same password again for a confirmation.

10

Allow user to select network
folder to be used as a

destination

Select this to allow users to specify a network folder as a destination.
When the list of Save as file destinations has been set in [Remote
Setting List], you can select a network folder from the list. Otherwise,
select [Allow the following network folder to be used as a destination].

Tip

If you want to allow users to specify either Remote 1 or Remote 2, select the one that is not set for
the network folder as a destination and select [Allow user to select network folder to be used as a
destination] of the selected folder.

[Remote Setting List] screen

In this screen, you can set a list of network folders for Save as file destination, which can be selected from

Remote 1 and Remote 2.

Remote Setting List

@ Cancel || Mew

[ame

Frotocol IMetwark Path

Sample0o

ShE WIS2 16301 5can

o totop of this page

© N OoOuh WN-

Item name

Description

[OK] button

Registers the remote setting list.

[Cancel] button

Cancels the registration of the remote setting list.

[New] button

Sets a new remote setting.
P.223 “[Remote Setting] screen”

[Edit] button

Edits the item selected in the remote setting list.
P.223 “[Remote Setting] screen”

[Delete] button

Deletes the item selected in the remote setting list.
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Item name Description
6 | Name Displays the name of the remote setting.
7 | Protocol Displays the protocol of the remote setting.
8 | Network Path Displays the network path of the remote setting.

[Remote Setting] screen

In this screen, you can set the network folders for Save as file destination that are to be registered in the list.

Remote Setting

— (e ol
|

I

—Tame
———Protocol

— Server Name
————Fort Mumber{Commandy
7 Metwork Path

—| agin User Name

© o0 NO G hAhWDN=-

—Password

-
o

T Retype Password

Sampled01

@ SMp © FTP © FTPS O MNetware IPX/SPX © Metéare TCPIP

WI92.168.0.1%5can

Item name

Description

[Save] button

Saves the specified network folder for Save as file destination.

[Cancel] button

Cancels the settings.

Name

Enter the name of the network folder for Save as file destination.

B WOIN -

Protocol

Select the protocol to be used for uploading a file to the network folder.

* SMB — Select this to send a file to the network folder using the SMB
protocol.

* FTP — Select this to send a file to the FTP server.

* FTPS — Select this to send a file to the FTP server using FTP over
SSL.

* NetWare IPX/SPX — Select this to send a scanned file to the
NetWare file server using the IPX/SPX protocol.

* NetWare TCP/IP — Select this to send a scanned file to the NetWare
file server using the TCP/IP protocol.

Server Name

When you select [FTP] as the protocol, enter the FTP server name or IP
address where a scanned file will be sent. For example, to send a
scanned file to the "ftp://192.168.1.1/user/scanned" FTP folder in the
FTP server, enter "192.168.1.1" in this box.

When you select [NetWare IPX/SPX] as the protocol, enter the NetWare
file server name or Tree/Context name (when NDS is available).

When you select [NetWare TCP/IP] as the protocol, enter the IP address
of the NetWare file server.

You can enter up to 64 alphanumerical characters and symbols.

Port Number(Command)

Enter the port number to be used for controls if you select [FTP] as the
protocol. Generally "-" is entered for the control port. When "-" is entered,
the default port number, that is set for FTP Client by an administrator, will
be used. If you do not know the default port number for FTP Client, ask
your administrator and change this option if you want to use another port
number.

You can enter a value in the range from 0 to 65535 using numbers and
hyphens (-). “-” is set as the default.
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Item name

Description

7 | Network Path

When you select [SMB] as the protocol, enter the network path to the
network folder. For example, to specify the "users\scanned" folder in the
computer named "Client01", enter "\ClientO1\users\scanned".

When you select [FTP] as the protocol, enter the directory in the
specified FTP server. For example, to specify the "ftp://192.168.1.1/user/
scanned" FTP folder in the FTP server, enter "user/scanned".

When you select [NetWare IPX/SPX] or [NetWare TCP/IP] as the
protocol, enter the folder path in the NetWare file server. For example, to
specify the "sys\scan" folder in the NetWare file server, enter "\sys\scan".
You can enter up to 128 alphanumerical characters and symbols.

8 | Login User Name

Enter the log-in user name to access an SMB server, an FTP server, or a
NetWare file server, if required. When you select [FTP] as the protocol,
an anonymous log-in is assumed if you leave this box blank.

You can enter up to 32 alphanumerical characters and symbols other
than <, >, " (double quotation), : (colon) and ; (semicolon). A user name
with only a single space is not possible.

9 |Password

Enter the password to access an SMB server, an FTP server, or a
NetWare file server, if required. You can enter up to 32 alphanumerical
characters, symbols, and spaces. A single space only can also be
entered.

10 | Retype Password

Enter the same password again for a confirmation.

0 Setting up N/W-Fax Destination

You can configure a network folder to store documents that are sent using the N/W-Fax driver with the Save
as file option enabled. Available only when the hard disk is installed.

IN/W-Fax Destination

2 — ) Use Network Folder Destination

@ Do not allow any netwark folder to he used as a destination

Item name

Description

1 | Do not allow any network
folder to be used as a
destination

Select this to not allow any network folders to be used as Save as file
destinations for N/W-Faxes documents. When selected, users can only
save an N/W-Fax document with the Save as file option enabled to local
storage.

2 | Use Network Folder
Destination

Select this to allow network folders to be used as Save as file destinations
for N/W-Fax documents. When selected, set the N/W-Fax Folder settings
to specify which network folder to use.
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0 Setting up N/W-Fax Folder

In the N/W-Fax Folder, you can specify in which network folder N/W-Fax documents are saved.

1 — NW-Fax Folder
2 __L" |—Protoco\ @ SMB FTF FTPS Metwiare PRSP MNetware TCRIP
3 ——Ser\rerNamel
4 e — FunNumber(Cnmmamdjyi
B —— NetwarkPath|
6 ——_ ] 1| USerNameyi
7 —— 25 50 ’7 Retype Plassword ’7
8 |
Item name Description
1 | Check box Select the check box so that the popup prompts you to enter the network
path or the server name if you try to save the settings without it.
2 | Protocol Select the protocol for uploading an N/W-Fax document to a network

folder.

¢ SMB — Select this to send an N/W-Fax document to the network
folder using the SMB protocol.

* FTP — Select this to send a file to the FTP server.

* FTPS — Select this to send a file to the FTP server using FTP over
SSL.

* NetWare IPX/SPX — Select this to send a scanned file to the
NetWare file server using the IPX/SPX protocol.

* NetWare TCP/IP — Select this to send a scanned file to the NetWare
file server using the TCP/IP protocol.

3 | Server Name

When you select [FTP] as the protocol, enter the FTP server name or IP
address where an N/W-Fax document will be sent. For example, to send
an N/W-Fax document to the "ftp://192.168.1.1/user/scanned" FTP folder
in the FTP server, enter "192.168.1.1" in this box.

When you select [NetWare IPX/SPX] as the protocol, enter the NetWare
file server name or Tree/Context name (when NDS is available).

When you select [NetWare TCP/IP] as the protocol, enter the IP address
of the NetWare file server.

4 | Port Number(Command)

Enter the port number to be used for controls if you select [FTP] as the
protocol. Generally "-" is entered for the control port. When "-" is entered,
the default port number, that is set for FTP Client by an administrator, will
be used. If you do not know the default port number for FTP Client, ask
your administrator and change this option if you want to use another port
number.

5 | Network Path

When you select [SMB] as the protocol, enter the network path to the
network folder. For example, to specify the "users\scanned" folder in the
computer named "Client01", enter "\ClientO1\users\scanned".

When you select [FTP] as the protocol, enter the directory in the specified
FTP server. For example, to specify the "ftp://192.168.1.1/user/scanned"”
FTP folder in the FTP server, enter "user/scanned".

When you select [NetWare IPX/SPX] or [NetWare TCP/IP] as the
protocol, enter the folder path in the NetWare file server. For example, to
specify the "sys\scan" folder in the NetWare file server, enter "\sys\scan".

6 | Login User Name

Enter the login user name to access an SMB server, an FTP server, or a
NetWare file server, if required. When you select [FTP] as the protocol, an
anonymous login is assumed if you leave this box blank. You can enter up
to 32 alphanumerical characters and symbols other than <, >, " (double
quotation), : (colon) and ; (semicolon). A user name with only a single
space is not possible.

7 | Password

Enter the password to access an SMB server, an FTP server, or a
NetWare file server, if required. The space can be entered.

8 | Retype Password

Enter the same password again for a confirmation.
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B Email settings

You can configure the E-mail settings that are needed for Scan to Email operations. This section describes
necessary settings for E-mail transmissions.

Tip
The [Email Setting] submenu can be accessed from the [Setup] menu on the [Administration] tab.
See the following pages for how to access it and information on the [Setup] menu:

P.24 “Access Policy Mode”
P.154 “[Setup] Item List”

Some settings may not be reflected on the touch panel immediately after saving them. The settings will be
updated by pressing the [FUNCTION CLEAR] button on the control panel or after an Auto Clear time
period.

0 Setting up Email Setting

You can specify the file format, fragment message size, and default body strings that apply to the Scan to
Email documents.

Email Sefting
1 ——— Fomaviress
2 ——— Fomname
3 ——— tessags Header (nbound FAX Rautings © Received from: (Sender's TS
@ Received by (Receivers CSI)

4 — Recipient Domain Name Disable ¥
5 ¢!

L e Format{Black) FOF(Multi) =
6 —— File FormalCaloun POF (Multiy -
7 Number of Retry 3
8 — Retryinterval 1 ninutes
Q ——— Fragment Message Size No Fragmentation ~
1 0 I Default Subject © Factory Default
1 1 e i} the date and fime to the Subject Enable ~
12 [ Eetngersubject Enable ~

J— Defautt Bady Strings

14—
me= Body String Transmission Enable ~

1 5 — HCC Address Display onJob Log, Joh Status OFF ~

*As for"File Name Format' "Date Formnat’,'Page Mumber Format' "File Composition” of the attached file,

the setting of the "Save as file" is applied.
1 6 e [i/] From Adiress cannot be edited in Scan to Email

Item name Description
1 | From Address Enter the E-mail address of this equipment.

The [From Address] must be entered to enable E-mail transmission. However, the E-mail address of
the user who is logged in to this equipment will be automatically set if any user management settings
apart from MFP local authentication are enabled. For more information about User Management
Setting, see the following section:

P.153 “[Administration] Tab Page”

2 | From Name Enter the name of this equipment.
3 | Message Header (Inbound | Select TTI to be used as a subject when the received Internet Fax is
FAX Routing) forwarded.
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Item name Description

Recipient Domain Name Enable or disable automatic addition of a domain name while a
destination is being entered.

e Enable — Select this to add a domain name.

* Disable — Select this not to add a domain name.

Enter the domain name to be added in the text box. You can enter up to
128 alphanumerical characters and symbols other than =, ; (semicolon),
# and \(backslash).

File Format(Black) Select the file format of files to be sent when scanning in black mode.
* TIFF(Multi) — Select this to save scanned images as a Multi-page
TIFF file.

* TIFF(Single) — Select this to save scanned images separately as
Single-page TIFF files.

* PDF(Multi) — Select this to save scanned images as a Multi-page
PDF file.

* PDF(Single) — Select this to save scanned images separately as
Single-page PDF files.

* XPS(Multi) — Select this to save scanned images as a Multi-page
XPS file. Available only when the hard disk is installed.

* XPS(Single) — Select this to save scanned images separately as
Single-page XPS files. Available only when the hard disk is installed.

* PDF/A(Multi) — Select this to save scanned images as a Multi-page
PDF/A file.

* PDF/A(Single) — Select this to save scanned images separately as
Single-page PDF/A files.

File Format(Color) Select the file format of files to be sent when scanning in color mode.
* TIFF(Multi) — Select this to save scanned images as a Multi-page
TIFF file.

* TIFF(Single) — Select this to save scanned images separately as
Single-page TIFF files.

* PDF(Multi) — Select this to save scanned images as a Multi-page
PDF file.

* PDF(Single) — Select this to save scanned images separately as
Single-page PDF files.

* Slim PDF(Multi) — Select this to save scanned images as Multi-page
slim PDF files. Select this when you give priority to minimizing the file
size over quality of image.

» Slim PDF(Single) — Select this to save scanned images separately
as Single-page slim PDF files. Select this when you give priority to
minimizing the file size over quality of image.

* XPS(Multi) — Select this to save scanned images as a Multi-page
XPS file. Available only when the hard disk is installed.

* XPS(Single) — Select this to save scanned images separately as
Single-page XPS files. Available only when the hard disk is installed.

* JPEG — Select this to save scanned images as JPEG files.

* PDF/A(Multi) — Select this to save scanned images as a Multi-page
PDF/A file.

* PDF/A(Single) — Select this to save scanned images separately as
Single-page PDF/A files.

Tip
Files saved in an XPS format can be used in Windows Vista/Windows Server 2003 SP2 or later
versions with Net Framework 3.0 installed.

Number of Retry Enter the number of times to try sending scanned images when it fails.
“3” is set as the default.
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Item name Description
8 | Retry interval Enter the interval to try sending scanned images when it fails. [1minutes]
is set as the default.
When the [Number of Retry] and [Retry interval] options are changed, the [Number of Retry] and
[Retry interval] options in the Internet Fax settings are also changed.
P.230 “Setting up InternetFax Setting”
9 | Fragment Message Size Select the size of the message fragmentation.
10 | Default Subject Select whether to set the E-mail subject to the factory default or a desired
string.
» Factory Default — Select this to display the BCC address entry
column.
* <Entry box> — Enter the desired subject.
11 | Add the date and time to the | Select whether to append or not date and time to the E-mail subject. This
Subject is set as a default.
* Enable — Select this to append date and time to the subject.
* Disable — Select this to not append date and time to the subject.
12 | Editing of Subject Select whether to allow or not editing of the E-mail subject.
* Enable — Select this to allow the user to edit the E-mail subject.
* Disable — Select this to not allow the user to edit the E-mail subject.
13 | Default Body Strings Enter the body text that will be automatically entered in the [Body] box
when users operate Scan to Email from the touch panel. This sets only
the default body text, so that it can be changed on each operation by
users.
14 | Body Strings Transmission | Select whether the body strings will be sent or not.
15 | BCC Address Display on Select the display form of the destination of the bcc address displayed in
Job Log, Job Status the scan log and the scan job.
* ON — Select this to display [Bcc Address], instead of the destination
of the bcc address.
* OFF — Select this to display the destination of the bcc address.
16 | From Address cannot be Select this item to prohibit modification of the From Address.

edited in Scan to Email.
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0 Setting up URL Transmission Settings

You can set to provide a URL (link) to the saving directory of the file instead of attaching it before sending a
scanned image by email. This function is available only if the hard disk is installed.

URL Transmission Settings

1 URL Transmission Disable -

2 Threshaold to Send Attached File(1-100) Send Email with URL at any time
MB

3 Preservation Period for Download File Unlimited
day(s)

4 Search Interval to delete the Expired Download File Hour(g)

5 Hast Nare Farmatin URL IP Address

Item name Description
1 | URL Transmission Select whether to enable or disable the function to provide a URL to the

saving directory of the scanned data.
* Enable — Provides a URL to the saving directory.
* Disable — Sends the data as attachments.

Tips

* The scanned data is stored in MFP Local.
* If a URL to the saving directory is provided, its link and the preservation period are stated in the

email.
2 | Threshold to Send Attached | Select the maximum size of an attached file. The allowable range is
File between 1 MB and 100 MB. Select [Send Email with URL at any time] if
(1-100) you want to provide a URL to the saving directory of the file, regardless of

the file size. If a maximum size is specified, any file whose size is smaller
than the specified one is attached to an email message. On the other
hand, if a file exceeds the specified maximum size, a URL to the saving
directory is provided.

3 | Preservation Period for Select the preservation period of the file if a URL to the saving directory is
Download File provided. If you do not want to impose any limits on the preservation
period, select [Unlimited]. If you prefer to automatically delete download
files regularly, select a period until the data is deleted.

Tip
If the data cannot be stored in MFP Local because it is full, this results in an error. Delete the stored

files regularly. If you want to delete them manually, all scanned data in the shared folder is deleted.
P.340 “Deleting the data from local folder”

4 | Search Interval to delete the | Selects the interval of monitoring the expiration of the specified
Expired Download File preservation period.

5 | Host Name Format in URL | Selects the host name of the format.

* IP _Address: Select this to use the IP address set in the equipment.

* Host Name (FQDN): Select this to use the FQDN configured with the
combination of the host and domain names set in the equipment.

* NetBIOS Name: Select this to use the NetBIOS name set in the
equipment.

* Be sure to set the domain name of DDNS when [Host Name (FQDN)] is selected. If it has not
been set, the IP Address is used for the format of the host name. Perform the name resolution for
FQDN in the DNS server so that connection to a URL from a client PC becomes possible.

P.172 “Setting up DDNS Session”

* [NetBIOS Name] means "[NetBIOS Name] of SMB" set in this equipment. If [Disable] is selected
for [SMB Server Protocol] of SMB, the IP Address is used for the format of the host name.
P.174 “Setting up SMB Session”
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H InternetFax settings

You can specify Internet Fax settings. This section describes necessary settings for Internet Fax
transmissions.

Tip
The [InternetFax] submenu can be accessed from the [Setup] menu on the [Administration] tab.
See the following pages for how to access it and information on the [Setup] menu:

P.24 “Access Policy Mode”
P.154 “[Setup] Item List”

Some settings may not be reflected on the touch panel immediately after saving them. The settings will be
updated by pressing the [FUNCTION CLEAR] button on the control panel or after an Auto Clear time
period.

U Setting up InternetFax Setting

You can specify the fragment page size and default body strings that apply to the Internet Faxes.

1 ——— Fromaddress [user01@example.com
2 m— From Name I
3 — lessage Header (INbound FAX Routing) ' Received from: (Sender's TS1)
4 — Recipient Domain Name ll:iss+lc:fld o e
al
5 — Mumber of Retry |3—
6 — Relry interval IW—Mmutes
7 — Fragment Page Size W
8 _r— Default Body Strings ;l
| =
9 e Hody String Transmission m
10 — ToiBcc Destination ITD_LI
Item name Description
1 | From Address Enter the E-mail address of this equipment.
The [From Address] must be entered to enable Internet Fax transmission. However, the E-mail
address of the user who is logged in to this equipment will be automatically set if any user
management settings apart from MFP local authentication are enabled. For more information about
User Management Setting, see the following section:
P.153 “[Administration] Tab Page”
2 | From Name Enter the name of this equipment.
3 | Message Header (Inbound | Select TTI to be used as a subject when the received Internet Fax is
FAX Routing) forwarded.
4 | Recipient Domain Name Enable or disable automatic addition of a domain name while a
destination is being entered.
Enable: Select this to add a domain name.
Disable: Select this not to add a domain name.
Enter the domain name to be added in the text box. You can enter up to
128 alphanumerical characters and symbols other than =, ; (semicolon), #
and \(backslash).
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Item name Description

5 | Number of Retry Enter the number of times to try sending the Internet Faxes when it fails.
“3” is set as the default.

6 | Retry interval Enter the interval to try sending the Internet Faxes when it fails.
[1minutes] is set as the default.

When the [Number of Retry] and [Retry interval] options are changed, the [Number of Retry] and
[Retry interval] options in the E-mail settings are also changed.
P.226 “Email settings”

7 | Fragment Message Size Select the size of the message fragmentation.

8 | Default Body Strings Enter the body text that will be automatically entered in the [Body] box
when users operate Scan to Internet Fax from the touch panel. This sets
only the default body text, so that it can be changed on each operation by
users.

9 | Body String Transmission Select whether the body strings will be sent or not.

10 | To/Bcc Destination You can set the destination of the internet fax to be sent only to To or Bcc.

When Bcc is set as the destination, To becomes blank and the transmitted internet fax may be
treated as spam depending on the settings of the mail server, mailer or security software. Check the

settings for spam.
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M Printer/e-Filing settings

Tip

The [Printer/e-Filing] submenu can be accessed from the [Setup] menu on the [Administration] tab.
See the following pages for how to access it and information on the [Setup] menu:

P.24 “Access Policy Mode”
P.154 “[Setup] Item List”

0 Setting up Printer/e-Filing Job Enforcement Continue

Printer/e-Filing Joh Enforcement Continue

1 w— A {omatic Change Of Paper Source
2 e P gt Of Diifferent Direction

3 s E 1012 T NE CONtiNUE (llegal Paper)
4 — L0 Exit Trav Change (Gascade Print)
5 m——Suspend Printing if Stapler Empty

6 s (0 0itiNUE Printing when Punch Dust is full

OFF =
OFF =
OFF ~
OFF ~
OFF =
on -

Item name

Description

Automatic Change Of Paper
Source

Specify whether or not to change the paper source automatically when
the size of the original and the paper in the paper source do not match.
* ON — Select this to change the paper source and continue processing
the job.
* OFF — Select this to stop the job.

Paper Of Different Direction
*1

Specify whether or not to copy on paper which is loaded in the paper

source in a different orientation from the original.

* ON — Select this to continue processing the job by copying on paper
in a different orientation.

* OFF — Select this to stop the job.

Enforcement Continue
(lllegal Paper)

Specify whether or not to continue processing the job forcibly when the
specified output tray is incorrect.

* ON — Select this to print to the specified output tray.

* OFF — Select this to stop the job.

Auto Exit Tray Change
(Cascade Print)

Specify whether or not to switch the receiving tray automatically.

* ON — Select this to continue processing the job by switching the
receiving tray.

* OFF — Select this to stop the job.

Suspend Printing if Stapler
Empty

Specify whether to stop printing when staples run out.
* ON — Select this to stop printing when staples run out.
* OFF — Select this not to stop printing when staples run out.

Continue Printing when
Punch Dust is full !

Specify whether to continue printing when the punch dust bin is full.

* ON — Select this to continue printing even when the punch dust bin is
full.

* OFF — Select this to stop printing when the punch dust bin is full.

*1 This function is not available for some models.
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M Printer settings

You can configure how the printer works and the printer options needed for the raw print jobs.

Tip
The [Printer] submenu can be accessed from the [Setup] menu on the [Administration] tab.
See the following pages for how to access it and information on the [Setup] menu:

P.24 “Access Policy Mode”
P.154 “[Setup] Item List”

P.233 “Setting up General Setting”
P.234 “Setting up Default Raw Job Setting”
P.235 “Setting up Raw Job Setting”

0 Setting up General Setting

In General Setting, you can specify the printer related options.

Printer Setting
General Setting

1 P etind oftime to save Private,Hold,Proaf and invalid Johs 14 Days =

2 ———— TR LD <2A3 Enatle ~
3 ————wide A Mode (for PCL) Disable +
4 m— Restriction for Print.Job Mone -
Item name Description
1 | Period of time to save Select how long the private, hold, and test print jobs are kept. You can
Private,Hold,Proof and select in the range from 1 to 12 hours, or from 1 to 30 days. Select
invalid Jobs [Indefinite] to retain all jobs in the queues until a user manually deletes
them. [14 Days] is set as the default. Available only when the hard disk is
installed.
2 |LT<-->A4 /LD <-->A3 Select whether to print a document intended for one paper size can be
(LT<-->A4) "1 printed on paper of a different size. For example, you can print a

document set up for Letter size on A4 paper. When disabled, this
equipment will prompt users for the correct paper size. [Enable] is set as
the default.

3 | Wide A4 Mode (for PCL) Select whether the width of the printable area of copy paper is widened or
not when you are printing a PCL print job on A4 paper. Select [Enable] to
widen it for approx. 3.5 mm / 0.14 inch (when in a portrait direction) and
approx. 1.5 mm/ 0.06 inch (when in a landscape direction). Thus more
data can be printed for each line. [Disable] is set as the default.

This item is available only for some models.

4 | Restriction for Print Job Select whether or not to restrict printing certain print jobs. Available only

when the hard disk is installed.

* None — Select this to print all data.

* Only Private — Select this to print private print jobs only.

* Only Hold — Select this to print hold print jobs only.

* Only Private/Hold — Select this to print private and hold print jobs
only.

*1 This function is not available for some models.
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0 Setting up Default Raw Job Setting

In Default Raw Job Setting, you can specify the default raw job setting, which applies to a raw job for which no
queue name is specified or for which a specified queue name does not exist.

This setting is available only for some models.

Tip

You can also add LPR queue names and specify the raw job setting for each queue.
P.235 “Setting up Raw Job Setting”

Default Raw Job Setting
1 e 2 JOBS - DUplEX Printing Disable -
2 e [ 3 JOBS - Default Paper Size Ad hd
3 e R3¢ J0DS - DEfALIE Paper Type Flain -
4 e R JOB5 - Default Qrientation Partrait -
5 e 2 JOB S - DEfault Stapling OFF -
© — Raw.obs - Default Output Tray Receiing Tray =
7 ————FCLFormLine 120
8 =————FCLFontPitch 10.0
9 e PCL Fnit Point Size 120
4 Q ——— FCLFantHumber 0
11 e P Line Termination Auto -
12—— Symbol set Roman-8 -
1 3 — Papet Source Auto -
44 —— Do nat Frint Blank Pages oN v
15—— Letterhead Print Mode QFF -
Item name Description
1 | Raw Jobs - Duplex Printing | Select whether a raw job will be printed on both sides of the paper.
2 | Raw Jobs - Default Paper Select the default paper size that applies to a raw job.
Size
3 | Raw Jobs - Default Paper Select the default paper type that applies to a raw job.
Type
4 | Raw Jobs - Default Select the default orientation that applies to a raw job.
Orientation
5 | Raw Jobs - Default Stapling | Select whether a raw job will be stapled.
6 | Raw Jobs - Default Output | Select the default output tray that applies to a raw job. A banner page
Tray that is created by NetWare, UNIX, and Windows operating systems also
will be outputted to the tray set here.

7 | PCL Form Line Enter the number of lines printed per page.

8 | PCL Font Pitch Enter the font pitch when the selected font number represents a fixed
pitch scalable font. The font pitch indicates the number of ANK
characters per inch. 10 pitch prints 10 ANK characters within an inch.

9 | PCL Font Point Size Enter the font size when the selected font number represents a
proportionally spaced scalable font. The Font Size option allows you to
determine the point size (height) of the default font.

10 | PCL Font Number Enter the font number of the internal PCL font to be used as the default
font for printing. You can check the font numbers and internal PCL fonts
in the Internal PCL Font List. Refer to the Printing Guide for the font
number and internal PCL fonts.

11 | PCL Line Termination Select the type of the line termination.

12 | Symbol set Select the symbol set that applies to a raw job.
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Item name

Description

13

Paper Source

Select the paper source that applies to a raw job.

14

Do not Print Blank Pages

Select whether blank pages are printed or not.

Printing Guide.

When printing is performed using the UNIX filters or CUPS, this setting is not reflected. If you do not
want to print blank pages in these printings, enable [Do not Print Blank Pages] in the UNIX filter
command or CUPS setting. For the setting instructions, refer to the Software Installation Guide or

15

Letterhead Print Mode

Select whether the last page (odd page number) is printed on the same
side as the other odd-number pages when printing both sides of a Raw
print job whose total page number is odd. Select [ON] to print the last
page on the same side (back) as the other odd-number pages. Select
[OFF] to print it on the same side (front) as even-number pages.

This item is available only for some models.

0 Setting up Raw Job Setting

In Raw Job Setting, you can add up to 16 LPR queue names and specify the raw job setting for each queue.
These queue names can be used when printing without a printer driver, such as printing from UNIX
workstation.

This setting is available only for some models.

1 ——Ladd][Edit || Delete
2—— |
3 (QusLe hame E”f"t'e" Faper Size |Papst Type |Grism i ?“"’“‘ PCL Form Ling |PCL Font Fitch |PCL Font Point Size |PCL Font Mumber |PCL Ling Termination [Symbol set |Paper Source |Do not Print Blank Pages |Lettarhead Print Mode
4 __: © oo Dizable | A4 Plain Portrait OFF InnerTray (120 100 120 ul Auto Roman-8 | Auto (o] COFF
Item name Description
1 | [Add] button Select this to add a LPR queue.
P.236 “[Add New LPR Queue]/[Edit] screen”
2 | [Edit] button Select this to edit the LPR queue selected in the LPR queue list.
P.236 “[Add New LPR Queue]/[Edit] screen”
3 | [Delete] button Select this to delete the LPR queue selected in the LPR queue list.
4 | LPR queue list Select this to display the list of registered LPR queues.
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[Add New LPR Queue]/[Edit] screen

Add New LPR Queue
1 — QUeUE Name
2 e DUl PR Disable -
3 ——F gt Size Ad -
4 e P 121 TYE Plain -
5 — Orientation Portrait -
6 ———=tapling OFF =
7 e Ut TraY Receiving Tray =
8 e PCL Form Line 12.0
9 PCL Font Pitch 10.0
10——FCLanmeS\ze 12.0
11 ———FCL Font Humber 0
12——F’CLLineTermmanon Auto -
1 3 e Syrrib0I SEE Roman-8 -
14——F’aper50urce Auto -
15——Du not Print Blank Pages o] 4
4 6 ——Letierhead Print Mode OFF -
Item name Description

1 | Queue Name Enter the queue name with up to 31 alphanumerical characters. The
queue name is case sensitive so that "Queue1" and "queue1" will be
added as different queues.

2 | Duplex Printing Select whether a raw job will be printed on both sides of the paper.

3 | Paper Size Select the default paper size that applies to a raw job.

4 | Paper Type Select the default paper type that applies to a raw job.

5 | Orientation Select the default orientation that applies to a raw job.

6 | Stapling Select whether a raw job will be stapled.

7 | Output Tray Select the default output tray that applies to a raw job. A banner page
that is created by NetWare, UNIX, and Windows operating systems also
will be outputted to the tray set here.

8 | PCL Form Line Enter the number of lines printed per page.

9 | PCL Font Pitch Enter the font pitch when the selected font number represents a fixed
pitch scalable font. The font pitch indicates the number of ANK
characters per inch. 10 pitch prints 10 ANK characters within an inch.

10 | PCL Font Point Size Enter the font size when the selected font number represents a
proportionally spaced scalable font. The Font Size option allows you to
determine the point size (height) of the default font.

11 | PCL Font Number Enter the font number of the internal PCL font to be used as the default
font for printing. You can check the font numbers and internal PCL fonts
in the Internal PCL Font List. Refer to the Printing Guide for the font
number and internal PCL fonts.

12 | PCL Line Termination Select the type of the line termination.

13 | Symbol set Select the symbol set that applies to a raw job.

14 | Paper Source Select the paper source that applies to a raw job.

15 | Do not Print Blank Pages Select whether blank pages are printed or not.

When printing is performed using the UNIX filters or CUPS, this setting is not reflected. If you do not
want to print blank pages in these printings, enable [Do not Print Blank Pages] in the UNIX filter
command or CUPS setting. For the setting instructions, refer to the Software Installation Guide or

Printing Guide.
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Item name Description

16 | Letterhead Print Mode Select whether the last page (odd page number) is printed on the same
side as the other odd-number pages when printing both sides of a Raw
print job whose total page number is odd. Select [ON] to print the last
page on the same side (back) as the other odd-number pages. Select
[OFF] to print it on the same side (front) as even-number pages.

This item is available only for some models.

H Print Service settings

You can configure such print services as Raw TCP Print, LPD Print, IPP Print, FTP Print, NetWare Print, and
Email Print.

Tip

The [Print Service] submenu can be accessed from the [Setup] menu on the [Administration] tab.
See the following pages for how to access it and information on the [Setup] menu:

P.24 “Access Policy Mode”

P.154 “[Setup] Item List”

Some settings may not be reflected on the touch panel immediately after saving them. The settings will be
updated by pressing the [FUNCTION CLEAR] button on the control panel or after an Auto Clear time

period.
P.237 “Setting up Raw TCP Print” P.240 “Setting up FTP Print”
P.238 “Setting up LPD Print” P.240 “Setting up NetWare Print”
P.238 “Setting up IPP Print” P.241 “Setting up Email Print”

0 Setting up Raw TCP Print

In Raw TCP Print, you can enable or disable the Raw TCP print service.

Raw TCP Print
1 e Eni2hle Rawy TGP Enable ~
2 ———FPortNumber 9100

3 e Eniahile Rawy bi-directional Disable ~

Item name Description
Enable Raw TCP Enable or disable Raw TCP print service. [Enable] is set as the default.
2 | Port Number If enabling the Raw TCP, enter the Raw TCP port number for the Raw

TCP print. You can enter a value in the range from 1024 to 32767.
Generally the default value "9100" is used.

When the same port number as the secondary one in the HTTP setting (SSL port number when SSL
in the HTTP setting is enabled) is selected, you cannot access TopAccess or the e-Filing web utility.
If you set it by mistake, use the control panel of the equipment to change the HTTP setting and enter
the correct port number.

3 | Enable Raw bi-directional Enable or disable Raw bi-directional communication. [Disable] is set as

the default.

This item is available only for some models.
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Q Setting up LPD Print
In LPD Print, you can set the LPD print options to enable the LPD/LPR print service.

LPD Print
1 ———EnableLPD

Enable -

2 ———FoitNumber 515
3 — Ranners OFF ~
Item name Description
Enable LPD Enable or disable LPD print service. [Enable] is set as the default.

2 | Port Number

Enter the port number for LPR printing. You can enter a value in the range
from 1 to 65535. Generally the default value "515" is used.

When the same port number as the secondary one in the HTTP setting (SSL port number when SSL
in the HTTP setting is enabled) is selected, you cannot access TopAccess or the e-Filing web utility.
If you set it by mistake, use the control panel of the equipment to change the HTTP setting and enter
the correct port number.

3 | Banners

Select whether to print a banner page for each print job using LPR
printing. [OFF] is set as the default.

This item is available only for some models.

0 Setting up IPP Print

In IPP Print, you can set the IPP Print options to enable the IPP print service.

IPP Print
1 ——cnavie PP Enabls =
2 ————Fars0 Enable Disable ~
3 —— POt Mumber 631
4 — R hitp:MFPO7088510:631/Print
B ————cEnanle s5L Disable ~
6 ———5L Port Mumber 443
7 — L URL https:MMFPO7028510:44 3/Print
8 s P'rintter Name MFPO7088510
9 ——puthentication Dizable -
10——USerName user]
11 —Password assassss
Item name Description
Enable IPP Enable or disable the IPP print service. [Enable] is set as the default.

2 | Port80 Enable

Enable or disable Port80 for IPP printing. Port631 is usually used for IPP
access so users must specify the IPP port to the URL, i.e. "http://<IP
address or DNS name>:631/Print", for the IPP port. When this is
enabled, this equipment allows IPP access through the Port80, which is
the default port for the HTTP access so users do not have to specify the
port number in the IPP port, i.e. "http://<IP address or DNS name>/Print".
[Disable] is set as the default.
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Item name Description

3 | Port Number If enabling the IPP, enter the IPP port number. You can enter a value in
the range from 1 to 65535. Generally the default value "631" is used.
The same port numbers as the ones for the following settings are not usable.
Change the applicable port number before that for the Port Number is set.
- HTTP Network Service / Primary Port Number
- HTTP Network Service / Secondary Port Number
- HTTP Network Service / SSL Port Number
- IPP Print/ SSL Port Number

4 | URL Display the URL for IPP printing. You cannot change the SSL URL for
IPP printing. This SSL URL should be set as the print port when users
set up the printer driver for IPP printing if the SSL for IPP printing is
enabled.

5 | Enable SSL Enable or disable SSL for IPP printing. [Disable] is set as the default.

Tips
* When the SSL is enabled, users can print to the IPP print port using the SSL. To print to the IPP
print port using the SSL, specify the following URL for the IPP print port.
https://<IP Address>:<SSL Port Number>/Print
Example: https://192.168.53.204:443/Print
* Not all operating systems support SSL for all protocols.

6 | SSL Port Number Enter the port number for SSL. You can enter a value in the range from 1

to 65535. Generally the default value "443" is used.
The same port numbers as the ones for the following settings are not usable.
Change the applicable port number before that for the SSL Port Number is set.
- HTTP Network Service / Primary Port Number
- HTTP Network Service / Secondary Port Number
- HTTP Network Service / SSL Port Number
- IPP Print / Port Number

7 | SSL URL Display the SSL URL for IPP printing. You cannot change the SSL URL
for IPP printing. This SSL URL should be set as the print port when users
set up the printer driver for IPP printing if the SSL for IPP printing is
enabled.

8 | Printer Name Enter the printer name for IPP printing. You can enter up to 127
alphanumerical characters and symbols other than =, ; (semicolon), #,
and \ (backslash). The MFP name is set as the default.

9 | Authentication Enable or disable the authentication for creating the IPP queue on the
client computers. When this is enabled, the dialog box to enter a user
name and password will be displayed when a user creates the IPP print
port.

» Disable — Select this to disable the authentication.
* Basic — Select this to enable the authentication.
When IPP printing is used for printing from a Macintosh computer, do not enable the authentication.
The Mac OS does not support the authentication for IPP printing.
10 | User Name Enter the user name when the Authentication option is enabled. Users

must enter this user name to create an IPP queue on the client
computers. You can enter up to 127 alphanumerical characters and
symbols other than =, ; (semicolon), #, and \ (backslash).
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Item name

Description

1"

Password

Enter the password when the Authentication option is enabled. Users
must enter this password to create an IPP queue on the client
computers. You can enter up to 127 alphanumerical characters and
symbols other than =, ; (semicolon), #, and \ (backslash). “password” is
set as the default.

0 Setting up FTP Print

In FTP Print, you can set the FTP Print options to enable the FTP print service.

FTP Print
1 e E N30 R FTP Printing

Enable -

2 =—————Print User Mame
3 ———Print Password
Item name Description

1 | Enable FTP Printing Enable or disable FTP print service. [Enable] is set as the default.

2 | Print User Name Enter the user name if you want to request the log-in user name from
someone who attempts FTP printing. You can enter up to 31
alphanumerical characters and symbols other than =, ; (semicolon), #,
and \ (backslash). If you leave this box blank, the default user name
"Print" is used.

3 | Print Password Enter the password if you want to request the log-in password of users
who attempt FTP printing. You can enter up to 31 alphanumerical
characters and symbols other than =, ; (semicolon), #, and \ (backslash).

0 Setting up NetWare Print

In NetWare Print, you can set the NetWare print options to enable the Novell print service.

1 ——’::‘:[;‘:\tz:lriltme WFPO7088510
2 — a5 o0
3 m———Ptint Queue Scan Rate
Item name Description
1 | Print Server Name Enter the print server name that is created in the NetWare file server. You
can enter up to 47 alphanumerical characters and symbols other than =, ;
(semicolon), #, and \ (backslash). The MFP name is set as the default.
2 | Password Enter the password that is set to the print server, if required. You can
enter up to 31 alphanumerical characters and symbols other than =, ;
(semicolon), #, and \ (backslash).
3 | Print Queue Scan Rate Enter how frequently to scan the print queues for print jobs. This should
be entered in seconds. You can enter between 1 to 255. “30” is set as the
default.

240 [Setup] Item List




0 Setting up Email Print

In Email Print, you can set how the E-mail print jobs are printed.

Email Print
1 = Eniable Print Header Disable ~
2 = Enazhle Print Message Body Enzble -
3 e Waximum Ernail Body Print 5
4 e Eniahilee Print Emniail Error Enable -
5 == Enahle Email Error Forward Disable -
6 e ErT13IN ErrOr Transfer Address
7 e Enaile Partial Email Enable -
8 Partial Wait time 24
Q ———— MON Reply Disabls ~
Item name Description
1 | Enable Print Header Select whether to print the E-mail header when receiving E-mail print

jobs. [Disable] is set as the default.

2 | Enable Print Message Body | Select whether to print the body message when receiving E-mail print
jobs. [Enable] is set as the default.

3 | Maximum Email Body Print | Enter the maximum number of pages to print the body strings of the
received E-mail print job. You can enter between 1 to 99. “5” is set as the
default.

4 | Enable Print Email Error Select whether to print the report when an error occurs for E-mail printing.
[Enable] is set as the default.

5 | Enable Email Error Forward | Select whether to send an error message to an administrative E-mail
address when E-mail printing cannot be completed. [Disable] is set as the

default.
6 | Email Error Transfer If enabling the Email Error Forward, enter an administrative E-mail
Address address where the error message is sent. You can enter up to 192

alphanumerical characters and symbols other than =, ; (semicolon) , #,
and \ (backslash).

7 | Enable Partial Email Select whether to print E-mail jobs that are partially received. [Disable] is
set as the default.

8 | Partial Wait time Enter how long this equipment should wait before printing a partial E-mail
job. Specify within the range from 1 to 168 hours. “24” is set as the
default.

9 | MDN Reply Select whether to send an MDN message reply or not when the

equipment receives an E-mail print job with an MDN request. [Disable] is
set as the default.
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H ICC Profile settings

You can set up profiles used in printing functions.

This setting is available only for some models.

Tip

The [ICC Profile] submenu can be accessed from the [Setup] menu on the [Administration] tab.
See the following pages for how to access it and information on the [Setup] menu:

P.24 “Access Policy Mode”
P.154 “[Setup] Item List”

P.242 “Setting up RGB Source Profile”
P.243 “Setting up CMYK Source Profile”
P.243 “Setting up Destination Profile”

0 Setting up RGB Source Profile

Select an input profile to be used for RGB color space conversion when you print RGB data.

RGB Source Profile

1 ———— Default Prafile

SourceRGB_v10 -

Maintenance

Item name

Description

1 | Default Profile

Select an RGB source profile to be displayed as a default setting of the
color profile setting of a printer driver. You can select among the RGB
source profiles already registered in this equipment.

2 | [Maintenance] button

Click this to perform maintenance of RGB source profiles. The
Maintenance RGB Source Profile page is displayed as you click this. You
can import profiles into this equipment, or export or delete the registered
profiles. For the details, see the following:

P.273 “Importing profiles”

P.274 “Exporting profiles”

P.276 “Deleting profiles”

242

[Setup] Item List




0 Setting up CMYK Source Profile

Select an input profile to be used for CMYK color space conversion when you print CMYK data.

CMYK Source Profile

1 ————Default Prafile

SourceCMYK 0~

Iaintenance

Item name

Description

1 | Default Profile

Select an CMYK source profile to be displayed as a default setting of the
color profile setting of a printer driver. You can select among CMYK
source profiles already registered in this equipment.

2 | [Maintenance] button

Click this to perform maintenance of CMYK source profiles. The
Maintenance CMYK Source Profile page is displayed as you click this.
You can import profiles into this equipment, or export or delete the
registered profiles. For the details, see the following:

P.273 “Importing profiles”

P.274 “Exporting profiles”

P.276 “Deleting profiles”

Q) Setting up Destination Profile

Select an output profile to be used for color space conversion when you print color data.

Destination Profile

=—————Default Praofile

OutputCMYK_viD =

WN =

Maintenance

endering Intent
@ Perceptual
@ Relative Colotimetric
@ Saturation

(@ Absolute Colorimetric

Item name

Description

1 | Default Profile

Select a destination profile to be displayed as a default setting of the color
profile setting of a printer driver. You can select among destination
profiles already registered in this equipment.

2 | [Maintenance] button

Click this to perform maintenance of destination profiles. The
Maintenance Destination Profile page is displayed as you click this. You
can import profiles into this equipment, or export or delete the registered
profiles. For the details, see the following:

P.273 “Importing profiles”

P.274 “Exporting profiles”

P.276 “Deleting profiles”

3 | Rendering Intent

Select from [Perceptual], [Relative Colorimetric], [Saturation], and
[Absolute Colorimetric] for the Rendering Intent of the Destination Profile.
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H Print Data Converter settings
For the details of the print data converter, contact your service technician.
Tip
The [Print Data Converter] submenu can be accessed from the [Setup] menu on the [Administration] tab.

See the following pages for how to access it and information on the [Setup] menu:
P.24 “Access Policy Mode”

P.154 “[Setup] Item List”

Print Data Converter Setting

1 e Print Data Converter  Disable «

2 ——lport New Converter
File Name
3 e CuT et Converter.

Delete | [ Export

[ [File Name [File Size [Date

Item name
1 | Print Data Converter

Description

Select whether the print data converter function is enabled or disabled.

You cannot enable the function if the converter setting file has not been
imported.

2 | Import New Converter Import the converter setting file.

Tip

Click the [Browse...] button to select the file to import and click [Open].
Check the file name and click the [Import] button.

3 | Current Converter

‘ Display the imported converter setting file.
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B Embedded Web Browser settings

You can set the EWB (Embedded Web Browser) function to display a web page on the touch panel.

Tip
The [EWB] submenu can be accessed from the [Setup] menu on the [Administration] tab.
See the following pages for how to access it and information on the [Setup] menu:

P.24 “Access Policy Mode”
P.154 “[Setup] Item List”

* The External Interface Enabler is required to use the EWB (Embedded Web Browser) function.
* This setting is available only for some models.

P.245 “Setting up Home Page Setting”

P.245 “Setting up Proxy Setting”

P.246 “Setting up Server Registration Setting”

P.246 “Setting up URL List for Menu Screen and Hard Button”
P.247 “[Add New URL] screen”

U Setting up Home Page Setting

You can specify the home page for the EWB function.

Embedded Web Browser
Home Page Setting
Home Page http:iflocalhost!

1

2 = Enforcement automatic screen change| Disable |v

Item name Description
Home Page Enter the URL of the home page.
2 | Enforcement automatic Specify whether or not the screen is automatically changed to [JOB
screen change STATUS] when a job cannot be performed due to paper empty or toner

empty, etc. while the EWB screen is displayed.
* Enable — Select this to change the screen to [JOB STATUS].
* Disable — Select this not to change the screen.

0 Setting up Proxy Setting

You can set the proxy for the EWB function.

1 ——rostname

2 —— Forthumber

3 e E 2 01ION LRL

4 m———Jce automatic configuration script Enable

5 =T URL

Item name Description
Host Name Enter the host name of the proxy server.

2 | Port Number Enter the port number of the proxy server.
3 | Exception URL Enter URLs which do not use the proxy server delimited with a semicolon

(;)-
4 | Use automatic configuration | Enable or disable the automatic configuration script.
script
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Item name

Description

5 | URL

Specify the location of the PAC file by URL for the automatic configuration

script.

¢ Do not use functions.

Note the following points for the PAC file.
* Be sure to enter the protocol.

0 Setting up Server Registration Setting

You can register the address of the server used for the EWB function.

Server Registration Setting
1 — )
2 —
3 — [elete
4 —_— | Server Address |
‘-:;3 |19215511 |
Item name Description

[Add] button

Registers the server address entered in the entry column into the list.

Entry column

Enter the server address.

[Delete] button

Deletes the selected server address from the list.

B OWOIN -

Server Address list

Lists the registered server addresses.

Q) Setting up URL List for Menu Screen and Hard Button

You can register URLs to be displayed in the menu screen on the control panel and the hard buttons that start
the EWB function.

2 II\I\ 1ist for Menu Screen and Hard Button
—_—
Add

Mo. | Mame

URL Hard Button

1 |exampledl

bty £192.168.1 1 Copy

2 |example0?

ojo|g

ity 92 168101 Sian

3

it 92 168 1001 Prirt

Item name

Description

1 | [Add] button

Registers a URL to be displayed on the control panel and a hard button
that starts the EWB function.
P.247 “[Add New URL] screen”

2 | [Delete] button

Deletes the URL and the hard button for the EWB function that you have
selected from the URL list (the menu screen and the hard button
assignment).

3 | URL list

Lists URLs which are displayed on the control panel and the names of the
hard buttons that start the EWB function.
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U [Add New URL] screen

Add New URL

1 —

22— 1

3 — URL Name

4 ——— R

5 — Assignment for Hard Bution v

6 Enforcement screen change | Disable [v

Item name Description
1 | [Save] button Registers the entered URL name and URL.
2 | [Cancel] button Cancels adding a URL.
3 | URL Name Enter the URL name to be registered.
4 | URL Enter the URL to be registered.
5 | Assignment for Hard Button | Select a hard button on the control panel that starts the EWB function.
6 | Enforcement automatic Specify whether or not the screen is automatically changed to [JOB
screen change STATUS] when a job cannot be performed due to paper empty or toner
empty, etc. while the EWB screen is displayed.

H Off Device Customization Architecture settings

Set ODCA (Off Device Customization Architecture) when you are linking external application software to
services provided by this equipment.
For details, refer to the application software manual.

Tip

The [ODCA] submenu can be accessed from the [Setup] menu on the [Administration] tab.
See the following pages for how to access it and information on the [Setup] menu:

P.24 “Access Policy Mode”

P.154 “[Setup] Item List”

P.247 “Setting up Network”
P.248 “Setting up Configuration”
P.248 “Notification Events”

0 Setting up Network

Off Device Customization Architecture Setting
Network

1 ———EnableFort Enable ~

2 Port Number 49629
3 ———Enables5LPart Disabls ~

4 ——— 551 Port Number 49530

Item name Description
1 | Enable Port Select whether the external connection is enabled or disabled.
2 | Port Number Specify the port number where the external connection is enabled.
3 | Enable SSL Port Select whether SSL is enabled or disabled for the external connection.
4 | SSL Port Number Specify the SSL port number where the external connection is enabled.
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0 Setting up Configuration

Configration
1 — Session Timeout(E0-99989)

S0 Seconds

Item name

Description

1 | Session Timeout(60-99999)

Specify the duration to maintain the connection.

Q Notification Events

Notification Events

1 —— Delete Al

*Delete all notification events thatwere registered from an application,

Item name

Description

1 | [Delate All] button

Deletes all notification events registered with external application
software.

M Version

Displays version information of your equipment.

Tip

The [Version] submenu can be accessed from the [Setup] menu on the [Administration] tab.
See the following pages for how to access it and information on the [Setup] menu:

P.24 “Access Policy Mode”
P.154 “[Setup] Item List”

Version Information

1 —— Printer Manufacture
— 00T Firrmwvare Wersion

3 — ORI Main ROM Yersion
e 0 [2F BCANNET ROM Version

TOSHIBA
T130SY0WWO030
130M-014
1308-01

Item name

Description

Printer Manufacture

Displays the manufacturer name of your equipment.

Copier Firmware Version

Displays the firmware version of your equipment.

Copier Main ROM Version

Displays the main ROM version information of your equipment.

A WOIN -

Copier Scanner ROM
Version

Displays the copier scanner ROM version information of your equipment.
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[Setup] How to Set and How to Operate

This section describes how to set up the equipment using TopAccess.

P.249 “Setting up General settings”

P.251
P.253

P.271

P.282

“Setting up Network settings”
“SNMP V3 settings”

pP.257 “
P.259 “
P.260 “
P.262 “
P.263 “
P.265 “
P.266 “
P.269 “

Setting up Copier settings”

Setting up Fax settings”

Setting up Save as file settings”
Setting up E-mail settings”

Setting up InternetFax settings”
Setting up Printer/e-Filing settings”
Setting up Printer settings”

Setting up Print Service settings”

“Setting up ICC Profile settings”
pP.278 “
P.280 “

Setting up Print Data Converter settings”
Configuring the EWB function”

“Setting up Off Device Customization Architecture settings”
P.283 “

Displaying version information”

The paper size for each drawer cannot be set from TopAccess. Set from the touch panel of the equipment.
For instructions on how to set the paper size for each drawer, refer to the Copying Guide / User’s Manual

Setup Guide.

H Setting up General settings

You can configure general settings such as Device Information, Energy Save, Date & Time, and Web General

Setting from the [General] submenu under the [Setup] menu.

Some settings may not be reflected on the touch panel immediately after saving them. The settings will be
updated by pressing the [FUNCTION CLEAR] button on the control panel or after an Auto Clear time

period.

Setting the General settings

1 Start TopAccess access policy mode.
P.24 “Access Policy Mode”

2 Click the [Administration] tab.

3 Click the [Setup] menu and [General] submenu.

Device Job Stetus Logs Registration CoLirter Uzer Management

Genefal | Network | Copier | Save asfile | Email | InternetFax | Printerfe-Filing | Printer | PrintService | |CC Profile | Print Data Corveder | EWE | ODCA | Yersion

2

Administration

e-Filing
Logout

The General submenu page is displayed.
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4 In the General submenu page, set the General settings as required.

Device. Jok Status Logs Courter

Setup

General | Metwork | Copier | Save asfile | Email | IntemnetFax | Printerie-Filing | Printer | PrintService | 1GC Profile | Print Data Converter | EWB | QDCA | Wersion

e-Filing
Logout

User Management Administration

Save | | Cancel

General Setting
Device Information

Narme -
Copier Model -
Serial Number

MAC Address

Save as File & e-Filing Space Available 26205 MB

Fax Space Avallable 977 MB

Data Cloning Function Enable =

USB Direct Print Enable =

Location
Geo Location
Contact Infarmation

Gervice Phone Number 0

Administrative Message %

You can set the following in this page.
P.155 “Setting up Device Information”

P.156 “Setting up Functions”
P.157 “Setting up e-Filing Notification Events”
P.157 “Setting up Job Skip Control”

P.158 “Setting up Restriction on Address Book
Operation by Administrator”

P.158 “Setting up Confidentiality Setting”

Click [Savel].
The confirmation dialog box appears.

Tip

When you click [Cancel] before saving the setting changes, they will not be saved and will return to
the current settings. Note that they will not be returned to the factory default by clicking [Cancel].

P.158 “Setting up Energy Save”
P.160 “Setting up Date & Time”
P.160 “Setting up SNTP Service”

P.161 “Setting up Daylight Savings Time
Setting”

P.162 “Setting up WEB General Setting”

This can only clear the changes and restore the current settings before saving the changes.

6 Click [OK] to apply the changes.

Message from webpage ==

(Qu Are you sure?

Cancel

The setting value may not be reflected on the screen even after changing the setting by clicking [Save] if
you are using Internet Explorer; however, the new setting is properly applied. In such a case, click the

submenu to refresh the screen and display the current setting status.
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H Setting up Network settings

You can configure TCP/IP, Filtering, IPX/SPX, AppleTalk, Bonjour, LDAP, DNS, DDNS, SMB, NetWare, HTTP,
SMTP Client, SMTP Server, POP3, SNTP Settings, FTP Client, FTP Server, SNMP, Security Setting, and
others from the [Network] submenu under the [Setup] menu.

Setting the network settings

Start TopAccess access policy mode.
P.24 “Access Policy Mode”

2 Click the [Administration] tab.
3 Click the [Setup] menu and [Network] submenu.

e-Filing
Logout

Device Job Stetus Logs Registration CoLirter Uzer Management Administration

e N2

The Network submenu page is displayed. n
In the Network submenu page, click link or scroll the page to find the setting table, and
click the button of the setting to set the network settings as required.

e-Filing
Logout

Device Job Status Loz Registration Ciournter Uzer Management Administration

Save

TCFIE
Filtering

IPYE

PRSP

Apple Talk

Banjour

LOAP Session

DRE Session

DDMS Session

SMB Session
MetWare Session
HTTP Metwork Service

POP3 Metwark Setvice
FTP Client

FTP Server

SLP Session

SNMP Metwork Service
wigh Services Setting

LLTD Session

Wiake Up Setting

IP Security

You can set the following in this page.

P.163 “Setting up TCP/IP” P.180 “Setting up SMTP Client”

P.166 “Setting up Filtering” P.182 “Setting up SMTP Server”

P.167 “Setting up IPv6” P.183 “Setting up POP3 Network Service”
P.169 “Setting up IPX/SPX” P.184 “Setting up FTP Client”

P.169 “Setting up AppleTalk” P.185 “Setting up FTP Server”

P.170 “Setting up Bonjour” P.186 “Setting up SLP Session”

P.170 “Setting up LDAP Session” P.187 “Setting up SNMP Network Service”
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P.171 “Setting up DNS Session” P.191 “Setting up Web Services Setting”

P.172 “Setting up DDNS Session” P.192 “Setting up LLTD Session”
P.174 “Setting up SMB Session” P.193 “Setting up Wake Up Setting”
P.177 “Setting up NetWare Session” P.196 “Setting up IP Security”
P.178 “Setting up HTTP Network Service”

Click [Savel].

The confirmation dialog box appears.

Tip
When you click [Cancel] before saving the setting changes, they will not be saved and will return to

the current settings. Note that they will not be returned to the factory default by clicking [Cancel].
This can only clear the changes and restore the current settings before saving the changes.

6 Click [OK] to apply the changes.

Windows Internet Explorer @

[ When this configuration is changed, the netwerk connection will be
[ ) : N A
' disconnected. Would you like to continue?

[ 0K L\’g | Cancel |

A\

This equipment starts initializing the network interface card to apply the changes.

During the initialization of the network interface card, the network will not be available. TopAccess
will display “Please restart after waiting a few minutes.” The touch panel will display “NETWORK
INITIALIZING”. When this message disappears, TopAccess will once again be available.
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B SNMP V3 settings

P.253 “Registering or editing SNMP V3 user information”
P.254 “Exporting SNMP V3 user information”
P.256 “Deleting SNMP V3 user information”

0 Registering or editing SNMP V3 user information

1 Click the [SNMP Network Service] button from the [Network] submenu under the
[Setup] menu.

Click [New] to create new SNMP V3 user information, or click the desired user name on
the list to edit SNMP V3 user information already registered.

SNMP Network Service
Selecting 'Sawe' in the Main Window is required to Save the new seftinas.

Enable SNMP Y102 Enable -
Read Community public
Read Write Community private
Enahble ShMP v3 Dizable -

SHMP V3 User Information

mber [User Name: | authentication Pratocel |Privacy Pratocol [Permissions Level
[} |1 |nngi |HMAC7MD5 |Nnr\a |Aumwstramr

Enable SMMP v3 Tra§ Disable ~

SMMP Y3 Trap User Name

SMMP V3 Trap Authentication Pratacal HMAC-MDA

SMNMP %3 Trap Authentication Passward

The Create SNMP V3 User Information page is displayed.
3 Specify the following items and click [Save].

Create SNMP V3 User Information

Core\yr e MFP

User Name

Authentication Protocal HMAC-MDE ~

Authentication Password

Privacy Pratocal Mone -

Privacy Passward

Permissions Level General User ~ %

You can set the following in this page.
P.190 “[Create SNMP V3 User Information] screen”

The Create SNMP V3 User Information page is closed and the newly created user information is
registered on the SNMP V3 user information list.
The confirmation dialog box appears.

Tip
Clicking [Save] on the [Create SNMP V3 User Information] screen instantly registers the SNMP V3
user information, enabling the registered user to access this equipment via SNMP over a network.
4 Click [OK].
The specified or modified content is registered.
Click [OK] to close the SNMP Network Service page.
The confirmation dialog box appears.
Click [OK].
The specified or modified content is registered.
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Click [Save] on the Network submenu page.
The confirmation dialog box appears.

Tip

When you click [Cancel] before saving the setting changes, they will not be saved and will return to
the current settings. Note that they will not be returned to the factory default by clicking [Cancel].
This can only clear the changes and restore the current settings before saving the changes.

8 Click [OK] to apply the changes.

Windows Internet Explorer @

@% “Whenthis configuration is changed, the network connection will be
[ | = N A
P disconnected. Would you like to continue?

[ QK w | Cancel |

A\

This equipment starts initializing the network interface card to apply the changes.

During the initialization of the network interface card, the network will not be available. TopAccess
will display “Please restart after waiting a few minutes.” The touch panel will display “NETWORK
INITIALIZING”. When this message disappears, TopAccess will once again be available.

O Exporting SNMP V3 user information

Click the [SNMP Network Service] button from the [Network] submenu under the
[Setup] menu.

Select the check box of SNMP V3 user information that you want to export from the
corresponding list, and then click [Export].

SNMP Network Service
Selecting 'Sawe' in the Main Window is required to Save the new seftinas.
Enable ShMP V1772 Enable -
Read Community public
Read ¥yrite Community private
Enable SMMP v3 Disable ~
Delie A1
SHMP V3 User Information

Number | User Mame 7Jtherm:atinn Protacol [Frivacy Protacel [Permissions Level
[oon FMAC-MDS [ne [seminstrator
Enal e'NMP W3 Trap Disable
SMNMP V3 Trap User Name
SMMP V3 Trap Authentication Pratacal HMAC-MDE
SMNMP %3 Trap Authentication Passward
SMMP 3 Trap Privacy Protocol Mone -

The Export page is displayed.

When “Please save the Network settings before exporting the user information” appears, click
[Save] on the Network submenu page, and then export.
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3 Right-click the link for the file name of user information to be exported, and then select
[Save Target As].

Export SNMP V3 User Information

File Name Size

ID.132812
Open
l%' Open in New Windaow
Save Target As... -
Print Target %2 fa v 0% v

Capy
Capy Shortcut
Paste

S5 Blog with Windows Live
5 E-mail with Windows Live
a, Translate with Bing
All Accelerators v

Add to Favorites...

Append Link Target to Existing PDF
Append to Existing PDF
Convert Link Target to Adobe PDF
Convertto Adobe PDF

Properties

The [Save As] dialog box appears.

4 Select the file location and click [Save].

Save As =
QQ [(8 » Usertol » Downloads ~ [ #3 ]|[ Search Dawntoads 2]
Organize v New folder =~ @

HMame ’ Date madified Type

'T Favorites
B Desktop

18 Downloads

Mo itemns match your search.

%l Recent Places

m

= Libraries
Documents
o Music
&) Pictures
B8 videos

18 Computer
= 0= T4 2

< T v

File name:  SNMPv3-0001-attribute[1] -

Save as type: (1D File -]

5 Close the Export SNMP V3 User Information page.
(€ nttp:/£157.69.73.250/Administration/Setup/setting/SNMPV3Export.htmI?USER=OTHE... E@L
2\

&1

Export SNMP V3 User Information

File Name Size
SMMP3-0001-atiribute[1].id 0132812
€ Internet | Protected Made: On B v Hi% -

The export operation may be unstable if administrators are accessing this equipment from multiple
computers simultaneously in the access policy mode to export information. Be sure that the administrator
accesses this equipment from only one computer when exporting.
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U Deleting SNMP V3 user information

Click the [SNMP Network Service] button from the [Network] submenu under the
[Setup] menu.

2 Select the check box of SNMP V3 user information that you want to delete from the
SNMP V3 user information list, and then click [Delete].
Tip
Click [Delete All] to delete all the SNMP V3 user information.

SNMP Network Service

Selecting 'Sawe' in the Main Window is required to Save the new seftinas.
Enable ShMP V1772 Enable -

Read Community public

Read Wirite Community private

Enable SMMP v3 Disable ~

|

SHMP V3 User Information

|Number '| 2me |Authenm:atinn Protacal IPrivacy Protacal IPerm\ssmr\s Level
|1 |M |HMAC-MD5 |Nune |Adm\mstralur
Enl;ﬁi\lMP W3 Trap Disable
SMNMP V3 Trap User Name
SMMP V3 Trap Authentication Pratacal HMAC-MDE
SMMP Y3 Trap Authentication Password
SMMP %3 Trap Privacy Protocol Mone A

The confirmation dialog box appears.

3 Click [OK].

Windows Internet Explorer ==

9 Areyou sure?

N
The SNMP V3 user information is deleted.
4 Click [OK] to close the SNMP Network Service page.
The confirmation dialog box appears.
Click [OK].
The specified or modified content is registered.

Click [Save] on the Network submenu page.
The confirmation dialog box appears.

Tip

When you click [Cancel] before saving the setting changes, they will not be saved and will return to
the current settings. Note that they will not be returned to the factory default by clicking [Cancel].
This can only clear the changes and restore the current settings before saving the changes.
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7 Click [OK] to apply the changes.

Windows Internet Explorer @

‘.-"' "‘-.‘ When this configuration is changed, the network connection will be
W disconnected. Would you like to continue?

[ o %[ Cancel |

This equipment starts initializing the network interface card to apply the changes.

During the initialization of the network interface card, the network will not be available. TopAccess
will display “Please restart after waiting a few minutes.” The touch panel will display “NETWORK
INITIALIZING”. When this message disappears, TopAccess will once again be available.

H Setting up Copier settings

You can configure copy operation settings from the [Copier] submenu under the [Setup] menu.

Some settings may not be reflected on the touch panel immediately after saving them. The settings will be
updated by pressing the [FUNCTION CLEAR] button on the control panel or after an Auto Clear time n
period. .

Setting the copier setting

1 Start TopAccess access policy mode.
P.24 “Access Policy Mode”

2 Click the [Administration] tab.
3 Click the [Setup] menu and [Copier] submenu.

e-Filing
Logout

Counter User Management

ES[E==1Y |

The Copier submenu page is displayed.
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4 In the Copier submenu page, set the copier settings as required.

Device:

Save | | Cancel

Job Status

Logs

Regstration

Courter

User Management

Administration

e-Filing
Logout

Copier Setting
Default setting
Color Mode

Original Mode for Color
Original Made far Black
Exposure for Color
Exposure for Black
Bypass feed

BOOK =2

Magazine Sort

Full Color =

Text/Phato

Text/Photo

Manual ~

Auto v

Plain

Open from left
Open from left

2in1 7 din1 Wite Laterally

Maximum Copies 9999 -
Auto 2-sided Mode OFF hd %
Sort Mode Priority Mon-Sort -

You can set the following in this page.
P.208 “Setting up Default setting”
P.211 “Setting up Copy Job Enforcement Continue”

Click [Savel.
The confirmation dialog box appears.
Tip

When you click [Cancel] before saving the setting changes, they will not be saved and will return to
the current settings. Note that they will not be returned to the factory default by clicking [Cancel].
This can only clear the changes and restore the current settings before saving the changes.

6 Click [OK] to apply the changes.

Windows Internet Explorer ==

'9“ Are you sure?

i\

The setting value may not be reflected on the screen even after changing the setting by clicking [Save] if
you are using Internet Explorer; however, the new setting is properly applied. In such a case, click the
submenu to refresh the screen and display the current setting status.
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H Setting up Fax settings

You can configure the fax device and fax operation settings from the [Fax] submenu under the [Setup] menu.

* Some settings may not be reflected on the touch panel immediately after saving them. The settings will
be updated by pressing the [FUNCTION CLEAR] button on the control panel or after an Auto Clear time
period.

¢ The [Fax] submenu in the [Setup] menu is available only when the Fax Unit is installed.

Setting the fax settings

1 Start TopAccess access policy mode.
P.24 “Access Policy Mode”

2 Click the [Administration] tab.
3 Click the [Setup] menu and [Fax] submenu.

e-Filing
Logout

User Managemert

Device «Joh Status Logs Registration Courter Administration

Setup
Se k

Geneml\'etwurk\ Copier | Fax| Saveasfile | Email | InternetFax | Printsrie-Filing | Printer | Print Service | 1CC Profile | PrintData Converter | DDCA |

2

The Fax submenu page is displayed.

4 In the Fax submenu page, set the fax settings as required.

e-Filing
Logout

Device: Joh Status Logs Regstration Corter

User Management

Administration

Setup

General | Metwork | Copier | Fax | Save asfile | Email | IntermetFax | Printere-Filing | Printer | PrintSerice | 1CC Prafile | Print Data Converter | ODCA | Wersion
Fax Setting

Terminal ID mip-04928320

Fax Mumber 10000000001
Line2 Number
RingerVaolurme
Muonitar Yolume

Completion Tone Volurme

Reception Mode

Remote R}

Eunneu

OFF -

Dial Type FE -
Cial TypeiLine 2} FB -
Line-2 Mode T/ Rx hd
sTaRT 00 oo
EnD 00 oo
Resolution Standard  ~ %
Criginal Mode

Text -

You can set the following in this page.

P.212 “Setting up Fax Setting”

Click [Savel].

The confirmation dialog box appears.

Tip

When you click [Cancel] before saving the setting changes, they will not be saved and will return to
the current settings. Note that they will not be returned to the factory default by clicking [Cancel].
This can only clear the changes and restore the current settings before saving the changes.
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6 Click [OK] to apply the changes.

Windows Internet Explorer =5

a—
\el Areyou sure?
k. 4

[ ox w[ Cancel

A\

The setting value may not be reflected on the screen even after changing the setting by clicking [Save] if
you are using Internet Explorer; however, the new setting is properly applied. In such a case, click the
submenu to refresh the screen and display the current setting status.

H Setting up Save as file settings

You can configure file saving operations and the Save as File function by the N/W-Fax driver from the [Save
as file] submenu under the [Setup] menu.

Some settings may not be reflected on the touch panel immediately after saving them. The settings will be
updated by pressing the [FUNCTION CLEAR] button on the control panel or after an Auto Clear time
period.

Setting the Save as file settings

1 Start TopAccess access policy mode.
P.24 “Access Policy Mode”

2 Click the [Administration] tab.

3 Click the [Setup] menu and [Save as file] submenu.

e-Filing
Logout

Counter User Management

2

The Save as file submenu page is displayed.
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4 In the Save as file submenu page, set the Save as file settings as required.

e-Filing
Logout

Device Job Status Logs Registration Counter User Management Administration

Save as file Setting
Local Storage Path
Starage Path FILE_SHARE

@ Send stanned documents to a sub folder in the storage path.
(The sub folders will be named after the associated termplate and will be of the format: Group Number-GroupMame-
TemplateName)

@ Send scanned documents directly to the storage path
Storage Maintenance

@ Do not delete documents automatically
@ Delete documents after |30 dayis)

You can set the following in this page.
P.216 “Setting up Local Storage Path”

P.217 “Setting up Storage Maintenance”

P.217 “Setting up Destination”

P.218 “Setting up Folder Name”

P.218 “Setting up Format”

P.219 “Setting up Single Page Data Saving Directory”
P.219 “Setting up File Composition”

P.220 “Setting up User Name and Password at User Authentication for Save as File”
P.220 “Setting up Searching Interval”

L P.221 “Setting up Remote 1 and Remote 2”

P.224 “Setting up N/W-Fax Destination”

P.225 “Setting up N/W-Fax Folder”

Click [Save].
The confirmation dialog box appears.
Tip
When you click [Cancel] before saving the setting changes, they will not be saved and will return to

the current settings. Note that they will not be returned to the factory default by clicking [Cancel].
This can only clear the changes and restore the current settings before saving the changes.

6 Click [OK] to apply the changes.

Windows Internet Explorer ==l
.91 Are you sure?
4\

When using Internet Explorer, the changes may not be reflected on the Save as file page immediately after
changing the settings and clicking [Save]. If that happens, click the [Save as file] submenu to refresh the

page.
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H Setting up E-mail settings

You can configure E-mail transmission operations from the [E-mail] submenu under the [Setup] menu.

Some settings may not be reflected on the touch panel immediately after saving them. The settings will be
updated by pressing the [FUNCTION CLEAR] button on the control panel or after an Auto Clear time
period.

Setting the E-mail settings

1 Start TopAccess access policy mode.
P.24 “Access Policy Mode”

2 Click the [Administration] tab.
3 Click the [Setup] menu and [Email] submenu.

e-Filing
Logout

Counter User Management

2

The Email submenu page is displayed.

4 In the Email submenu page, set the E-mail settings as required.

e-Filing
Logout

Device Job Status Loz Registration Ciournter Uzer Management Administration

Email Setting

From Address

Fram Mame

Message Header (Inbound FAX Routing) @ Received from: (Sender's TSH
@ Received by: (Recelver's CSl)

File FormatiBlack) PDF(Multiy =

File FormatiColor) FDF (Multi) -

Mumber of Retry 3

Retry interval 1 Minutes

Fragment Message Size Mo Fragmentation -

Default Body Strings i

You can set the following in this page.
P.226 “Email settings”

5 Click [Save].
The confirmation dialog box appears.
Tip

When you click [Cancel] before saving the setting changes, they will not be saved and will return to
the current settings. Note that they will not be returned to the factory default by clicking [Cancel].
This can only clear the changes and restore the current settings before saving the changes.
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6 Click [OK] to apply the changes.

Windows Internet Explorer ==l
.91 Are you sure?
N

The setting value may not be reflected on the screen even after changing the setting by clicking [Save] if
you are using Internet Explorer; however, the new setting is properly applied. In such a case, click the
submenu to refresh the screen and display the current setting status.

H Setting up InternetFax settings

You can configure Internet Fax operations from the [InternetFax] submenu under the [Setup] menu.

Some settings may not be reflected on the touch panel immediately after saving them. The settings will be
updated by pressing the [FUNCTION CLEAR] button on the control panel or after an Auto Clear time

period. n

Setting the Internet Fax settings

1 Start TopAccess access policy mode.
P.24 “Access Policy Mode”

2 Click the [Administration] tab.

3 Click the [Setup] menu and [InternetFax] submenu.

e-Filing
Logout

Counter User Management

2

The InternetFax submenu page is displayed.
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4 In the InternetFax submenu page, set the Internet Fax settings as required.

e-Filing
Logout

Device «Joh Status Logs Fegistration Counter User Management Administration

InternetFax Setting

From Address

From Mame

Message Header (Inbound FAX Routing) @ Received from: (Sender's TSI
@ Received by (Receivers CSI)

Mumber of Retry 3

Retry interval 1 Minutes

Fragment Message Size Mo Fragmentation =

Default Body Strings

Body String Transmission Enable - s

You can set the following in this page.
P.230 “Setting up InternetFax Setting”

5 Click [Save].
The confirmation dialog box appears.
Tip

When you click [Cancel] before saving the setting changes, they will not be saved and will return to
the current settings. Note that they will not be returned to the factory default by clicking [Cancel].
This can only clear the changes and restore the current settings before saving the changes.

6 Click [OK] to apply the changes.

Windows Internet Explorer ==
\_e. Are you sure?
4\

The setting value may not be reflected on the screen even after changing the setting by clicking [Save] if
you are using Internet Explorer; however, the new setting is properly applied. In such a case, click the
submenu to refresh the screen and display the current setting status.
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H Setting up Printer/e-Filing settings

You can configure how to continue print jobs and e-Filing jobs from the [Printer/e-Filing] submenu under the
[Setup] menu.

Some settings may not be reflected on the touch panel immediately after changing them. The settings will
be updated by pressing the [FUNCTION CLEAR] button on the control panel or after an time period.

Setting the Printer/e-Filing settings

1 Start TopAccess access policy mode.
P.24 “Access Policy Mode”

2 Click the [Administration] tab.
3 Click the [Setup] menu and [Printer/e-Filing] submenu.

e-Filing
Logout

Device: Job Status Logs. Registration Courter Uzer Management Administration

R

The Printer/e-Filing submenu page is displayed.

4 In the Printer/e-Filing submenu page, set the Printer/e-Filing settings as required.

e-Filing
Logout
Device Joh Status Logs Reglstration Courter User Management Administration
Setup
General | Metwork | Copier | Save asfile | Email | IntemetFax | Printer/e-Filing | Printer | Print Service | ICC Profils | Print Data Converter | EWB | ODCA | Yersion
Printerie-Filing Setting
Printer/e-Filing Job Enforcement Continue
Automatic Change Of Paper Source OFF -
Paper Of Different Direction QFF -
Enforcement Continue {lleaal Paper) OFF -
Auto Exit Tray Change (Cascade Print) OFF =
Suspend Printing if Stapler Empty OFF -
Continue Printing when Punch Cust is full oM - %

You can set the following in this page.
P.232 “Setting up Printer/e-Filing Job Enforcement Continue”

5 Click [Savel].
The confirmation dialog box appears.

Tip

When you click [Cancel] before saving the setting changes, they will not be saved and will return to
the current settings. Note that they will not be returned to the factory default by clicking [Cancel].
This can only clear the changes and restore the current settings before saving the changes.
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6 Click [OK] to apply the changes.

Message from webpage =
@ Are you sure?
)

The setting value may not be reflected on the screen even after changing the setting by clicking [Save] if
you are using Internet Explorer; however, the new setting is properly applied. In such a case, click the
submenu to refresh the screen and display the current setting status.

H Setting up Printer settings

You can configure printer operations and printer options for RAW print jobs from the [Printer] submenu under
the [Setup] menu.
P.268 “Setting up Raw Job Setting”

Setting the Printer settings

1 Start TopAccess access policy mode.
P.24 “Access Policy Mode”

2 Click the [Administration] tab.
3 Click the [Setup] menu and [Printer] submenu.

e-Filing
Logout

Counter User Management

Se,

General | Retwork | Copier | Saveasfile | Email | InternetFai| Printerie-Filing | Printer | Print Servce | ICC Profile | Print Data Converter | EWiE | QDCA |

2

The Printer submenu page is displayed.
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4 In the Printer submenu page, set the Printer settings as required.

Device

Joh Status Logs

Registration

Setup
Printer Setting
General Setting
Period oftime to save Private,Hold,Proof and invalid Johs m
LT=--=pd LD =--=A3 Enable -
Wide Ad Mode (for PCL) Dizable -
Restriction for Print Job Mone -
Default Raw Job Setting
Raw Johs - Duplex Printing W
Raw .Jobs - Default Paper Size Ad -
Raw Jobs - Default Paper Type Plain -
Raw Jobs - Default Orientation Portrait A
Raw Jobs - Default Stapling OFF -
Raw Jobs - Default Output Tray Receiving Tray -

PCL Farm Line

120

Ciournter

General | Metwork | Copier | Save asfile | Email | InternetFax | Printsrie-Filing | Printer | Print Service | ICC Profile | Print Data Converter | EWB | DDCA | Wersion

e-Filing
Logout

Uzer Management Administration

3

You can set the following in this page.
P.233 “Setting up General Setting”
P.234 “Setting up Default Raw Job Setting”
P.235 “Setting up Raw Job Setting”

5 Click [Save].

The confirmation dialog box appears.

Tip

When you click [Cancel] before saving the setting changes, they will not be saved and will return to
the current settings. Note that they will not be returned to the factory default by clicking [Cancel].
This can only clear the changes and restore the current settings before saving the changes.

6 Click [OK] to apply the changes.
=

Windows Internet Explorer

.e'w Are you sure?

R
4\)

The setting value may not be reflected on the screen even after changing the setting by clicking [Save] if
you are using Internet Explorer; however, the new setting is properly applied. In such a case, click the
submenu to refresh the screen and display the current setting status.
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0 Setting up Raw Job Setting

In Raw Job Setting, you can add up to 16 LPR queue names and specify the raw job setting for each queue.

These queue names can be used when printing without a printer driver, such as printing from UNIX
workstation. You can add, edit, or delete an LPR queue.
P.268 “Adding or editing an LPR queue”
P.268 “Deleting an LPR queue”

Adding or editing an LPR queue

1

To add a new LPR queue, click [Add] in Raw Job Setting.

To edit an existing LPR queue, select a radio button of a queue that you want to edit

and click [Edit].

Raw Job Setting

Add || Edit || Belete

e
GILELIE Nam%mg

Paper Size

Paper Type

Orientation

Stapling

Cutput

|PCL Form Line
Tray

PCL Fort Pitch

PCL Font Point Size

PCL Fortt Mumber

PCL Line Termination

Symhol set

Paper Source

Do nat Print Blank Pages |Letterhead Print Mode

The Add New LPR Queue page is displayed.

Enter the following items as required.

Add New LPR Queue

Queue Name

Duplex Printing

Faper Size

Paper Type
Orientation

Stapling

Output Tray

PCL Farm Line

PCL Font Pitch

PCL Font Paint Size
PCL Fant Number
PCL Ling Termination
Symbol set

Paper Source

Do not Print Blank Pages
Letterhead Print Mode

Dizable -
Ad

Plain

Fortrait -
OFF -
Receiving Tray
120

100

120

a

Auto
Roman-8
Auto

oM -

OFF -

You can set the following in this page.
P.235 “Setting up Raw Job Setting”

Click [Savel].

3

The queue name is added to the list.

Deleting an LPR queue

1 Select a radio button of a queue that you want to delete and click [Delete].

Raw Job Setting

Gy

DupleM
Frinting

Zr Size

Gueue Name

Paper Type

Oriertation

Stapling

Cutpud
Tray

PCL Form Line.

PCL Font Pitch

PCL Fortt Point Size

PCL Fortt Number

PCL Line Termination

Symbol set

Paper Source

Do not Prit Blank Pages

Letterhead Print Mode

Disable | A4 Plain

Portrait

OFF

InnerTray 120

100

120

0

Auto

Roman-§

Auto

ON

OFF

1

The confirmation dialog box appears.
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9 Click [OK].

Windows Internet Explorer

s

\_e. Are you sure you want to delete the LPR queue Queuel?

4\

The selected queue is deleted.

M Setting up Print Service settings

You can configure print services such as Raw TCP Print, LPD Print, IPP Print, FTP Print, NetWare Print, and
Email Print from the [Print Service] submenu under the [Setup] menu.

Some settings may not be reflected on the touch panel immediately after saving them. The settings will be
updated by pressing the [FUNCTION CLEAR] button on the control panel or after an Auto Clear time

period.

Setting the Print Service settings

1 Start TopAccess access policy mode.
P.24 “Access Policy Mode”

Click the [Administration] tab.

Click the [Setup] menu and [Print Service] submenu.

Relztration Courter

2

The Print Service submenu page is displayed.

General |19twork\ Copier | Save asfile | Emall | InternetFac| Printere-Filing | Printer | PrintService | 1CC Profile | Print Data Converter | EWE | ODGA |

e-Filing
Logout

Uzer Management Administration

In the Print Service submenu page, set the Print Service settings as required.

Device Joh Status Logs

Registration Couuniter

User Manatement

e-Filing
Logout

Administration

Banners

Setup

General | Network | Gopler | Save asfle | Email | InteretFzx | Printerfe-Filing | Printer | Print Senvice | ICC Profile | Print Data Conwerer | EWB | 0DGA | Version
Print Service Setting

Raw TCP Print

Enable Raw TCP Enable -

Port Number 9100

Enable Raw bi-directional Disable +

LPD Print

Enable LPD Enable -

Fort Mumber 515

You can set the following in this page.
P.237 “Setting up Raw TCP Print”

P.238 “Setting up LPD Print”
P.238 “Setting up IPP Print”
P.240 “Setting up FTP Print”
P.240 “Setting up NetWare Print”
P.241 “Setting up Email Print”
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Click [Save].
The confirmation dialog box appears.

Tip

When you click [Cancel] before saving the setting changes, they will not be saved and will return to
the current settings. Note that they will not be returned to the factory default by clicking [Cancel].
This can only clear the changes and restore the current settings before saving the changes.

6 Click [OK] to apply the changes.

Windows Internet Explorer ==

@) \When this configuration is changed, the network connection will be
&Y disconnected. Would you like to continue?

[4\)

The setting value may not be reflected on the screen even after changing the setting by clicking [Save] if
you are using Internet Explorer; however, the new setting is properly applied. In such a case, click the
submenu to refresh the screen and display the current setting status.
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H Setting up ICC Profile settings

You can configure profiles for printer functions from the [ICC Profile] submenu under the [Setup] menu.

This setting is available only for some models.

P.273 “Configuring the source profile”

Setting the ICC Profile settings

1 Start TopAccess access policy mode.
P.24 “Access Policy Mode”

2 Click the [Administration] tab.
3 Click the [Setup] menu and [ICC Profile] submenu.

e-Filing
Logout

Device «Joh Status Registration Counter Uszer Management Administration

General 1atwurk| Copler | Saveasfie | Email | IntemetFax | Printerie-Filing | Printer | PrintService | |GG Profile | Print Data Converter | EWE | ODCA |

R

The ICC Profile submenu page is displayed.
4 In the ICC Profile submenu page, set the ICC Profile settings as required.

e-Filing
Logout

Device «Joh Status Logs Fegistration Counter User Management Administration

Setup

General | MNetwork | Copier | Save asfile | Email | IntermetFax | Frinterie-Filing | Frinter | Print Service | ICC Profile | Print Data Converter | EWWE | ODGCA | Version

[ Cancel ] [ Restore to Factory Default ]

Profiles Setting

RGB Source Profile

Default Profile SourceRGB_v10 A
CMYK Source Profile

Default Profile SourceChYK_vID -
Destination Profile

Default Profile OutputCMYK_vID =

Rendering Intent

@ Perceptual
@ Relative Colorimetric

© saturation %
@ Absolute Colotimetric

You can set the following in this page.
P.242 “Setting up RGB Source Profile”

P.243 “Setting up CMYK Source Profile”
P.243 “Setting up Destination Profile”
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Click [Save].
The confirmation dialog box appears.

Tips

* When you click [Cancel] before saving the setting changes, they will not be saved and will return
to the current settings. Note that they will not be returned to the factory default by clicking
[Cancel]. Click this to clear all the changes made and return the settings to the current ones.

» Click [Restore to Factory Default] to return the settings to the factory default.

6 Click [OK] to apply the changes.

Windows Internet Explorer ==

e Areyou sure?
ok Cancel

The setting value may not be reflected on the screen even after changing the setting by clicking [Save] if
you are using Internet Explorer; however, the new setting is properly applied. In such a case, click the
submenu to refresh the screen and display the current setting status.
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QO Configuring the source profile

P.273 “Importing profiles”
P.274 “Exporting profiles”
P.276 “Deleting profiles”

Importing profiles

1 Click [Maintenance] of the desired profile.

e-Filing
Logout

Device Job Status Loz Registration Courter Uzer Management Administration

Setup

General | Network | Copier | Save asfile | Email | InternetFax | Printere-Filing | Printer | Print Service | 1CC Profile | Print Data Converter | EWB | ODCA | Yersion

[ Cancel l [ Restore to Factory Default l

Profiles Setting

RGB Source Profile

Default Profile SourceRGE_w10 -
CMYK Source Profile \
Default Profile SourceCMYK_v10 =
Destination Profile k
Default Profile OutputCMYK_ 10 -

Iaintenange:

Rendering Int§
@ Perceptual
@ Relative Colorimetric
© Saturation

© Absolute Colorimetric

The Maintenance Profile page of the selected profile is displayed.

Click [Browse] in [Import new Profile] to select the file of the selected profile, and then
click [Import].

Previous

| Deseription [File hiame |
[Default Profie | SourceRGE_v10 | #Dv_SourceRGE_A00Ice |

Import new Profile

File Marne Flsers\UserlD1\DesktopiSample.i [BfC ) @%

Current Profiles

[ |Description |File: Mame |
‘ ® |SDur:ERGEI_v1 0 |ADV_SUurceRGEI_AUD.icc |

Importing starts.
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3 The profile is imported. Click [Previous] to close the Maintenance Profile page.

| Previods |

|
[ W |Deseription

|File Hiame

[Defat Prafile |SourceRGE_vin

|#D_SourcsRGB_ADD i

Import new Profile

File Mame

Current Profiles

—

Description

File Mame:

@ |SourceRGE_v10

ADV_SourceRGE_ADD co

) |SCANPROFILE_SCxdx24_V1.02(2008.01 22)

Sample jcc

The imported profile is added to the [Current Profiles] list.

Exporting profiles

1 Click [Maintenance] of the desired profile.

Device Joh Status Logs

Setup

General | Network | Copier | Save asfile | Email | InternetFax | Printere-Filing | Printer | Print Service | 1CC Profile | Print Data Converter | EWB | ODCA | Yersion

[ Cancel ] [ Restore to Factory Default ]

Registration

e-Filing
Logout

Profiles Setting
RGB Source Profile

Default Profile

CMYK Source Profile

Default Profile

Destination Profile

Default Profile

SourceRGE_w10 -

SourceCMYK w10 -

OutputCMYK_ 10 =

Iaintenance

Rendering Intd
@ Perceptual
@ Relative Colotimetric
© Gaturation
© Absolute Colarimetric

The Maintenance Profile page of the selected profile is displayed.
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2 Select the desired profile in the [Current Profiles] list, and then click [Export].

Previgus

[Descrigtion

[File Mame

|Defaul Profile

|SourceRGE_v10

| 4D _SourceRGE_AO0Ice

Import new Profile

File Mame

Current Profiles

—

[ |Deseription | N

|File: Mame

— b
"E'L |SnurceRsB,v1\)Z

|ADV,SnurceRea,Ann ico

RY

The Export page is displayed.

Profiles registered as a factory default cannot be exported.

3 Right-click the [File Name] link of a profile to be exported, and select [Save Target As].

Cloze

Export
File Marme

Open

Open in New Window
Save Target As...
Print Target

k2

@ Internet | Protected Mode: On

Copy Shortcut

Paste

Blog with Windows Live

E-mail with Windows Live

XY

Translate with Bing

All Accelerators L4
Add to Favarites...

Append Link Target to Existing PDF
Append to Existing PDF
Convert Link Target to Adobe PDF
Canvertto Adobe PDF

Properties

The [Save As] dialog box appears.
4 Select the file location and click [Save].

Save As

@'\Jv\ | <« work folder » Profile
Wy Organize ~ g

Favorite Links Name

M Desktop
% Recent Places
/% Computer
[E Documents
B Pictures

B Music

Mare »

Folders ~

~ [ 43 || search )

ews + I New Folder

Date modif... Type Size Tags
This folder is empty.

ZEYEL P rofilel icc|

Save astype: [ICC Profile

S

* Hide Folders

\

5 Click [Close] to close the Export page.

File Mame

Sample.jcc

[Setup] How to Set and How to Operate 275



6 Click [Previous] to close the Maintenance Profile page.

| Description

[File Name

[Detaut Profie

| SourceRGE_v10

|ADY_SourceRGE_ADDICC

File Mame

Current Profiles

Import new Profile

—

Description

File: Mame:

SourceRGE_v10

DV _SourceRGE_A00 ico

@) |SCANPROFILE_SCHdx24 W1 .02(2008.01 22)

Sample jcc

Deleting profiles

1 Click [Maintenance] of the desired profile.

Device

Job Stetus Logs

Registration Counter

User Management

Administration

e-Filing
Logout

Setup

=

Restore to Factory Default

General | Metwork | Copler | Save asfile | Emall | InternetFax | Printetfe-Filing | Printer | Print Service | ICC Profile | Print Data Converter | EWE | ODCA | Version

Profiles Setting
RGB Source Profile

Default Prafile

CMYK Source Profile

Default Profile

Destination Profile

Default Profile

SourceCMYK w10 -

QutputCMYK 0 -

Iaintenance:

Rendering Intg

elative Colorimetric

aturation

© Absolute Colorimetric

The Maintenance Profile page of the selected profile is displayed.

2 Select the desired profile in the [Current Profiles] list, and then click [Delete].

Previous

|Des:npﬁnn

[File Name

|Detaut Profile

ISnur:ERGELM ]

IAD\LSDur:ERGELADD oo

Import new Profile

File Name

Current Profiles

i Deletall| Export

—

Def gfion

File: Maime:

Sal -r&?z w0

ADV_SourceRGE_ADD Jco

SCANMPROFILE_SCK4x24 W1 0202008 01 22)

Sample jcc

E

The confirmation dialog box appears.

Profiles registered as a factory default cannot be deleted.
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3 Click [OK].

Message from webpage (==

[@l Specified ICC Profile will be deleted.
[
4\)

The Profile is deleted.

4 Click [Previous] to close the Maintenance Profile page.

| Deseription

[Default Profie | SourceRGE_v10

|File Hiame

| #Dv_SourceRGE_A00Ice

Import new Profile

File Name

Current Profiles

Description

File: Mame:

SourceRGE_v10

SCANPROFILE_SCX4x24 W1 02(2008 .01 22)

ADV_SourceRGE_ADD ico

Sample jcc

The profile is deleted from the [Current Profiles] list.
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H Setting up Print Data Converter settings

For information on Print Data Converter, contact your service technician.
You can configure Print Data Converter from the [Print Data Converter] submenu under the [Setup] menu.

Some settings may not be reflected on the touch panel immediately after changing them. The settings will
be updated by pressing the [FUNCTION CLEAR] button on the control panel or after an Auto Clear time
period.

Setting the Print Data Converter settings

1 Start TopAccess access policy mode.
P.24 “Access Policy Mode”

2 Click the [Administration] tab.
3 Click the [Setup] menu and [Print Data Converter] submenu.

e-Filing
Logout

Device: Job Status Logs. Registration Courter Uzer Management Administration

R

The Print Data Converter submenu page is displayed.

In the Print Data Converter submenu page, set the Print Data Converter settings as

e-Filing
Logout
Device Joh Status Logs Reglstration Courter User Management Administration
Setup
General | Metwork | Copier | Save asfile | Email | IntemetFax | Printerfe-Filing | Printer | Print Service | |CC Profile | Print Data Converter | EWH | ODCA | Yersion
Print Data Converter Setting
Print Data Converter  Disable -
Import New Converter
File Mame Browse...
Current Converter
| Delete H Export ‘ %
[ [File Wame [File size [Date |

You can set the following in this page.
P.244 “Print Data Converter settings”

5 Click [Save].
The confirmation dialog box appears.
Tip

When you click [Cancel] before saving the setting changes, they will not be saved and will return to
the current settings. Note that they will not be returned to the factory default by clicking [Cancel].
This can only clear the changes and restore the current settings before saving the changes.
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6 Click [OK] to apply the changes.

Message fram webpage ==
\_e. Are you sure?
N

The setting value may not be reflected on the screen even after changing the setting by clicking [Save] if
you are using Internet Explorer; however, the new setting is properly applied. In such a case, click the
submenu to refresh the screen and display the current setting status.
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H Configuring the EWB function

You can configure the EWB (Embedded Web Browser) function which displays web pages on the control
panel from the [EWB] submenu under the [Setup] menu.

* The EWB function is available only when the External Interface Enabler is installed on this equipment.
* This setting is available only for some models.

P.280 “Registering a server”
P.281 “Deleting a server”

U Registering a server

1 Start TopAccess access policy mode.
P.24 “Access Policy Mode”

2 Click the [Administration] tab.
3 Click the [Setup] menu and [EWB] submenu.

e-Filing
Logout

Device Job Status Loz Ciournter Uzer Management Administration

General | Metwork | Copier | Save asfile | Email | InternetFax | Printsrie-Filing | Printer | Print Service | ICC Profile | Print Data Corverter | EWB | ODCA | Version

2

The EWB submenu page is displayed.

4 To register a server for the EWB function, enter the server address and then click
[Add].

Server Registration Setting

(e
M 200.1
De\z %1
[ -

| @ |192.1sa.1 1 |

Server Address |

The server is registered.
To register more than one server, repeat this procedure.

5 Click [Save] on the [EWB] submenu.
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U Deleting a server

1 Start TopAccess access policy mode.
P.24 “Access Policy Mode”

2 Click the [Administration] tab.
3 Click the [Setup] menu and [EWB] submenu.

e-Filing
Logout

Device Job Status Loz Registration Ciournter Uzer Management Administration

Setup 1

General | Metwoik | Copier| Save asfile | Email | InternetFax | Printsrie-Filing | Printer | Print Service | ICC Profile | Print Data Corverter | EWB | ODCA | Version

2

The EWB submenu page is displayed.

4 To delete a server registered for the EWB function, select the server that you want to
delete, and then click [Delete].

Server Address | n

\% )
Q |1 o e |

Server Registration Setting

5 Click [OK].

Windows Internet Explorer ==

e
.o| Are you sure?

N

The server is deleted.
6 Click [Save] on the [EWB] submenu.
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H Setting up Off Device Customization Architecture settings

For the details of ODCA (Off Device Customization Architecture), contact your service technician.

You can configure ODCA (Off Device Customization Architecture) from the [ODCA] submenu under the
[Setup] menu.

Some settings may not be reflected on the touch panel immediately after changing them. The settings will

be updated by pressing the [FUNCTION CLEAR] button on the control panel or after an Auto Clear time
period.

Setting the Off Device Customization Architecture settings

1 Start TopAccess access policy mode.
P.24 “Access Policy Mode”

2 Click the [Administration] tab.
3 Click the [Setup] menu and [ODCA] submenu.

e-Filing
Logout

Device: Job Status Logs. Registration Courter Uzer Management Administration

R

The ODCA submenu page is displayed.

4 In the ODCA submenu page, set the Off Device Customization Architecture settings as

e-Filing
Logout
Device Job Status Logs Registration Courter User Management Administration

Setup

General | Metwork | Copier | Saveasfile | Email | InternetFa | Printetfe-Filing | Printer | Print Service | ICC Profile | Print Data Converter | EWE | ODCA | Version

Off Device Customization Architecture Setting
Network

Enable Port Enable -
Part Number 49629

Enable SSL Port Disable -

Seconds %

You can set the following in this page.

P.247 “Setting up Network”

P.248 “Setting up Configuration”
5 Click [Save].

The confirmation dialog box appears.

SEL Port Number 49630
Configration

Session Timeout(B0-98999) 90

Tip

When you click [Cancel] before saving the setting changes, they will not be saved and will return to
the current settings. Note that they will not be returned to the factory default by clicking [Cancel].
This can only clear the changes and restore the current settings before saving the changes.
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6 Click [OK] to apply the changes.

Message fram webpage ==
N

The setting value may not be reflected on the screen even after changing the setting by clicking [Save] if

you are using Internet Explorer; however, the new setting is properly applied. In such a case, click the
submenu to refresh the screen and display the current setting status.

H Displaying version information

You can check the system software version information of this equipment from the [Version] submenu under
the [Setup] menu.

Displaying the version information

1 Start TopAccess access policy mode.
P.24 “Access Policy Mode”

2 Click the [Administration] tab.

3 Click the [Setup] menu and [Version] submenu.

e-Filing
Logout

Device Joh Status Logs Registration

Courter User Management Administration

2
The Version submenu page is displayed.

In the Version submenu page, you can confirm the version information of the system
software.

e-Filing

Logout
Device Job Status. Logs Reglstration Courter User Management Administration

Setup

Version Information
Printer Manufacture
Copier Firmware Yersion
Copier Main ROM Version

=
ik

130m-014

13058-01

Copier Scanner ROM Version
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[Security] Item List

Tip
Users who are granted administrator privileges in access policy mode can access the [Security] menu from
the [Administration] tab.

See the following pages for how to access it:
P.24 “Access Policy Mode”

P.284 “Authentication settings”
P.298 “Certificate management settings”
P.302 “Password Policy settings”

H Authentication settings
You can restrict user operations using the authentication function of your equipment.

Tip
The [Authentication] submenu can be accessed from the [Security] menu on the [Administration] tab.
See the following pages for how to access it and information on [Security] menu:

P.24 “Access Policy Mode”
P.284 “[Security] Item List”

P.285 “Setting up Department Setting”

P.287 “Setting up User Authentication Setting”
P.293 “Setting up Email Authentication”

P.294 “Setting up Email Address Setting”
P.295 “Restriction Setting for Destination”
P.296 “Setting up Single Sign On Setting”
P.296 “Setting up Home Directory Setting”
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0 Setting up Department Setting

When you want to manage the counters for every department, enable department management. If this is
done, the department code input screen will be displayed on the computer and the touch panel when copying,
scanning, faxing, faxing via the Internet, and operating on e-Filing to enable you to manage operations by

departments.

The following applications can access your equipment regardless of the department setting.

- AddressBook Viewer
- Backup/Restore Utility
- TWAIN Driver

- File Downloader

1 — g::]’::r::::‘;::“ﬂ Disable ~

— CODY Enable
33— Enable
4 s Pt Enable
5 ——— swn Enable
6 — s Enable
7 User Functions Disable
8 __;:a;‘]:l'\:;‘gﬁpanmemcauemUser Disabls
9 = |rivalid Deppartment Code Print Job Store to invalid job list

Item name Description

1 | Department Code Select whether or not to enable department management. [Disable] is set
as the default.

2 | Copy When this function is enabled, the following counters are managed in
each department.

- Number of copied sheets
- Number of originals scanned while copying
[Enable] is set as the default.

3 | FAX When this function is enabled, the following counters are managed in

each department.

- Number of transmitted fax pages

- Number of original pages scanned while transmitting faxes
- Number of received fax pages

- Number of received fax pages which are printed”

[Enable] is set as the default.

4 | Print When this function is enabled, the number of outputs in printing (for
printing, received E-mail and Internet Fax) is managed in each
department.

[Enable] is set as the default.

5 | Scan When this function is enabled, the number of originals scanned such as
when they are stored in the shared folder is managed in each
department.

[Enable] is set as the default.

6 |List When this function is enabled, the number of system page outputs is
managed in each department.
[Enable] is set as the default.

7 | User Functions When this function is enabled, operations in the USER FUNCTION menu
are managed in each department.
[Disable] is set as the default.

8 | Require Department Code | Select whether or not to register the department code when registering a

in User Registration user. [Disable] is set as the default.
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Item name

Description

9 | Invalid Department Code
Print Job

Select whether or not to print jobs without a department code or with an
invalid department code when department management is enabled.

» Store to invalid job list — Select this to register print jobs which
failed authentication in the invalid job list. Available only when the hard
disk is installed.

* Print — Select this to print jobs with an invalid department code.

* Delete — Select this to delete jobs with an invalid department code.

Tip

If the Invalid Department Code Print Job is set to Store to invalid job list and the SNMP
communication is enabled in the printer driver, the user will be prompted to enter the correct
department code if an invalid department code was entered in the printer driver.

*

The number of outputs are only counted for received faxes, in which the department code needs to be entered, such as manual

reception, polling reception or the printing of originals stored in the confidential mailbox and the bulletin mailbox.
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0 Setting up User Authentication Setting

You can configure user authentication to access your equipment.

User Awthentication Setting
1 — User Authentication Enable =
— opy Enable ~
3 — - Enable ~
4 ——— print Enable ~
5 ——— san Enable +
6 —— st Enable ~
7 = User Functions Disable «
8 — Authentication Method for Adrmin User Name and Password ~
9 _JAulhemmalmmfa\lenpnmmhtﬂawf—‘nm Delete
oh
1 0 — Auto Release on Login Disable «
11 — Use Passwaord Authentication for Print Job
*tis not able to print fram other than Windows Client when this function is enahled.
12— Enable Guest User
13 — Authentication Type MFP Local Authentication -
PIN Code Authentication Setting
14 PIN Code ] Disable =
1 5_— Minirmurm PIM Code Lenath 1 (1-32)
Item name Description
1 | User Authentication Select whether or not to enable user authentication. [Disable] is set as
the default.

* You cannot configure "E-mail authentication" if you enable user authentication.
* The No Limit Black function becomes unavailable if you enable user authentication. For details of
the No Limit Black function, refer to the MFP Management Guide / User’s Manual Advanced

Guide.
2 | Copy Enable or disable user authentication when the Copy function is used.
[Enable] is set as the default.
3 | Fax Enable or disable user authentication when the FAX function is used.
[Enable] is set as the default.

When you want to set [Disable] for this function, use the latest version of a N/W-Fax driver. For
details, contact your service technician.

4 | Print Enable or disable user authentication when the Print function is used.

[Enable] is set as the default.

When you want to set [Disable] for this function, use the latest version of a printer driver. For details,
contact your service technician.

5 | Scan Enable or disable user authentication when the Scan function is used.
[Enable] is set as the default.

6 | List Enable or disable user authentication when the List function is used.
[Enable] is set as the default.

7 | User Functions Enable or disable user authentication when the User Functions are used.
[Disable] is set as the default.

8 | Authentication Method for Select the administrator authentication method.

Admin ¢ User Name and Password: Select this to authenticate an
administrator with a user name and a password.

* Only Password: Select this to authenticate an administrator with a
password.
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Item name Description
9 | Authentication failed print Select whether or not to print jobs which have failed user authentication.
job/Raw Print Job * Hold — Select this to register in the hold print job. Available only
when the hard disk is installed.
* Print — Select this to print jobs which failed authentication.
* Delete — Select this to delete jobs which failed authentication.
When the N/W-Fax driver is used, selecting [Hold] deletes the job.
10 | Auto Release on Login Specify whether to process private jobs and hold jobs at login.

* Disable — Select this not to print at login.

* Enable — Select this to print at login.

11 | Use Password Performs user authentication for each print job. The user name and
Authentication for Print Job | password are required to execute printing.

12 | Enable Guest User Enables operations by the guest user.

13 | Authentication Type Select the authentication method.

* MFP Local Authentication
You can manage network users with the MFP local authentication of
your equipment when you do not have a user authentication system
in your environment.

When MFP local authentication is enabled, users must enter the user
name and password that is registered in the equipment to operate the
touch panel.

* Windows Domain Authentication
You can manage network users with Windows domain authentication
when you already manage your network using Windows domains.
When Windows domain authentication is enabled, users must enter
the user name and password that is registered in the Windows
domain to operate the touch panel.

P.289 “Windows Domain Authentication”

* LDAP Authentication
You can manage network users with LDAP authentication when you
already manage your network using LDAP. When LDAP
authentication is enabled, users must enter the user name and
password that is registered in the LDAP server to operate the touch
panel.

P.291 “LDAP Authentication”
14 | PIN Code Authentication Select the PIN code authentication method.

» Disable — Select this no to use the PIN code authentication. Use the
user name and password for authentication.

* Enable — Select this to use the PIN code authentication. Instead of
the PIN code, it is possible to use the user name and password for
authentication.

15 | Minimum PIN Code Length | Enter a figure that specifies the minimum digits for the PIN code.
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Windows Domain Authentication

User Authentication Setting
User Authentication Enable ~
Authentication failed print job/Raw Print Job Delete
Auto Release on Login Disable ~
QD Use Passward Authentication for Print Job
; T e oo S i <
) s S
3 _|_ - Validity Period of Cache 7 Days(1-14)
4 /| Register Local User which is available in Windows Domain Authentication/ DAP Authentication
5 _,_ Validity Period of Local User 30 Days(0-180, Unlimited:0.
6 —— o
;
8 s ConMNECtioN THMEOU
PDC(1-180) 30 Seconds
*Rebootis necessary to reflect Connection Timeout,
9 — Role Based Access Setting
Role Based Access using LDAP server Digable «
LDAP Server LDAPDY ~
10 . i
PIN CGode Authentication Enable =
Minirmurn PIN Code Length 1 (1-32
11 ® tzﬁ:ewe»l _ Windows Server eBMUSEPIN
Item name Description

1 | Create User Information Select whether or not to register user information automatically to this
Automatically equipment. [Enable] is set as the default.

2 | Use cache information Either of the following data is saved according to the authentication
when user authentication method.
failed Password, Card number, Domain name, PIN code, Home Directory

information or RBAC information.
Tip
The cache information will be updated if user authentication succeeds with the authentication server.
However, if a user is authenticated with the cache information, it is not updated.

3 | Validity Period of Cache Enter the number of days to maintain the cache information. 1 to 14 days

can be set from the latest update.

4 | Register Local User which is | Select this to register a local user who can log in with MFP Local
available in Windows Authentication using the cache information for an MFP managed with
Domain Authentication/ external authentication.

LDAP Authentication
5 | Validity Period of Local User | Enter the number of valid days for local users. Up to 180 days can be set
from the user creation day. If 0 is set, the number of valid days will be
indefinite.

6 | Use NT Domain Server Select this check box if you are managing the domain using the NT

domain controller.
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Item name

Description

Domain

1 - Domain 16

Specify the domain you want to use for Windows domain authentication.
Click one of the domains and specify the following items in the displayed
screen to register the domain.

Domain Name — Enter the domain name.

PDC — Enter the server name or IP address of the Primary Domain
Controller (PDC). You can enter up to 128 alphanumerical characters
and symbols.

BDC — Enter the server name or IP address of the Backup Domain
Controller (BDC) as required. You can enter up to 128 alphanumerical
characters and symbols.

If the wrong primary or backup domain controller is specified, the [OK] in the user authentication
screen on the touch panel is highlighted while this equipment searches for the primary or backup
domain controller for 2 to 4 minutes.

Connection Timeout

Enter the timeout period for quitting communication when no response is
received from the PDC or BDC server. Specify within the range from 1 to
180 seconds.

Role Based Access Setting

Configure role based access using an LDAP server.

Role Based Access using LDAP server — Select whether enable or
disable role based access. [Disable] is set as the default.

LDAP Server — Select the LDAP server that manages the Role Based
Access Control.

10

PIN Code Authentication

Setting

PIN Code Authentication — Select the PIN code authentication
method.

* Disable — Select this no to use the PIN code authentication. Use the
user name and password for authentication.

* Enable — Select this to use the PIN code authentication. Instead of
the PIN code, it is possible to use the user name and password for
authentication.

Minimum PIN Code Length — Enter a figure that specifies the minimum
digits for the PIN code.

1"

LDAP Server1 - LDAP

Server3

Set the following items for LDAP Server1 when you use the PIN Code
authentication:

Windows Server — Select this when LDAP is running on a Windows
server.

LDAP Server (Other than Windows Server) — Select this when the
LDAP is running on a server other than a Windows one.

Attribute type of "User Name" — Enter the attribute type of “User
Name” for “LDAP Server (Other than Windows Server)”.

Attribute type of "PIN" — Enter the attribute type of “PIN” for the PIN
code authentication.

When you use more than one LDAP server, select LDAP Server2 and/or
LDAP Server3 and set up the LDAP server as necessary. See the
settings for LDAP Server1.

Tip

If [Windows Server] is selected as an LDAP server for the PIN code or IC card authentication with

[Create User Information Automatically] enabled, the following attribute type of user name is used.

- If Kerberos is selected to access the LDAP server: sAMAccountName

- If Digest-MD5, CRAM-MD5, Login, Plain or Simple Bind is selected to access the LDAP server:
displayName
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LDAP Authentication

User Authentication Setting

[] Use Password Authentication far Print.Jak

1 — [7] Enable Guest User
| Authentication Type

_L Create Uiser Information Autornatically
e [7] U cache information when user authentication failed

-1 Validity Period of Cache 7

Validity Period of Local User 30

User Authentication Enable +
Authentication failed print joh/Raw Print Job Delete v
Auto Release on Login Enable ~

“itis nat able o print from other than Windows Clientwhen this function is enabled.

LDAP Authentication -

4 e [7] Register Local User which is available in Windows Domain Authentication/LDAP Authentication

Days(1-14

5 _,— Days(0-180, Unlimited:0
6 “’: - LDAP Servert tz::;m' [;TP Server (DAher than Windows Server) f:,::l;‘: e
7 — RoleBased Access Setting

Role Based Access using LDAR server Digable «
LDAF Server LDAPODT -
8 —————m==_PIN Code Authentication Setting
PIN Code Authentication Disable -
Minimurn PIN Gode Length 1 (1-32)
Prirmary LDAP Server Type Aftribute type of"User Name" | Aftribute type of "PIN"
9 @ LDAF Serverl windows Server eBMUserPIn
LDAP Server2 Disable
LDAP Server3 Disahle
Item name Description

1 | Create User Information Select whether or not to register user information automatically to this
Automatically equipment. [Enable] is set as the default.

2 | Use cache information Either of the following data is saved according to the authentication
when user authentication method.
failed Password, Card number, Domain name, PIN code, Home Directory

information or RBAC information.
Tip
The cache information will be updated if user authentication succeeds with the authentication server.
However, if a user is authenticated with the cache information, it is not updated.

3 | Validity Period of Cache Enter the number of days to maintain the cache information. 1 to 14 days

can be set from the latest update.

4 | Register Local User whichis | Select this to register a local user who can log in with MFP Local
available in Windows Authentication using the cache information for an MFP managed with
Domain Authentication/ external authentication.

LDAP Authentication
5 | Validity Period of Local User | Enter the number of valid days for local users. Up to 180 days can be set
from the user creation day. If O is set, the number of valid days will be
indefinite.

6 | LDAP Server1 - LDAP Select the LDAP server you want to use for LDAP authentication.
Server16 Click one of the LDAP servers and specify the following items in the

displayed screen to register the LDAP server.

Windows Server — Select this when LDAP is running on a Windows
server.

LDAP Server (Other than Windows Server) — Select this when the
LDAP is running on a server other than a Windows one.
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Item name

Description

7 | Role Based Access Setting

Configure role based access using an LDAP server.

Role Based Access using LDAP server — Select whether enable or
disable role based access. [Disable] is set as the default.

LDAP Server — Select the LDAP server that manages the Role Based
Access Control.

8 | PIN Code Authentication
Setting

PIN Code Authentication — Select the PIN code authentication method.

¢ Disable — Select this no to use the PIN code authentication. Use the
user name and password for authentication.

¢ Enable — Select this to use the PIN code authentication. Instead of
the PIN code, it is possible to use the user name and password for
authentication.

Minimum PIN Code Length — Enter a figure that specifies the minimum

digits for the PIN code.

9 | LDAP Server1 - LDAP

Set the following items for LDAP Server1 when you use the PIN Code

displayName

Server3 authentication:
Windows Server — Select this when LDAP is running on a Windows
server.
LDAP Server (Other than Windows Server) — Select this when the
LDAP is running on a server other than a Windows one.
Attribute type of "User Name" — Enter the attribute type of “User
Name” for “LDAP Server (Other than Windows Server)”.
Attribute type of "PIN" — Enter the attribute type of “PIN” for the PIN
code authentication.
When you use more than one LDAP server, select LDAP Server2 and/or
LDAP Server3 and set up the LDAP server as necessary. See the
settings for LDAP Server1.

Tip

If [Windows Server] is selected as an LDAP server for the PIN code or IC card authentication with
[Create User Information Automatically] enabled, the following attribute type of user name is used.
- If Kerberos is selected to access the LDAP server: sAMAccountName

- If Digest-MD5, CRAM-MD5, Login, Plain or Simple Bind is selected to access the LDAP server:
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0 Setting up Email Authentication

When E-mail authentication is enabled, users must enter the user name and password before performing

Scan to Email.

Email Authentication
1 e E 112l Authentication

Disable -

Item name

Description

1 | Email Authentication

Select whether or not to enable E-mail authentication.

* SMTP:
You can use SMTP authentication of the equipment to manage user
authentication.
When SMTP authentication is enabled, users must enter the user
name and password that is registered in the SMTP server to perform
Scan to Email from the touch panel.
P.293 “SMTP”

* LDAP:
You can manage network users with LDAP authentication when you
already manage your network using LDAP.
When LDAP authentication is enabled, users must enter the user
name and password that is registered in the LDAP server to perform
Scan to Email from the touch panel.
P.294 “LDAP”

You must carry out "E-mail address setting" to use E-mail authentication.
P.294 “Setting up Email Address Setting”

SMTP

2 ——— SMTP Server Address

3 — futhentication

— V] Internet Fax Not Allowed

Plain -

Item name

Description

1 | Internet Fax Not Allowed

Select this check box to prohibit Internet Fax transmissions.
This will disable Internet Fax transmission for all users.

2 | SMTP Server Address

Enter the IP address or FQDN of the SMTP server used for E-mail
authentication.

3 | Authentication

Select the authentication method.

* Plain — Select this to access the SMTP server using the plain
authentication.

* Login — Select this to access the SMTP server using the login
authentication.

* CRAM-MD5 — Select this to access the SMTP server using the
CRAM-MD5 authentication.

* Digest-MD5 — Select this to access the SMTP server using the
Digest-MD5 authentication.

* Kerberos — Select this to access the SMTP server using the
Kerberos authentication.

* NTLM(IWA) — Select this to access the SMTP server using the NTLM
(IWA) authentication.

* Auto — Select this to access the SMTP server using the appropriate
authentication that this equipment detects.
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LDAP

LDAP Server

] Internet Fax Not Allowed

LDAP serverll -

2 s [C]LDAP Server (Other than Windows Server)
3 At e o User Kame I
Item name Description

1 | Internet Fax Not Allowed

Select this check box to prohibit Internet Fax transmissions.
This will disable Internet Fax transmission for all users.

LDAP Server

Select the LDAP server you want to use for LDAP authentication.

3 | LDAP Server (Other than
Windows Server)

Select if LDAP is running on a server other than a Windows server.
When this is selected, you have to specify the attribute type of ‘User
Name’.

0 Setting up Email Address Setting

You can configure the E-mail address when E-mail authentication is enabled.

Email Address Setting
1 — Frorm Address ‘From Address’ of Email Setting ~
From Address
[JFrom Address cannat be edited in Scan to Email
2 ——— FromHame Account Name of From Address + From Name of Email Setting ¥
3 —— L SHCtiON Setting for Email Destination More v o
Item name Description

1 | From Address

Specify the From Address.

From Address of Email Setting:

Select this to set the From Address in E-mail settings.

User Name + @ + Mail Domain Name:

Select this to specify the From Address in the "User Name + @ + Mail
Domain Name" format.

The authenticated user name is employed as the "User Name".

The domain name specified in the [Domain Name] box is used as the
"Mail Domain Name".

When this is selected, enter the domain name in the [Domain Name] box.
User Name of LDAP:

Select this to set the From Address as the E-mail address found in the
LDAP server.

Select the LDAP server in the [LDAP Server] box, enter the schema to
search the user name in the [Attribute type of "User Name"] box, the
E-mail address schema to set as sender address in the [Attribute type of
"Email Address"], and the domain name used when the user name is not
found in the [Domain Name] box.

The equipment searches the authenticated user name in [Attribute type of
"User Name"] of the LDAP server.

If the registered user name has been found in the specified schema, the
schema value set in [Attribute type of "Email Address"] becomes the
sender address. If the registered user name has not been found in the
specified schema, the format set in [User Name + @ + Mail Domain
Name] becomes the sender address.

From Address cannot be edited in Scan to Email.:

Select this check box if you do not want to allow users to edit the From
Address.
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Item name Description

2 | From Name Specify the From Name.

Account Name of From Address + From Name of Email Setting:
Select this to specify the From Name in the "Account Name of From
Address + From Name of Email Setting" format.

From Name of Email setting:

Select this to set the From Name which has been specified in E-mail
settings.

User Name of LDAP:

Select this to set the From Name as the E-mail address found in the
LDAP server.

Select the LDAP server in the [LDAP Server] box, enter the schema to
search the user name in [Attribute type of "User Name"] and the schema
of the from address to set as the From Name in [Attribute type or "From
Name"].

The equipment searches user name authenticated in [Attribute type of
"User Name"] of the LDAP server.

If the user name authenticated has been found in the specified schema,
the schema value set in the [Attribute type of "From Name"] becomes the
sender name.

If the user name authenticated has not been found in the specified
schema, the format set in [Account Name of From Address + From Name
of Email Setting] becomes the sender name.

3 | Restriction setting for Email | When User Authentication or Email Authentication is enabled, select
Destination whether to set the Email address of the authenticated user as a
destination.

* None — Not used as a destination.

* Fixed To — Only the Email address of the authenticated user is used
for "To".

To — The Email address of the authenticated user is added to "To".
Cc — The Email address of the authenticated user is added to "Cc".

¢ Bcc — The Email address of the authenticated user is added to "Bec".

U Restriction Setting for Destination

You can restrict the destination of the From Address to the one registered in the LDAP server when
transmitting via fax, internet fax or E-mail.

Restriction Setting for Destination

1 ——— Restriction Setiing for Destination Enable -
LDAP Server

2 LDAP Server Dizable

LOAP Server? Dizahle

LOAP Serverd Dizahle

Item name Description

1 | Restriction Setting for Enable: Select this to restrict the destination of the From Address to the
Destination one registered in the LDAP server when transmitting via fax, internet fax
or E-mail.

Disable: Select this not to restrict the destination of the From Address
when transmitting via fax, internet fax or E-mail.

2 | LDAP Server1 This field is displayed when the Restriction Setting for Destination is
LDAP Server2 enabled.
LDAP Server3 Three LDAP servers to search the destination are displayed. To register

the LDAP server, click an item name.
P.296 “[Restriction Setting for Destination] screen”
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[Restriction Setting for Destination] screen

You can register an LDAP server to be used to search the destination.

1 — (58 ()
S— |

Restriction Setting for Destination

2 —
3 —— Restriction Setting for Destination
LDAF Servert Digable -
LDAF Server2 Disable -
LDAP Server3 Disable -

Item name

Description

[OK] button

Select this to register the LDAP server which has been set.

2 | [Cancel] button

Select this to cancel the registration of the LDAP server.

3 | Restriction Setting for
Destination

Select this to set an LDAP server to be used to search the destination.
You can register up to three LDAP servers.

0 Setting up Single Sigh On Setting

Normally users are required to enter the user name and password for E-mail authentication and Scan to
Email; however, you can enable the single sign on setting to eliminate these operations.

Single Sign On Setting
1 — Single Sign On for Scan to Email

Enable ~

Item name

Description

1 | Single Sign On for Scan to
Email

Select whether or not to enable single sign on. [Enable] is set as the
default.

U Setting up Home Directory Setting

You can configure the home directory when home directory is enabled.

Home Directory Setting
1 — Home Directory Enable -
2 — Huorne Directory Server
@ Use User Authentication Server
Use User Authentication Server{Use specific server for Card Authentication)
Use Specific Server
Item name Description

1 | Home Directory

Select whether or not to enable home directory.
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Item name Description

Home Directory Server Specify the home directory server.

* Use User Authentication Server — Select this to use the user
authentication server as the home directory server.

* Use User Authentication Server(Use specific server for Card
Authentication) — Select this to use the user authentication server
as the home directory server. However, use the specified server as the
home directory server in the case of Card Authentication.

* User Specific Server — Select this to specify the home directory
server.

If you select “Use User Authentication Server (Use specific server for

Card Authentication)” or “User Specific Server”, the LDAP server list
appears on the screen. You can set up to 3 servers. Click the “Primary”
button to select the primary server.

Click the LDAP server name on the list to open the Home Directory
Server Setting screen. Select the home directory server for each server
name. If you do not specify the server, select “Disable”.
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H Certificate management settings

You can manage device certificates and client certificates.

Tip

The [Certificate Management] submenu can be accessed from the [Security] menu on the [Administration]

tab.

See the following pages for how to access it and information on the [Security] menu:

P.24 “Access Policy Mode”
P.284 “[Security] Item List”

P.298 “Setting up Device Certificate”
P.300 “Setting up Client Certificate”
P.301 “Setting up Certificate Setting”
P.301 “Setting up CA Certificate”
P.301 “Setting up Certificate Files”

0 Setting up Device Certificate

You can configure the device certificate for encrypted communications using wireless LAN, IEEE 802.1X

authentication, IPsec, or SSL.

Device Certificate

1 —— @) zelf-zigned cerificate

2 e () Imiport

3 ——© scepeutomaticy

Installed

Mot Installed
Upload || Delete

Mot Installed
CA Server Address (Primany - 10.10.70.111

C4 Server Address (Secondany - 10.10.70.121

MFP's Address in Common Mame in the Certificate © P Address ~

Timeout : 30 Second(s) (1-120)

CA Challenge
(note: Ifsuccessful adds CA cerificate automatically)
Signature Algarithm @ SHA1
© MD4
PollInterval: 1 Minute  ~

Maximurm Pall Duration: 3 Hours M

Reguest || Delete

Item name

Description

1 | self-signed certificate

Creates a certificate for encrypted communications using SSL on your

device.

[Create] button — Displays the [Create self-signed certificate] screen.
Specify items necessary for the certificate to create the self-signed

certificate.

P.299 “[Create self-signed certificate] screen”
[Export] button — Exports the created self-signed certificate.

2 | Import

Import the certificate for encrypted communications using wireless LAN,
IEEE 802.1X authentication, IPsec, or SSL.

[Browse] button — Allows you to select the certificate file.
[Upload] button — Uploads the selected certificate file.
[Delete] button — Deletes the registered certificate file.
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Item name

Description

SCEP(Automatic)

Automatically acquires the certificate for encrypted communications using
IP sec or SSL.

CA Server Address (Primary) — Enter the IP address of FQDN of the
CA server. You can enter up to 128 alphanumerical characters and
symbols.

CA Server Address (Secondary) — Enter the IP address of FQDN of
the CA server. You can enter up to 128 alphanumerical characters and
symbols.

MFP's Address in Common Name in the Certificate — Select whether
you use the IP address or FQDN as the address of this equipment to be
entered in the [Common Name] box of the certificate. [IP Address] is set
as the default.

Timeout — Enter a timeout period for quitting communication when no
response is received from the CA server. Specify within the range from 1
to 120 seconds. “10” is set as the default.

CA Challenge — Enter the password for the CA challenge. You can enter
up to 16 alphanumerical characters.

Signature Algorithm — Select SHA1 or MD5 as the signature algorithm.
Poll Interval — Specify the polling interval. [1 Minute] is set as the
default.

Maximum Poll Duration — Specify the polling duration. [8 Hours] is set
as the default.

[Request] button — Click this button to request the certificate.

[Delete] button — Deletes the registered certificate.

[Create self-signed certificate] screen

Create self-signed certificate

3 ——CountryiRegion Mame
4 =———=8tate or Province Name
5 e | 1 iy N aFTIE
6 ——0rwanization Name
7 ——(rganizational Unit Name
8 —Common Name MFPO7088510
9 —Email Address
10 ey ity PeFiOA 36 month(sy(1-5a)
Item name Description
1 | [Save] button Saves the self-signed certificate.
2 | [Cancel] button Cancels creating the certificate.
3 | Country/Region Name Enter the country or region name using two alphanumerical characters
and symbols. (Example: JP)
4 | State or Province Name Enter the state or province name with alphanumerical characters and
symbols. You can enter up to 128 characters.
5 | Locality Name Enter the city or town name with alphanumerical characters and
symbols. You can enter up to 128 characters.
6 | Organization Name Enter the organization name with alphanumerical characters and
symbols. You can enter up to 64 characters.
7 | Organizational Unit Name Enter the organizational unit name with alphanumerical characters and
symbols. You can enter up to 64 characters.
8 | Common Name Enter the FQDN or IP address of this equipment with alphanumerical
characters and symbols. You can enter up to 64 characters.
9 | Email Address Enter the E-mail address with alphanumerical characters and symbols.
You can enter up to 64 characters.
10 | Validity Period Enter the number of months in the validity period of the self-signed

certificate.
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0 Setting up Client Certificate

Client Certificate

Client 2011111 certpc | Create

Item name

Description

Client Certificate

Creates the client certificate.

[Create] button — Displays the [Create Client Certificate] screen.
Specify items necessary for the certificate to create the client certificate.
P.300 “[Create Client Certificate] screen”

[Create Client Certificate] screen

Create Client Certificate
3 — 0Nty Region Mame
4 = Gtate or Province Name
5 s |_ 0103 iy MEME
6 — 1Y@ nization Mame
7 ————Organizational Unit Name
8 Comrman Marme
9 ——Al ity PEFiOd 36 month(s){1-89)
10 ——Fassword
Item name Description
1 | [Save] button Saves the Client certificate.
2 | [Cancel] button Cancels creating the certificate.
3 | Country/Region Name Enter the country or region name using two alphanumerical characters
and symbols. (Example: JP)
4 | State or Province Name Enter the state or province name with alphanumerical characters and
symbols. You can enter up to 128 characters.
5 | Locality Name Enter the city or town name with alphanumerical characters and
symbols. You can enter up to 128 characters.
6 | Organization Name Enter the organization name with alphanumerical characters and
symbols. You can enter up to 64 characters.
7 | Organizational Unit Name Enter the organizational unit name with alphanumerical characters and
symbols. You can enter up to 64 characters.
8 | Common Name Enter the FQDN or IP address of this equipment with alphanumerical
characters and symbols. You can enter up to 64 characters.
9 | Validity Period Enter the number of months in the validity period of the self-signed
certificate.
10 | Password Enter the password of the certificate with alphanumerical characters and
symbols. You can enter up to 64 characters.
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0 Setting up Certificate Setting

Certificate Setting
1 Signature Algarithrn © SHAT - =
2 Public Key - RSA2048 ~
Item name Description
1 | Signature Algorithm Select the signature algorithm to be used in Certificate.

SHA1 — Select this to use SHA1.

SHA256 — Select this to use SHA256.
SHA384 — Select this to use SHA384.
SHA512 — Select this to use SHA512.

2 | Public Key Select the public key to be used in Certificate.
RSA1024 — Select this to use RSA1024.
RSA2048 — Select this to use RSA2048.

0 Setting up CA Certificate

When you want to enable SSL and verify with a CA certificate for the SMTP Client, POP3 Network Service, n
FTP Client, or Directory Service, you must install the CA certificate. You can install up to 10 CA certificates in
this equipment.

1 — @) CA Certificate(PEM)
2 o ca DER) Erowee
Delete
Item name Description
1 | CA Certificate(PEM) Selects the certificate in the PEM format.

[Upload] button — Uploads the certificate.
[Delete] button — Deletes the registered certificate.

2 | CA certificate (DER) Selects the certificate in the DER format.
[Upload] button — Uploads the certificate.
[Delete] button — Deletes the registered certificate.

0 Setting up Certificate Files

You can display a list of registered certificate files.
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H Password Policy settings

You can configure policies for the password to register.
Tip

The [Password Policy] submenu can be accessed from the [Security] menu on the [Administration] tab.
See the following pages for how to access it and information on [Security] menu:

P.24 “Access Policy Mode”

P.284 “[Security] Item List”

P.302 “Setting up Policy for Users”
P.303 “Setting up Policy for Administrator, Auditor”
P.304 “Setting up Policy for e-Filing Boxes, Template Groups, Templates, SecurePDF, SNMPv3, Cloning”

0 Setting up Policy for Users

You can configure policies for user registration.

Password Policy
Policy for Users
1 s IiRIMIUIN PSS Length 0 (0-B4)
2 — Requirements to Apply Disable -
Do nat allow the following strings to be used as passwords
3 —— Lockout Setting Enable ~
MNumber of Retry 10 (1-30)
Lockout Time 1 Minute(s)(1-1440)
4 = Available Period Disable
Expiration day(s) day(s)(1-999)
Item name Description

1 | Minimum Password Length | Specify the minimum number of digits for the password. Specify within the
range from 0 to 64. “0” is set as the default.

2 | Requirements to Apply Select [Enable] to set restrictions on the character strings that can be

used in passwords. [Disable] is set as the default.

Restrictions

* The user name and password cannot be the same.

* The same password cannot be used again.

* A password consisting of sequences of the same characters cannot
be used.

* A password containing the characters entered in the restricted
character text box cannot be used.

3 | Lockout Setting Specify whether or not to enable the lockout setting when the user failed
to supply the correct password. [Enable] is set as the default.

Number of Retry — Specify the number of incorrect password entry
times to lock out the user. Specify within the range from 1 to 30 times.
“10” is set as the default.

Lockout Time — Specify the duration to lock out the user. Specify within
the range from 1 to 1440 minutes. “1” is set as the default.

Tip

Save the settings to reflect the change in the number of retry times. Due to a change in the number
of retry times, a user may lock out in the next login. The history of lockouts is registered in the log.

302 [Security] ltem List




Item name

Description

4 | Available Period

Select [Enable] to specify how long the password is valid before its expiry.
[Disable] is set as the default.

Expiration day(s) — Specify how long the password is valid before its
expiry. Specify within the range from 1 to 999 days. “180” is set as the
default.

Tip

When the number of days set in [Expiration day(s)] elapses, a screen that prompts the user to
change the password will appear the next time the user logs in.

L Setting up Policy for Administrator, Auditor

You can configure policies for administrator and auditor registration.

Policy for Administrator,Auditor
1 —inimum Password Length G (B-G4)
2 — FegUirements to Apply Disable -
Do not allow the following strings to be used as passwords:
3 ——— Luckout Setting Enable ~
Mumber of Retry 10 (1-3m
Lockout Time 1 Minuteds)(1-1440)
4 — Ayailable Period Disable -
Expiration day(s) m day(s](1-994)
Item name Description

1 | Minimum Password Length

Specify the minimum number of digits for the password. Specify within the
range from 6 to 64. “6” is set as the default.

2 | Requirements to Apply

Select [Enable] to set restrictions on the character strings that can be

used in passwords. [Disable] is set as the default.

Restrictions

* The user name and password cannot be the same.

* The same password cannot be used again.

* A password consisting of sequences of the same characters cannot
be used.

* A password containing the characters entered in the restricted
character text box cannot be used.

3 | Lockout Setting

Specify whether or not to enable the lockout setting when the user failed
to supply the correct password. [Enable] is set as the default.

Number of Retry — Specify the number of incorrect password entry
times to lock out the user. Specify within the range from 1 to 30 times.
“10” is set as the default.

Lockout Time — Specify the duration to lock out the user. Specify within
the range from 1 to 1440 minutes. “1” is set as the default.

Tip

Save the settings to reflect the change in the number of retry times. Due to a change in the number
of retry times, a user may lock out in the next login. The history of lockouts is registered in the log.
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Item name

Description

4 | Available Period

Select [Enable] to specify how long the password is valid before its expiry.
[Disable] is set as the default.

Expiration day(s) — Specify how long the password is valid before its
expiry. Specify within the range from 1 to 999 days. “180” is set as the
default.

Tip

When the number of days set in [Expiration day(s)] elapses, a screen that prompts the user to
change the password will appear the next time the user logs in.

L Setting up Policy for e-Filing Boxes, Template Groups, Templates,
SecurePDF, SNMPv3, Cloning

You can configure policies for passwords for operations and applications on your equipment.

Policy for e-Filing Boxes,Template Groups,T: . SNMPv3, Cloning
1 e Winiimurm Passward Lenath o (0-20)
2 — REGUirEMENts to Apply Disable -
3 — Lockout Setting Disable ~
MNumber of Retry m (1-30)
Lackout Time TN viruters) -1 44m)
Item name Description

1 | Minimum Password Length

Specify the minimum number of digits for the password. Specify within the
range from 0 to 20." “0” is set as the default.

2 | Requirements to Apply

Select [Enable] to set restrictions on the character strings that can be
used in passwords. [Disable] is set as the default.

Restrictions

 The user name and password cannot be the same.™

* The same password cannot be used again.

3 | Lockout Setting™

Specify whether or not to enable the lockout setting when the user failed
to supply the correct password. [Enable] is set as the default.

Number of Retry — Specify the number of incorrect password entry
times to lock out the user. “10” is set as the default.

Lockout Time — Specify the duration to lock out the user. Specify within
the range from 1 to 1440 minutes. “1” is set as the default.

Tip

Save the settings to reflect the change in the number of retry times. Due to a change in the number
of retry times, a user may lock out in the next login. The history of lockouts is registered in the log.

*1  With SNMPv3, a password of at least one character is required.
*2 With Cloning, you can also register the same password as the file name.
*3 The Lockout Setting is enabled only when you are using e-Filing Boxes.
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[Security] How to Set and How to Operate

In the Security Service page, you can install a wireless LAN certificate for authentication with the RADIUS
server, install and export a device certificate to enable SSL and set up its SCEP (automatic installation), install
CA certificate, and install certificates for IEEE 802.1X authentication and set up its SCEP.

P.305 “Installing a device certificate”

P.313 “Creating/Exporting a client certificate”

P.315 “Installing CA certificate”

H Installing a device certificate

To enable SSL for HTTP setting, FTP server setting, IPP Print Service, Web Services Print, or Off Device
Customization Architecture settings, you must install a device certificate for each.

To install these device certificates, you need to create a self-signed certificate, install them from an
authentication agency or the CA server. You can also install them automatically from the CA server using
SCEP.

P.306 “Creating/exporting a self-signed certificate”

P.308 “Installing an imported device certificate”

P.309 “Deleting an imported device certificate”

P.310 “Installing a device certificate automatically”

P.312 “Deleting a device certificate installed automatically”

Tip

When you want to enable SSL for HTTP setting, FTP Server, IPP Print, Web Services Print, or Off Device
Customization Architecture settings, the certificates required to install to the equipment and the client PC
are as follows:

Use SSL for... | Required Certificate for this equipment Required Certificate for Client PC
Device Certificate CA Self-signed Client CA
Self- Device Certificate | Certificate Certificate Certificate
signed certificates
Certificate | installed from
authentication
agency / CA
server
HTTP, FTP, Required | - - (Required)? |- -
IPP Print, Off | . N i i .
Device Required S?eqmred)
Customization
Architecture™
Web Service |- Required Required - Required Required
Print Required | - - Required - -

*1 In the HTTP Network Service, FTP Server, IPP Print, and Off Device Customization Architecture settings, if you create a self-
signed certificate for the equipment, you need to install the self-signed certificate to the client PC. If you select to install an
imported device certificate to the equipment, also install the CA certificate to the client PC.

*2 For Windows Vista, you can enable SSL by installing certificates only in the equipment. In this case, the following message
appears when you operate the system. Select the specified item.

"There is a problem with this website's security certificate" appears. If you are using Windows Vista, select [Continue to this
website (not recommended)].
If you want to further enhance the security, install certificates also in the client PC.

P.315 “Installing CA certificate”

When you install the User Certificate in this equipment, it is recommended to connect this equipment and a
client computer using a crossing cable for ensuring security.
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U Creating/exporting a self-signed certificate

1 Start TopAccess access policy mode.
P.24 “Access Policy Mode”

2 Click the [Administration] tab.

3 Click the [Security] menu and [Certificate Management] submenu.

Device Job Status Loz Registration Ciournter

Security
Adthentication | Certificate Managemeny | Passward Policy
%z

User Management

Administration

e-Filing
Logout

The Certificate Management page is displayed.

4 Select [self-signed certificate] under [Device Certificate] and click [Create].

Device Certificate
@ self-signed certificate Installed
@ Iy Matins] N
O Imp=rt .
P4 Erowse
Upload || Delete |
@ SCER{AUtomatic) Mot Installed

CA Berer Address (Primary : 10.10.70.111

CA Serer Address (Secondan) ¢ 10.10.70.121

Tirneout © 30 Second(s) (1-120)
CA Challenge
inote: If successiul adds CA certificate automatically)
Signature Algarithm @ SHA1
© mDs

Pall Interyal 1 binute L

MFP's Address in Gommaon Name in the Certificate © | P Address -

The Create self-signed certificate page is displayed.

5 Enter the following items and click [Save].

Create self-signed certificate

Countr

PZum Mame JP
State or Province Mame Tokyo
Locality Name abcdefghijklm
Organization Marre ABCDEFG CORPORATION
Qrganizational Unit Mame MBCDEFG Dept
Comman Mame MFPO0000001 . example.com
Emmail Address Userl1@example.com
walidity Perind 36

rmanth{s)(1-99)

You can set the following in this page.
P.299 “[Create self-signed certificate] screen”

@ Click [OKI.

Windows Internet Explorer ==

.eu Are you sure?

\)
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7 A self-signed certificate is created. Click the [Export] button if you are exporting.

Device Certificate

@ zelf-zigned certificate Installed

@ Import Mot Installed k

Delete

@ SCEP{Autamatic) Mot Installed

Browse

CA Server Address (Primany) : 10.10.70.111

CA Server Address (Secondang ¢ 10.10.70.121

MFP's Address in Common Name in the Certificate [P Address ~

Timeaut : 30 Second(s) (1-120)
CAChallenge
(note: If successful adds CA cerificate automatically)
Signature Algatithrn @ SHAT

© MDs

Poll Intenral- 1 Minute L4

8 Right-click the link for the file name of the certificate to be exported, and then select
[Save Target As].

Export self-signed certificate

{pem format)

Open

Open in New Window
Save Target As..
Print Target |&§z

Copy Shortcut

A ov W 00%

Paste

Blag with Windows Live

E-mail with Windows Live

oY

Translate with Bing

All Acceleratars 4
Add to Favorites...

Append Link Target to Existing PDF
Append to Existing PDF
Convert Link Target to Adabe PDF
Convert to Adabe PDF

Properties

The [Save As] dialog box appears.
9 Specify a directory to which the certificate is to be saved and then click [Save].

Save As ==
@Uv\ <« work_folder » Certificate ~ [ 42 || search £l
B New Folder
- Name Date modif.. Type Size Tags
B Desiiop This folder is empty.
%] Recent Places
/8 Computer
[E Documents
B Pictures
B Music
Mere »
Folders ~
PSR |Fp-05212774_cert.cr -
Save as type: | Security Cerficate -

A\

10 Click [Save] on the [Certificate Management] submenu.

Tip

You can improve the security level of a client computer by installing the exported certificate into the
computer.
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11 Then you can enable SSL for the following network settings.
P.170 “Setting up LDAP Session”
P.178 “Setting up HTTP Network Service”
P.180 “Setting up SMTP Client”
P.183 “Setting up POP3 Network Service”
P.185 “Setting up FTP Server”
P.191 “Setting up Web Services Setting”
P.238 “Setting up IPP Print”
P.247 “Off Device Customization Architecture settings”

U Installing an imported device certificate

Start TopAccess access policy mode.
P.24 “Access Policy Mode”

2 Click the [Administration] tab.
3 Click the [Security] menu and [Certificate Management] submenu.

e-Filing
Logout
Dexice: Jab Status Logs Registration Counter User Management Administration
Security
Security
Adthentication | Certificate Managemen | Passward Palicy
%2

The Certificate Management page is displayed.

4 Click [Browse] of [Import] in [Device Certificate] to select a device certificate file, and
then click [Upload].

Security
Adthentication | Certificate Management | Passward Policy
Device Certificate

@ zelf-zigned certificate Installed

@ Impart Mot Installed

Filsers\Userd01\DesktopiClient_2C| Browss:
gef| Delete RS1

CA Server Afiress (Priman) - 101070111

@ SCEP(Automatic)

CA Server Address (Secondang ¢ 10.10.70.121

MFP's Address in Common Name in the Certificate [P Address ~

Timeout : 30 Second(s) (1-120)
CA Challenge
(note: Ifsuccessful adds CA cerificate automatically)
Signature Algorithm @ SHA1
© MD5

Pall Interval: 1 Minute =

Maximum Pall Duration: 8 Hours -

Reguest || Delste
The alert message dialog box appears.

5 Enter the password for the device certificate, and then click [OK].

& ImportCertificate - Windows Internet Bxplarer ol & ===

|’B_ http Administration/Security/Certificates/ ImportPwd hnn|

Enter Password

‘WH Cancel ‘

5\% JEUREEY
Rt

& Internet | Protected Mode: On A r W% -

The device certificate is imported.
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6 Click [Save] on the [Certificate Management] submenu.

7 Then you can enable SSL for the following network settings.
P.170 “Setting up LDAP Session”
P.178 “Setting up HTTP Network Service”
P.180 “Setting up SMTP Client”
P.183 “Setting up POP3 Network Service”
P.185 “Setting up FTP Server”
P.191 “Setting up Web Services Setting”
P.238 “Setting up IPP Print”
P.247 “Off Device Customization Architecture settings”

U Deleting an imported device certificate

Start TopAccess access policy mode.
P.24 “Access Policy Mode”

2 Click the [Administration] tab.

3 Click the [Security] menu and [Certificate Management] submenu.

e-Filing
Logout

Device +Joh Status Logs Registration Counter User Management Administration
I Security |
Security
Authentication | Certificate Mgnagement | Password Policy
[kz

The Certificate Management page is displayed.
4 Click [Delete] of [Import] in [Device Certificate].

Device Certificate

@ self-signed cedificate Installed

@ Import ceruserl pfc

Erowse...

@ SCEP{Autamatic) Mot Installed

CA Server Address (Primarny)

CA Server Address (Secondary)

MFP's Address in Comman Name in the Certificate @ 1P Address =

Timeout : 10 Second(s) (1-120)
CA Challenge : ]
inote: If successiul adds CA certificate automatically)
Signature Algorithm @ SHA1
© mDs
PollInterval: 1 Minute

Maximum Poll Duration: 8 Hours =

Reguest || Delete

The confirmation dialog box appears.

If no device certificate has been imported, you cannot delete it.

5 Click [OK].

Windows Internet Explorer ==
(9. Are you sure?

The device certificate is deleted.

6 Click [Save] on the [Certificate Management] submenu.
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8 [Administration] Tab Page

U Installing a device certificate automatically

1 Start TopAccess access policy mode.
P.24 “Access Policy Mode”

2 Click the [Administration] tab.

3 Click the [Security] menu and [Certificate Management] submenu.

e-Filing
Logout

Registration

Security

Adthentication | Certificate Managemen | Passward Policy
kz

The Certificate Management page is displayed.
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Enter the following items in [SCEP(Automatic)] of [Device Certificate], and then click

[Request].

Device Certificate
@ self-signed cedificate

@ Impart

@ SCEP{Autamatic)

Installed

Mot Installed

Delete

Mot Installed

CA Server Address (Primany) : 10.10.70.111

CA Server Address (Secondang ¢ 10.10.70.121

MFP's Address in Common Mame in the Certificate ;[P Address =
Timeout : 30 Second(s) (1-120)

CA Challenge
(note: Ifsuccessful adds CA cerificate automatically)
Signature Algarithm @ SHA1
© MDs
Poll Interval: 1 Minute

Maximum Poll Duration: 8 Hours M

Ry

[4 Reguest ] Delete

W2

CA Server Address
(Primary)

Enter the IP address or FQDN of the CA server. You can enter up to
128 characters.

CA Server Address
(Secondary)

Enter the IP address or FQDN of the CA server. You can enter up to
128 characters.

MFP's Address in
Common Name in the
Certificate

Select whether to use the IP address or FQDN as the address of this
equipment to be entered in the [Common Name] box of the certificate.

Timeout

Enter a timeout period for quitting communication when no response is
received from the CA server.

CA Challenge

Enter the CA challenge.

Signature Algorithm

Select SHA1 or MD5 as the signature algorithm.

Poll Interval

Specify the polling interval.

Maximum Poll Duration

Specify the polling duration.

* If FQDN is used in [CA Server address], you need to configure a DNS server and enable DNS
settings.

* [f[FQDN] is selected in [MFP’s Address in Common Name in the Certificate], the IP address of
this equipment must be registered in the DNS server.

A device certificate is installed.

A CA certificate is installed automatically as well as a device certificate. If a CA certificate is already
installed, delete the existing one by clicking [DELETE] of SCEP in [Device Certificate]. Then click
[Request] to install a new CA certificate.

5 Click [Save] on the [Certificate Management] submenu.
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6 Then you can enable SSL for the following network settings.
P.170 “Setting up LDAP Session”
P.178 “Setting up HTTP Network Service”
P.180 “Setting up SMTP Client”
P.183 “Setting up POP3 Network Service”
P.185 “Setting up FTP Server”
P.191 “Setting up Web Services Setting”
P.238 “Setting up IPP Print”
P.247 “Off Device Customization Architecture settings”
P.327 “Directory Service settings”

U Deleting a device certificate installed automatically

1 Start TopAccess access policy mode.
P.24 “Access Policy Mode”

2 Click the [Administration] tab.
3 Click the [Security] menu and [Certificate Management] submenu.

e-Filing
Logout

Device «Joh Status Logs Fegistration Counter User Management Administration

Security

Security
Adthentication | Certificate Managemen | Passward Policy
[kz

The Certificate Management page is displayed.
4 Select [SCEP(Automatic)] in [Device Certificate], and then click [Delete].

Device Certificate
@ self-signed cerificate Installed

@ Impart Mot Installed

Browse.
Delete

@ SCEP{AUtomatic) certuser! ph
CA Server Address (Primary) - 192.168.1.1

1

CA Server Address (Secondary) - 192.168.10.1

MFP's Address in Comman Narme in the Certificate © P Address =

Timeout : 10 Second(s) (1-120)

CA Challenge
inote: If successful adds CA certificate automatically)

Signature Algorithm - @ 5HA1
© MD5
Poll Interval: 1 Minute  ~

Masximum Poll Duration: & Hours e

The confirmation dialog box appears.

* A CA certificate already installed automatically will be deleted as well as the device certificate.
» Deleting is disabled when no device certificate has been installed automatically.

5 Click [OK].

Windows Internet Explorer ==

|e| Are you sure?

N

The device certificate is deleted.
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6 Click [Save] on the [Certificate Management] submenu.

H Creating/Exporting a client certificate

1 Start TopAccess access policy mode.
P.24 “Access Policy Mode”

2 Click the [Administration] tab.

3 Click the [Security] menu and [Certificate Management] submenu.

e-Filing
Logout

Device Job Status Loz Registration Ciournter Uzer Management Administration

| Security

Security \ 1

Authentication | Certificate Managemens | Password Policy

2

The Certificate Management page is displayed.
4 Click [Create] under [Client Certificate].

Client Certificate

Mot Created
Certificate Setting k
Signature Algarithr © =HAT - =

Public ey ; RSAI024 -

The Create Client Certificate page is displayed.

5 Enter the following items and click [Save].

Create Client Certificate
Cour 2gian Mame JP

State or Province Name Tokyo

Locality Mame abcdefghijkim

QOrganization Mame ABCDEFG CORPORATION

Organizational Unit Mame ABCDEFG Dept

Comman Narme MFPO0000001 . example. com

Walidity Period 36 monthis){1-99)

Passward %1

You can set the following in this page.
P.300 “[Create Client Certificate] screen”

@ Click [OK].

Windows Internet Explorer ==

'9“ Are you sure?

[Security] How to Set and How to Operate 313




Right-click the link for the file name of the certificate to be exported, and then select
[Save Target As].

Security Open

Authentication | Certificate Management | Password Po Open in New Tab
Open in New Window

Save Target As.. %

Print Target

Cut
@ SCEP(Automatic) Mot Insta o
CA Serve Copy Shorteut

CA Servel Paste

WFF's Ad 5 Blag with Windows Live P Address =
Tirmeout | £ E-mail with Windows Live

v

A g T Translate with Bing

(ot s All Accelerators ’
Elgnature Add to Favorites..
Append Link Target to Existing PDF

Append to Existing PDF
Convert Link Target to Adabe PDF
Convert to Adabe PDF

Client Certificate
Properties

The [Save As] dialog box appears.
Tip

If you have not installed a client certificate, enter the password in [Password] and click [Create] to
create a certificate.

8 Specify a directory to which the certificate is to be saved and then click [Save].

Save As ==
@uv\ « work folder » Certificate ~ [ 42 || search o]
~ B NewFolder

— Name Date modif... Type Size Tags
B Desiiop This folder is empty.
%] Recent Places
8 Computer
[E Documents
B Pictures
B Music

Mare »
Folders -

File name: | (2 Prp RS -
Save as type: | Security Cerificate -
\\]

9 Click [Save] on the [Certificate Management] submenu.
Tip

You can improve the security level of a client computer by installing the exported certificate into the
computer.
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H Installing CA certificate

When you want to enable SSL and verify with a CA certificate for the SMTP Client, POP3 Network Service,
FTP Client, or Directory Service, you must install the CA certificate. You can install up to 10 CA certificates in
this equipment.

P.315 “Installing CA certificate”

P.316 “Deleting CA certificate”

U Installing CA certificate

1 Start TopAccess access policy mode.
P.24 “Access Policy Mode”

2 Click the [Administration] tab.

3 Click the [Security] menu and [Certificate Management] submenu.

e-Filing
Logout

Device «Joh Status Logs Fegistration Counter User Management Administration

Security

Adthentication | Certificate Managemens'| Passward Policy

2

The Certificate Management page is displayed.

4 Select the encryption of CA certificate and click [Browse] to select a CA certificate file.
Then click [Upload].

CA certificate

@ CACeificate(PEM)

@ Ch cettificate (DER)

Certificate Files

The CA certificate is installed.
5 Click [Save] on the [Certificate management] submenu.

6 Then you can enable SSL by selecting [Verify with imported CA certification(s)] for the
following network settings.
P.180 “Setting up SMTP Client”
P.183 “Setting up POP3 Network Service”
P.184 “Setting up FTP Client”
P.191 “Setting up Web Services Setting”
P.247 “Off Device Customization Architecture settings”
P.327 “Directory Service settings”
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U Deleting CA certificate

1 Start TopAccess access policy mode.
P.24 “Access Policy Mode”

2 Click the [Administration] tab.

3 Click the [Security] menu and [Certificate Management] submenu.

e-Filing
Logout

Device Job Status Loz Registration Ciournter Uzer Management Administration

Security

Security
Adthentication | Certificate Managemens' | Passward Policy
%2

The Certificate Management page is displayed.

4 Select the CA certificate file that you want to delete in the [Certificate Files] list, and
click [Delete].

CA certificate
@ CACedificate(PEM) Browse

© CA certificate (DER) I | (Browss |

Certificate Files |
9 | 157 58.73 250 et |

1
The confirmation dialog box appears.

5 Click [OK].

Windows Internet Explorer ==

The CA certificate is deleted.

6 Click [Save] on the [Certificate Management] submenu.
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[Maintenance] Item List

Tip
Users who are granted administrator privileges in access policy mode can access the [Maintenance] menu
from the [Administration] tab.

See the following pages for how to access it:
P.24 “Access Policy Mode”

P.317 “Upload Software settings”
P.318 “Remove Software settings”
P.319 “Create Clone File settings”
P.321 “Install Clone File settings”
P.322 “Import settings”

P.324 “Export settings”

P.326 “Delete Files settings”
P.327 “Directory Service settings”
P.329 “Notification settings”

P.333 “Languages settings”

P.335 “System Updates settings”
P.335 “Reboot settings”

H Upload Software settings

You can update client software embedded in your equipment. Users can download client software on their
computers using the TopAccess [Install Software] link. Available only when the hard disk is installed.

Tip
The [Upload Software] submenu can be accessed from the [Maintenance] menu on the [Administration]
tab.
See the following pages for how to access it and information on the [Maintenance] menu:
P.24 “Access Policy Mode”
P.317 “[Maintenance] Item List”

Maintenance
Upload Software | Rermove Software | Create Clone File | Install Clone File | Jmport | Export | Delete Files | Dirsctory Service |
You can upload e-STUDIOES50c Series client software to the controller. This allows end-users to install the software into
their systen fram the TopAccess “Install Software” link | located at the hottorm of the TopAccess page
1 == Upload Files Driver Files -
The following are the required flles
2 Upload
InstallClient! .exe
Item name Description
1 | Upload Files Select the software you want to upload to the equipment.

* Driver Files — Select this to upload the setup files.

* Macintosh PPD Files — Select this to upload the PPD file which is
used by Mac OS X 10.4 or later. In addition, select this to upload the
plug-in files used for Mac OS X 10.4 or later.

* Unix Filters — Select this to upload the tar files that contain filters for
each UNIX workstation.

[OK] button — Confirms the selected software.

Tip
See the following for how to obtain and upload software.
P.337 “Uploading the client software”
2 | [Upload] button Uploads the browsed setting file.
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Item name

Description

box

3 | InstallClient1.exe browse

Browses the setting file to be uploaded.

Hl Remove Software settings

You can delete the software uploaded to the equipment. Available only when the hard disk is installed.

Tip

tab.

The [Remove Software] submenu can be accessed from the [Maintenance] menu on the [Administration]

See the following pages for how to access it and information on the [Maintenance] menu:
P.24 “Access Policy Mode”

P.317 “[Maintenance] Item List”

Maintenance
Upload Software | Remove Software | Create Clone File | Install Clone File | Import | Export | Delete Files | Directory Service
1 — =)
2 | [Fies Size
[F] | oriver Files 0(KE)
[T | Unis Fitters 0 (KEn
[F] | Macintosh PPD Files 0(KEn
Item name Description
1 | [Delete] button

Deletes the selected software.
Select and click the software to be deleted from the software list.

2 | Software list

Displays a list of software uploaded to your equipment.
Select the software files you want to delete.
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H Create Clone File settings

You can create a clone file of the environment on your equipment.

You can implement a cloned environment by installing the created clone file on another equipment.
For the details of the clone file and how to use it, contact your service technician.

Tip
The [Create Clone File] submenu can be accessed from the [Maintenance] menu on the [Administration]

tab.

See the following pages for how to access it and information on the [Maintenance] menu:
P.24 “Access Policy Mode”

P.317 “[Maintenance] Item List”

P.319 “Setting up Clone File”
P.320 “Setting up Category Setting”

Maintenance

Upload Sofware | Remnove Software | Create Clone File | Install Clons File | Import | Export | Delete Files | Directory Servicg

“ou can create Clone File to configure other Machine with same settings.
Tocreate Clone File, select data category and press "Create" buttan

1 — Create

Item name
1 | [Create] button

Description

Creates the clone file of the category selected in the category setting.
When you click this button, a screen is displayed to set a password on the

clone file.
O Setting up Clone File
1 ——EI:\::ethe Nat Created
2 — Copier Model
3 —BSI0N
Item name Description
1 | Device Name Displays the device name of the created clone file.
Click the device name to download the clone file.
Copier Model Displays the copier model of the created clone file.
3 | Version Displays the system ROM version of the created clone file.
Date Created Displays the created date of the clone file.
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0 Setting up Category Setting

Select the category for the clone file.

Tip

The clone file will include the settings listed in “Description” that make up the category you select.

Category Setting

1 —_— Security
(Security Level, Secure Erase, Self Test, Encryption, Authentication)
2 7] Default Settings
(General, Copy, Scan, Fay, iFax, Email, Save as File, Printer, Notificartion, Log Settings, E¥WB Settings)
3 =] User Management
(User, Group, Role, Quota, Cepartment Code, Menu with TemplateiAddress Book)
4 =] Network/Print Service
(Metwaork Settings, Print Service, WirelessLAN, Bluetooth, Directory Service)
5 = Address Book
6 = Address Book + Template + Mail Boxes
Item name Description
Security Includes secure erase and authentication settings in the clone file.

2 | Default Settings

Includes the general, copy, scan, fax, ifax, E-mail, save as file, printer,
notification, log settings, EWB settings, and Fax/InternetFax Received
Forward in the clone file.

3 | User Management

Includes the user, group, role, quota, department code, and my menu with
template/address book in the clone file.

4 | Network/Print Service

Includes network settings, print service, wireless LAN, Bluetooth, and
directory service settings in the clone file.

5 | Address Book

Includes the address book in the clone file.

6 | Address Book + Template +
Mail Boxes

Includes the address book, template, and mail boxes in the clone file.
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H Install Clone File settings

You can install the created clone file.
You can implement a cloned environment by installing the clone file created on another equipment.

Tip
The [Install Clone File] submenu can be accessed from the [Maintenance] menu on the [Administration]

tab.

See the following pages for how to access it and information on the [Maintenance] menu:
P.24 “Access Policy Mode”
P.317 “[Maintenance] Item List”

P.321 “Setting up File Upload”
P.321 “Setting up Clone File Information”
P.322 “Setting up Setting data included in Clone File”

Maintenance
Upload Software | Rernove Software | Creats Clone File | install Clone File | Import | Export | Delete Files | Directory Service|

You can reconfigure Machine setting by installing Clone File.
Ta install Clone File, you need to upload Clane File at first.

1 — |istall
Item name Description
1 | [Install] button Installs the selected clone file.

When you click this button, a dialog box is displayed to prompt you to
enter the password you specified when creating the clone file.

O Setting up File Upload

1 File Upload :@ Up‘load
2
Item name Description
[Browse] button Select a clone file.
2 | [Upload] button Displays information on the selected clone file and what is included in the
clone file.

Q) Setting up Clone File Information

1 ——(I::)I;:::eF:\IIZ:“:?"“mD" Mot Uploaded

2 — 0 pigr Model

3 —ETSION

4 e D21 Created

Item name Description

1 | Device Name Displays the device name of the created clone file.
2 | Copier Model Displays the copier model of the created clone file.
3 | Version Displays the system ROM version of the created clone file.
4 | Date Created Displays the created date of the clone file.
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0 Setting up Setting data included in Clone File

1 __:ztct;l:ig;(lalainclu(le(linCIoneFiIe vare
2 — e fault Settings MNone
3 — et Management MNane
4 e Mgtk P rint Service MNone
5 ————~ddress Aook Mone
— 00255 BOOk + Template + Mail Boxes  None
Item name Description
1 | Security Displays if security level, secure erase, self test, encryption, and
authentication settings are included.
2 | Default Settings Displays if the general, copy, scan, fax, ifax, E-mail, save as file, printer,
notification, log settings, and EWB settings are included.
3 | User Management Displays if the user, group, role, quota, department code, and my menu
with template/address book are included.
4 | Network/Print Service Displays if network settings, print service, wireless LAN, Bluetooth, and
directory service settings are included.
5 | Address Book Displays if the address book is included.
6 | Address Book + Template + | Displays if the address book, template, and MailBox are included.
Mail Boxes
M Import settings

You can import address book data and department code information exported from another equipment.
Tip
The [Import] submenu can be accessed from the [Maintenance] menu on the [Administration] tab.
See the following pages for how to access it and information on the [Maintenance] menu:

P.24 “Access Policy Mode”
P.317 “[Maintenance] Item List”

P.323 “Setting up Address Book”

P.323 “Setting up MailBoxes”

P.323 “Setting up Template”

P.324 “Setting up Combined (Template + Address Book + MailBoxes)”

Before importing data, check that there are no jobs being processed, and there are no private jobs,
scheduled jobs, or test print jobs. You cannot import data if there are these jobs. If import is taking too long,
try importing data after your equipment has entered sleep mode.
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0 Setting up Address Book

Address Book
1 s | 11101 M EthC @ Addition @ Overwrite
2 ———File Name
Item name Description

1 | Import Method

Specify the import method of the address book.

Addition — Select this to append the imported information to the existing
data.

Overwrite — Select this to replace the existing data with the imported
information.

2 | File Name

Select the address book file to be imported.
[Browse] button — Allows you to select the address book file.
[Import] button — Imports the selected address book file.

0 Setting up MailBoxes

MailBoxes

1 —Cile Name

Item name

Description

1 | File Name

Select the mailbox file to be imported.
[Browse] button — Allows you to select the mailbox file.
[Import] button — Imports the selected mailbox file.

0 Setting up Template

Template

2 —— FilE Mame

1 e [ Mip 07t Method (@ Addition @ Overwrite

Item name

Description

1 | Import Method

Specify the import method of the template.

Addition — Select this to append the imported information to the existing
data.

Overwrite — Select this to replace the existing data with the imported
information.

2 | File Name

Select the template file to be imported.
[Browse] button — Allows you to select the template file.
[Import] button — Imports the selected template file.
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0 Setting up Combined (Template + Address Book + MailBoxes)

1 e F il MamE

Combined{Template + Address Book + MailBoxes}

Item name

Description

1 | File Name

Select the combined (template + address book + mailboxes) file to be
imported.

[Browse] button — Allows you to select the combined file.

[Import] button — Imports the selected combined file.

H Export settings

You can export the address book, mailboxes, templates and so on.

Tip

The [Export] submenu can be accessed from the [Maintenance] menu on the [Administration] tab.
See the following pages for how to access it and information on the [Maintenance] menu:

P.24 “Access Policy Mode”

P.317 “[Maintenance] Item List”

P.324 “Setting up Address Book”

P.325 “Setting up MailBoxes”

P.325 “Setting up Template”

P.325 “Setting up Combined (Template + Address Book + MailBoxes)”

0 Setting up Address Book

Address Book
1 —File Name ADDR 110118.csv
2 ——FileGize 1575
3 B CA¥ CEI Gl TUE.JAN 18 18:43:14 2011
4 e 01T D aita FoOrmat @ C8Y ) HML
5
Item name Description

1 | File Name

Displays the file name of the created export files.
Click a file name to download.

2 | File Size

Displays the file size of the created export files.

3 | Date Created

Displays the created date of the export files.

4 | Export Data Format

Select the file format of the export file.
CSV — Select this to create the file in the CSV format.
XML — Select this to create the file in the XML format.

5 | [Create New File] button

Creates the export file.
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0 Setting up MailBoxes

MailBoxes

File Size

—— [ate Created

AWN=
I

= File Name Mot Created

| Create New File

Item name

Description

1 | File Name

Displays the file name of the created export files.
Click a file name to download.

2 | File Size

Displays the file size of the created export files.

3 | Date Created

Displays the created date of the export files.

4 | [Create New File] button

Creates the export file.

O Setting up Template

Template

2 ————File size

1 = FileMame Mot Created

3 —— Date Created
| Create New File
Item name Description

1 | File Name

Displays the file name of the created export files.
Click a file name to download.

File Size

Displays the file size of the created export files.

3 | Date Created

Displays the created date of the export files.

[Create New File] button

Creates the export file.

0 Setting up Combined (Template + Address Book + MailBoxes)

Combined{Template + Address Book + MailBoxes)
1 =———File Mame Mot Created
2 e F il 2 SiZR
3 ——— Date Created
1 Create New File
Item name Description

1 | File Name

Displays the file name of the created export files.
Click a file name to download.

File Size

Displays the file size of the created export files.

3 | Date Created

Displays the created date of the export files.

[Create New File] button

Creates the export file.
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H Delete Files settings

You can delete information such as scanned data, transmission data, and reception data that are stored in the

local folder using the Save as file function. It is recommended to delete the stored data periodically to maintain
the hard disk.

Tip

The [Delete Files] submenu can be accessed from the [Maintenance] menu on the [Administration] tab.

See the following pages for how to access it and information on the [Maintenance] menu:
P.24 “Access Policy Mode”

P.317 “[Maintenance] Item List”

Maintenance
Upload Software | Remave Sofware | Create Clone File | Install Clane File | lmport | Expart | Delete Files | Directary Semice |
Delete Files
Stored Data [V [pata Type Data Size Remarks
1 Sean Shared File 0(KE)
2 Transmission Shared File 0 (KE)
3 Reception Shared File 0(kB)
Item name Description
Scan

Deletes all scan data stored in the shared folder.
Deletes all fax/ifax transmission data stored in the shared folder.

Deletes all fax/ifax reception data and mailbox/fax/ifax forwarding data in
the shared folder.

2 | Transmission

3 | Reception
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H Directory Service settings

You can register the directory service properties of the LDAP (Lightweight Directory Access Protocol) server.
When a new directory service is added, the users can search destinations using the LDAP server.

Tip
The [Directory Service] submenu can be accessed from the [Maintenance] menu on the [Administration]

tab.

See the following pages for how to access it and information on the [Maintenance] menu:
P.24 “Access Policy Mode”

P.317 “[Maintenance] Item List”

e-Filing
Logout

Device Joh Status. Logs Registration Counter Uszer Management Administration

Maintenance

Maintenance

Upload Software | Rerave Software | Create Clane File | Install Clone File | Import | Expad | Delete Files | Directory Service | Mofification | Lanuases | System Updates | Rehoot

1 —)

| Server P Address

Search Baze

2 Detautt Server |Directory Service Mame

MFP LOCAL

localhost

@ LDAP serverl

LDAP server02

LDAP server03

Item name
1 | [New] button

Description
Registers the LDAP server that provides a directory service.
P.328 “[Directory Service Properties] screen”
Displays a list of registered LDAP servers.

You can edit the registered details by clicking a directory service name.
P.328 “[Directory Service Properties] screen”

2 | Directory Service List
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U [Directory Service Properties] screen

You can display this screen by clicking a directory service name in the directly service list or the [New] button.

Directory Service Properties pirectoy senice List
*Required
1 e *Directary Service Mame LDAP serverdi|
2 — *Sarver P Address 192.168.1.1
3 — *Part Nurmber 389
4 ——— Authentication Auto -
B ——— searnthBase
6 — User Narme
7 — Password
8 — Gearch Timeout 1 -
Q ——— EnablessL Disatle -
41 Q —— &5L Fort Number B36
1 1 = Autribute type for Search Contact
*First Name givenMame
“Last Name sn
* Email Address mail
* Fay Murmber facsimileTelephoneNumber
* Company campany
* Department department
Item name Description
1 | Directory Service Name Enter the directory service name to identify the directory service. You can

enter up to 64 alphanumerical characters and symbols other than =, ;
(semicolon), #, and \ (backslash).

2 | Server IP Address Enter the IP address or FQDN of the LDAP server. You can enter up to
128 alphanumerical characters and symbols.

3 | Port Number Enter the port number to access the LDAP server. You can enter a value
in the range from 1 to 65535. Generally the default value “389” is used to
access the LDAP server without SSL. When the SSL is required,
generally the “636” port is used to access the LDAP server.

4 | Authentication Select the SASL authentication protocol. If you do not know the

authentication type, select [Auto].

* Auto — Select this to access the LDAP server using the appropriate
authentication that this equipment detects.

* Kerberos — Select this to access the LDAP server using the
Kerberos authentication.

* Digest-MD5 — Select this to access the LDAP server using the
Digest-MD5 authentication.

* CRAM-MD5 — Select this to access the LDAP server using the
CRAM-MD5 authentication.

* Login — Select this to access the LDAP server using the login
authentication.

* Plain — Select this to access the LDAP server using the plain
authentication.

* Simple Bind — Select this to access the LDAP server using the
Simple Bind authentication.

5 | Search Base Enter the search base. When you configure the Active Directory in
Windows server, make sure to enter this option. You can enter up to 256
alphanumerical characters and symbols other than ; (semicolon), #, and \
(backslash).

6 | User Name Enter the log-in user name if a user name is required to access the
directory service. You can enter up to 256 alphanumerical characters and
symbols.
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Item name Description

7 | Password Enter the password if required to access the directory service. You can
enter up to 32 alphanumerical characters and symbols.
8 | Search Timeout Select the timeout period for quitting communication when no response

is received from the LDAP server. Specify within the range from 1 to 5.
“1” is set as the default.

9 | Enable SSL Select whether the SSL (Secure Sockets Layer) is enabled or disabled
for communicating the LDAP directory service.
* Disable — Select this to disable the SSL for communicating the
LDAP directory service.
» Verify with imported CA certification(s) — Select this to enable the
SSL using the imported CA certificate.
* Accept all certificates without CA — Select this to enable the SSL
without using imported CA certificate.

* When [Verify with imported CA certification(s)] is selected, you must import the CA certificate in
this equipment.

P.305 “[Security] How to Set and How to Operate”

* If at least one of the registered LDAP directory services requires the SSL, you must enable the
[Enable SSL] option. When the [Enable SSL] option is enabled, this equipment will connect the
registered LDAP directory services using SSL first. Then if the connection fails using SSL, this
will connect to the registered LDAP directory service without using SSL. Therefore, even if you
enable the [Enable SSL] option, this equipment can also connect to an LDAP directory service
that does not require the SSL.

* Not all operating systems support SSL for all protocols.

10 | SSL Port Number Enter the port number to access the LDAP server using SSL. You can
enter a value in the range from 1 to 65535. Generally the default value
“636” is used.
11 | Attribute type for Search Enter the attribute type to be used for searching contacts using the
Contact external LDAP server. You can enter up to 32 alphanumerical characters
and symbols other than =, ; (semicolon), #, and \ (backslash).

H Notification settings

You can receive information on your equipment by E-mail.

Tip
The [Notification] submenu can be accessed from the [Maintenance] menu on the [Administration] tab.
See the following pages for how to access it and information on the [Maintenance] menu:

P.24 “Access Policy Mode”
P.317 “[Maintenance] Item List”

P.330 “Setting up Email Setting”
P.331 “Setting up System Message Notification Events”
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P.332 “Setting up Job Notification Events”

Maintenance
Upload Software | Remove Software | Create Clone File | Install Clone File | Impart | Export | Delete Files | Directory Semvice | Netification |

1 ——=)

Notification Setting
Email Setting

= Motify administrator at Email Address 1
= Motify administrator at Email Address 2

= Motify administrator at Email Address 3

Item name Description

1 | [Save] button Stores settings for transmitting the report to the registered E-mail
address.

0 Setting up Email Setting

Notification Setting
Email Setting

1 7] Matify administrator at Email Address 1
2 (| Motifiy administratar at Email Address 2
3 =] nMotify administratar at Email Address 3

Item name Description

1 | Notify administrator at Email | Register E-mail addresses for administrators who receive the notification.
Address 1 The notification is sent to the selected administrators by E-mail.

2 | Notify administrator at Email
Address 2

3 | Notify administrator at Email
Address 3
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0 Setting up System Message Notification Events

System Message Notification Events
1 — Device
Paper Misfeed
Drawer Out of Paper
Door/Drawer Cpen
Print Meeds Attention
Toner Empty
Used toner container is Full
Power Status
HW Option Attachment History
2 = Maintenance
Change Seftings
Maintenance User Data
Exportimpant
Claning
Systern Updates
Factory Default
Lag Full
3 e Netwiork
Error
4 — Security
Errar
Warning
Infarmation
5 Received F
Error
Warning
Information
6 — ScaN
Warming
Infarmation
7 —— e-Fiing
Wiarming
Information

You can select the events to be notified of.

Item name Description

1 | Device Paper Misfeed — Select this to be notified of paper misfeeds.

Drawer Out of Paper — Select this to be notified when you are out of
paper.

Door/Drawer Open — Select this to be notified when a cover or drawer is
open.

Print Needs Attention — Select this to be notified when a job is printed.
Toner Empty — Select this to be notified when a toner is empty.

Used toner container is Full — Select this to be notified when the waste
toner box is full.

Power Status — Select this to be notified when the power source status
changes such as a power cut.

H/W Option Attachment History — Select this to be notified when a
hardware option is installed.

2 | Maintenance Change Settings — Select this to be notified of setting changes.
Maintenance User Data — Select this to be notified when user
information is edited.

Export/Import — Select this to be notified of an export or import.
Cloning — Select this to be notified when a clone is made.
System Updates — Select this to be notified of system updates.
Factory Default — Select this to be notified when the equipment is
restored with the factory default.

Log Full — Select this to be notified when the log has reached the
maximum size.

3 | Network Error — Select this to be notified of network errors.

4 | Security Error — Select this to be notified of security errors.
Warning — Select this to be notified of security warnings.
Information — Select this to be notified of security information.
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Item name

Description

5 | Received Fax/InternetFax

Error — Select this to be notified of fax/Internet Fax reception errors.
Warning — Select this to be notified of the periodical deletion of received
faxes and Internet Faxes is successfully completed.

Information — Select this to be notified of the deletion of received faxes
and Internet Faxes by the [Delete Files] function under the [Maintenance]
menu is successfully completed.

6 | Scan

Warning — Select this to be notified of the periodical deletion of scanned
files is successfully completed.

Information — Select this to be notified of the deletion of scanned files
by the [Delete Files] function under the [Maintenance] menu is
successfully completed.

7 | e-Filing

Warning — Select this to be notified when the available space in the e-
Filing box is low or the preservation period of documents in the e-Filing
box is expiring soon.

Information — Select this to be notified when the e-Filing box is
initialized.

Tip

e-Filing Guide.

Use the e-Filing box web utility and specify in the property screen for each box if you want to notify
whether e-Filing box operations are successfully completed. For information on how to set, see the

0 Setting up Job Notification Events

Joh Notification Events.
1 ——scan

Send Email when an error occurs
Send Email when job is completed
2 = Re:ceived Fax/nternetFax

Send Email when an error occurs
Send Email when job is completed
3 = Fax Received Forward

Send Email when an error occurs
Send Email when job is completed
4 = IniterNetFAX Received Forward

Send Email when an error occurs

Send Email when job is completed

You can select jobs to be notified.

Item name

Description

1 | Scan

Send E-mail when an error occurs
Send E-mail when job is completed

2 | Received Fax/InternetFax

Send E-mail when an error occurs
Send E-mail when job is completed

3 | Fax Received Forward

Send E-mail when an error occurs
Send E-mail when job is completed

4 | InternetFAX Received
Forward

Send E-mail when an error occurs
Send E-mail when job is completed
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H Languages settings

You can specify the language for the touch panel of your equipment.
Tip

The [Languages] submenu can be accessed from the [Maintenance] menu on the [Administration] tab.

See the following pages for how to access it and information on the [Maintenance] menu:
P.24 “Access Policy Mode”

P.317 “[Maintenance] Item List”

P.333 “Setting up Install Language Pack”
P.334 “Setting up Current Language Pack List”
P.334 “Setting up Default Setting for PanelUl”

Maintenance

Upload Software | Rernove Software | Creats Clone File | Install Clone File | Import | Export | Delsts Files | Directory Service | Notification | Languages |

1 ——sue]
Item name Description
1 | [Save] button Saves the registered language. n

0 Setting up Install Language Pack

When the hard disk is not installed, install the language pack after deleting an unnecessary one from those
already installed. P.334 “Setting up Current Language Pack List”

Install Language Pack

1 m——File Name
Item name Description
1 | File Name Select the language pack file to be installed.

[Browse] button — Allows you to select the language pack file.
[Import] button — Imports the selected language pack file.
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0 Setting up Current Language Pack List

Displays a list of installed language packs. You can delete unnecessary language packs.

Current Language Pack List

1 —_— » Delete |

2 Hame Version Dete

3 English(US) 01 EIJUU FHf DEC 17 00:00:00 2010
=] English(GE) 019.001 FHf DEC 17 00:00:00 2010

4 : e = DEC 15 17:50:00 2010
D Frangais 018.001 THU DEC 15 17:55:00 2010
D Ezpafiol 018.001 THU DEC 15 17:55:00 2010
] talizno 018.001 THU DEC 15 17:56:00 2010
=] Dansk 018.001 THU DEC 15 17:58:00 2010
=] Suomi 018.001 THU DEC 15 18:05:00 2010
D Morsk 018.001 THU DEC 15 18:08:00 2010
D Swenska 018.001 THU DEC 15 18:10:00 2010
D Mederlands 018.001 THU DEC 15 18:12:00 2010
] Polski 018.001 THU DEC 15 18:15:00 2010
=] Pycormil 018.001 THU DEC 15 18:16:00 2010

B*E 019.000 FRIDEC 17 00:00:00 2010

D faitk e 018.000 THU DEC 15 18:00:00 2010
Item name Description

1 | [Delete] button

Select unnecessary language packs and click the [Delete] button to
delete them.

Tip

You cannot delete [English(US)] or the language selected in [PanelUl Language].

2 | Name Displays the name of the language pack.
3 | Version Displays the version of the language pack.
4 | Date Displays the installed date of the language pack.

U Setting up Default Setting for PanelUl

Select the display language for the touch panel.

Defaul Setting for PanelUl
1 —— Panelll Language IWE
2 —— PanelUl Keyboard Lavout CWERTY E
Item name Description

PanelUl Language

Select the display language for the touch panel.

2 | PanelUl Keyboard Layout

Select the panel keyboard layout displayed on the touch panel.

334

[Maintenance] Item List




H System Updates settings
You can update the system on your equipment. Available only when the hard disk is installed.
Tip

The [System Updates] submenu can be accessed from the [Maintenance] menu on the [Administration]
tab.

See the following pages for how to access it and information on the [Maintenance] menu:
P.24 “Access Policy Mode”
P.317 “[Maintenance] Item List”

P.335 “Setting up Install Software Package”
P.335 “Setting up Current Software List”

0 Setting up Install Software Package

Install Software Package

1 ———File Name
Item name Description
1 | File Name Select the software pack file to be installed.

[Browse] button — Allows you to select the software pack file.
[Install] button — Installs the selected software pack file.

Q) Setting up Current Software List

Displays a list of installed System Firmware.

Current Software List
1 ersion Date Crested Date Installect
2 . omon —
3 [T1 300 05 KK
4 —
Item name Description
1 | Name Displays the name of the System Firmware.
2 | Version Displays the version of the System Firmware.
3 | Date Created Displays the Created date of the System Firmware.
4 | Date Installed Displays the installed date of the System Firmware.

H Reboot settings

You can reboot your equipment.
Tip

The [Reboot] submenu can be accessed from the [Maintenance] menu on the [Administration] tab.

See the following pages for how to access it and information on the [Maintenance] menu:
P.24 “Access Policy Mode”

P.317 “[Maintenance] Item List”
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[Maintenance] How to Set and How to Operate

This section details procedures for maintaining this equipment. It covers backing up and restoring files,
deleting files stored in this equipment, and updating the software on TopAccess.

P.336 “About the maintenance functions”

P.337 “Uploading the client software”

P.339 “Removing the client software”

P.340 “Deleting the data from local folder”

P.341 “Managing directory service”

P.343 “Setting up notification”

P.345 “Importing and exporting”

P.350 “Rebooting the equipment”

Bl About the maintenance functions

You can carry out the following maintenance tasks in the [Maintenance] menu of the TopAccess access policy
mode.

L]

Uploading the client software

An administrator can upload client software that allows users to download to their computers from
TopAccess. This maintenance feature is used to upload new versions of software in TopAccess.

P.337 “Uploading the client software”

Removing the client software

An administrator can remove client software that restricts users from downloading software from
TopAccess. This maintenance feature is used to disable specific software in TopAccess.

P.339 “Removing the client software”

Backing up data in the hard disk

An administrator can create backup files of the address book, mailboxes, and templates in the hard disk.
This maintenance feature is used to create backup files before updating the system software or hard disk
replacement, etc.

P.324 “Export settings”

Restoring data from backup files

An administrator can restore the address book, mailboxes, and templates data from the backup files. This
maintenance feature is used to restore the data after updating the system software or hard disk
replacement, etc.

P.322 “Import settings”

Deleting files stored in the hard disk

An administrator can delete scanned data, transmission data, and reception data in the hard disk. This
maintenance feature must be operated periodically to maintain hard disk space for future operation.
P.340 “Deleting the data from local folder”

Registering directory service

An administrator can register the directory service properties of the LDAP (Lightweight Directory Access
Protocol) server.

P.341 “Managing directory service”

Setting up notification

An administrator can enable the E-mail notification function. The administrator can also specify which
events to be notified of.

P.343 “Setting up notification”

Importing or exporting address book data

An administrator can import address book data in a CSV file or XML file created by different applications.
An administrator can also export address book data in a CSV file or XML file for other applications.
P.345 “Importing and exporting”

Rebooting the equipment

An administrator can reboot the equipment.

P.350 “Rebooting the equipment”
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H Uploading the client software

An administrator can upload client software embedded in this equipment. Users can download the software
on their computers using the TopAccess [Install Software] link. Available only when the hard disk is installed.
¢ Installer (Setup files) for Client Utilities CD-ROM or Client Utilities/User Documentation DVD

* Macintosh PPD Files

* UNIX Filters

Uploading new software overwrites the old version of software that had been uploaded.

Tip

The files for uploading are provided for each client software.

- Driver Files

- Contact your dealer for information about obtaining driver files with the installer.

- You can create a driver file for uploading by compressing folders under "Client\Drivers" in the Client
Utilities CD-ROM or the Client Utilities/User Documentation DVD in zip format.

P.338 “Preparing a driver file for uploading”

- Macintosh PPD Files — These files are stored in the "MacPPD\OSX\10_2-10_3" and
"MacPPD\OSX\10_4-" folders in the Client Utilities CD-ROM or the Client Utilities/User Documentation
DVD. The PPD file for duplex printing is stored in the "2-sided_default" folder, whereas the PPD file for
simplex printing is stored in the "normal" folder.

- Unix Filters — These filters are stored in the folder for each workstation in the
"Admin\BW_Unix_Linux" folder (for black printing) or "Admin\Color_Unix_Linux" folder (for color
printing) included in the Client Utilities CD-ROM or the Client Utilities/User Documentation DVD. The
CUPS filter for duplex printing is stored in the "2-sided_default" folder whereas the one for simplex
printing is in the "normal" folder.

Uploading new versions of client software in TopAccess

1 Start TopAccess access policy mode.
P.24 “Access Policy Mode”

2 Click the [Administration] tab.

3 Click the [Maintenance] menu and the [Upload Software] submenu.

Device:

Maintenance

Upload Files

Job Status

Upload Software | Remove Sofware | Create Clone File | Install Clone File | Jmport | Export | Delete Files | Directory Service | Motification | Languages | System Updatss | Reboot

e-Filing
Logout

Logs Registration Courtsr User Management Administration

Maintenance | EBedistration

1

You can up) e-5TUDIORSS0c Series client software to the contraller. This allows end-users to install the software into
their systel 23 TopAccess "Install Software” link , located at the bottorn of the TopAccess page.

Driver Files -

The following are the required files.

The Upload Software submenu page is displayed.

4 Select the software that you are going to upload in the [Upload Files] box.

Upload Files

Driver Files -

The following are the re BRI

Iacintosh PPD Fileg
Unix Filters

Driver Files

Uploads the client software installer files.
See the following for how to create a driver file for uploading.
P.338 “Preparing a driver file for uploading”
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Macintosh PPD Files Upload PD files for Mac OS X 10.2.4 - 10.3.x and Mac OS X 10.4 and
later. In addition, select this to upload the plug-in files used for Mac OS
X 10.4 or later.

Unix Filters Uploads tar files for unit workstations.

5 Click [OK].
The bottom section in the page will be changed for selected software.

6 In each box displayed, click [Browse] to locate the setup files to be uploaded.

e-Filing
Logout

Device Job Status Loz Registration Courter Uzer Management Administration

Maintenance

] »

Maintenance

Upload Software | Remove Software | Create Clons File | Install Clone Fils | Import | Export | Delete Files | Directory Service | Mofification | Languages | System Updates | Re
You can upload e-STUDIOES50c Series client software to the contraller. This allows end-users to install the software inta
their systemn from the TopAccess "Install Software” link | located atthe bottorm ofthe TopAccess page.

Upload Files Driver Files - |
The following are the required files.
Upload
< T v
InstallClient! exe F\lsersiUserd0\DesktopiSample. ¢ [[EroWEE. o

At the left of each box, the file name will be displayed. Be sure to specify the same file for each box.

Click [Upload].
Specified files are uploaded in this equipment.

Preparing a driver file for uploading

1 Insert the Client Utilities CD-ROM or the Client Utilities/User Documentation DVD into
the PC's CD-ROM or DVD-ROM drive.

2 Open the folder where driver files and plug-in files are stored.
They are stored in the "Client\Drivers" folder.

3 Compress the folder in zip format to create the driver file for uploading.

Folder name Name of the ZIP file to be Remarks
created
UNI univ.zip Universal printer driver
PS ps3.zip PS3 printer driver (PostScript)
XPS Xps.zip XPS printer driver

Tips

* See the following for how to upload a driver file.
P.337 “Uploading new versions of client software in TopAccess”

* Match the name of the ZIP file to be created with the file name displayed on the TopAccess
screen. The file name is case sensitive. If the file name is different, you will not be able to upload
it.
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Hl Removing the client software

You can remove client software from TopAccess so that it can no longer be installed from TopAccess.
Available only when the hard disk is installed.

Removing the software from TopAccess

1 Start TopAccess access policy mode.
P.24 “Access Policy Mode”

2 Click the [Administration] tab.

3 Click the [Maintenance] menu and [Remove Software] submenu.

e-Filing
Logout

Device: Job Status Logs Fegistration Counter User Management Administration

Maintenance

Maintenance k 1
Upload Software | Remove Software | Create Clone File | Install Clone File | Import | Export | Delete Files | Directory Service | Motification | Languages | System Updates | Reboot

You can upload e-STUDIOGESS0c s client software to the controller. This allows end-users to install the software into
their system from the TopAccess I iﬂware" link , located at the bottorn of the TopAccess page.

Upload Files Driver Files -
The fallowing are the required files.

The Remove Software submenu page is displayed. n

4 Select the check box of the software which you are going to remove and click [Delete].

e-Filing
Logout

Device Job Status Logs Fegistration Counter User Management Administration

Maintenance

Maintenance
UglnadSnﬂWare\Remwesuﬂware Create Clone File | Install Clone File | Import | Export | Delete Files | Directory Service | Motification | Languages | System Updates | Reboot

Nz :

i

Jles Size
river Files 0(KE)
i Fiters 0(KB)
|acirtash PRD Files oK)

The selected software is deleted from this equipment.
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H Deleting the data from local folder

An administrator can delete information such as scanned data, transmission data, and reception data that are

stored in the local folder using the Save as file function. It is recommended to delete the stored data
periodically to maintain the hard disk.

Deleting data

1 Start TopAccess access policy mode.
P.24 “Access Policy Mode”

2 Click the [Administration] tab.

3 Click the [Maintenance] menu and [Delete Files] submenu.

e-Filing
Logout

Device: Job Status Logs Fegistration Counter User Management Administration

Maintenance

Maintenance 1

Upload Software | Remove Software | Create Clone File | Install Clone File | Import | Export | Delete Files | Directory Service | Motification | Languages | System Updates | Rehoot
You can upload e-STUDIOGES4S0c Series client software to the controller. This allows end-users to install the soi re into
their system from the TopAccess "Install Software” link | located at the hottorm of the TopAccess page 2

Upload Files Driver Files -
The fallowing are the required files.

The Delete Files submenu page is displayed.

4 Select the check box of data that you want to delete and click [Delete Files].

e-Filing
Logout

Device Job Status Loz Registration Ciournter Uzer Management Administration

Maintenance

Maintenance

Unlnadﬁuﬂware|Remnvesuﬂware Create Clone File | Install Clone File | Import [ Export | Delete Files | Directory Service | Molification | Languages

W2

Systern Updates | Reboot

Stored Data [T |oata Type Data Size: Remarks
Sean “hared Fils 0 (KBY
Transmission “hared File 0(KE)
Reception hared Fils 0 (KB)

You can set the following in this page.
P.326 “Delete Files settings”
The data are deleted.
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l Managing directory service

An administrator can register the directory service properties of the LDAP (Lightweight Directory Access

Protocol) server using TopAccess. When a new directory service is added, the users can search destinations

using the LDAP server.

Setting up the directory service

1
2

Start TopAccess access policy mode.
P.24 “Access Policy Mode”

Click the [Administration] tab.

Click the [Maintenance] menu and [Directory Service] submenu.

Device: Job Status

Maintenance

Logs

Maintenance

1

Upload Software | Remove Software | Create Clone File | Install Clone File | Import | Export | Delete Files | Directory Service | Motification | Languages | System Updates | Rehoot

Registration

Upload Files Driver Files
The fallowing are the required files.

“E

You can upload e-STUDIOGES4S0c Series client software to the controller. This allows end-users to install the software into
their system from the TopAccess "Install Software” link | located at the hottorm of the TopAccess page

e-Filing
Logout

Counter User Management Administration

2

The Directory Service submenu page is displayed.

Click [New] to add a new directory service, or click a directory service name to edit an
existing directory service.

Device Job Status

Maintenance
Upload Software | Remove Software

Logs

Maintenance

Registration

Creale Clone File | Install Clone File

Mewr

Import

e-Filing
Logout

Courter Uzer Management Administration

Export | Delete Files | Directory Service | Mofification | Languages | Systern Updates | Reboot

Detaut Server |Directory Service Name

Server IP Address

Search Base

MFP LOCAL localhost
@ LD serverly ¥
@ = =

LDAP sewernl ,}

LDAP serverd3

Goto top ofthis page

The Directory Service Properties page is displayed.
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5 Enter the following items as required.

e-Filing
Logout
Device Joh Status Logs Registration Courter Liser Management Administration
..... Secur Maintenance
Directory Service Properties oiectory Senice List
“Required
*Ditectory Service Name LDAP server|
*Server P Addrass =
*Port Mumber 389
Authentication Ata v
Search Basa B
User Nama
Password
Search Timeout 1.
Enable 351 Disable -
S5L Port Mumber 636

Attribute type for Search Contact

*First Name giveniarme

“LastMame sn

*Email Address rail

* Fax Mumber facsimileTelephoneNumber

*Company campany %
* Department departrent

You can set the following in this page.
P.328 “[Directory Service Properties] screen”

* If you use FQDN to specify the LDAP server, you must configure the DNS server and enable the
DNS in the DNS Session.

* Specify a user who is a member of the Domain Admin or Account Operator group in the Windows
Server when you are enabling user management settings and performing role based access to

the Windows Server.
Tips

* You can clear the entered values by clicking [Reset].
* You can delete the Directory Service by clicking [Delete] when you edit the Directory Service.

Click [OK].
The entered Service Directory is added to the Directory Service List.

7 Select a radio button of the directory service that you want to set as default server.

e-Filing
Logout

Device: Job Status Logs Fegistration Counter User Management Administration

Maintenance

Maintenance

Upload Software | Remove Software | Create CloneFile | Install Clone File | Import | Esnort | Delete Files | Directery Service | Motification | Lanwuanes | Swsterm Undates | Reboot

e

[Met=rit Server [Directory Service Name Server P Address Search Bace
B MFP LOCAL localhost
LD&P serverDl 1
LDAF serverd? L]
o8 LDAF serverd3 e

G0 to top ofthis page

Tip

The default server will be used for an LDAP search from the control panel. If you select this
equipment as the default server, no default server will be set.

342

[Maintenance] How to Set and How to Operate



H Setting up notification

An administrator can configure notification to receive E-mail (mobile terminal can also be used) notifications
when an error occurred or a job is complete.

To enable the E-mail notification, the E-mail settings in the [Setup] menu page must be configured
correctly.

P.262 “Setting up E-mail settings”

Setting up the notifications of system errors and events

1 Start TopAccess access policy mode.
P.24 “Access Policy Mode”

2 Click the [Administration] tab.

3 Click the [Maintenance] menu and [Notification] submenu.

e-Filing
Logout

Device: Job Status Logs Fegistration Counter User Management Administration

Maintenance

Maintenance 1

Upload Software | Remove Software | Create Clone File | Install Clone File | Import | Export | Delete Files | Directory Service | Motification | Languages | System Updates | Rehoot
You can upload e-STUDIOGES4S0c Series client software to the controller. This allows end-users to install the software into
their system from the TopAccess "Install Software” link | located at the hottorm of the TopAccess page

Upload Files Driver Files -
The fallowing are the required files.
Upload

The Notification submenu page is displayed.

In Email Setting, select the check box [Notify administrator at Email Address 1 to 3] to

enable the notifications, and enter the administrator’s E-mail address where the
notifications are to be sent.

e-Filing
Logout

Device: «Joh Status Logs Registration Courter Lzer Management Administration

Maintenance

Maintenance

Upload Software | Remaove Sofware | Create CloneFile | Install Clane File | Import | Expart | Delete Files | Directary Service |

L | Suster Undates | Rehaot

Notification Setting
T Setting

I otify administrator at Email Address 1 administraton@example. com

[T v otify administrator at Email Address 2 | ‘

E%fy adrministrator at Email Address 3 |
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8 [Administration] Tab Page

Select the check boxes of events you want to be notified in [System Message
Notification Events] or [Job Notification Events].

e-Filing
Logout

Device

Logs

Redistration Counter Administration

Maintenance

Maintenance
Upload Software | Remove Software | Create Clone File | Install Clone File | Import

Export | Delete Files | Directory Service i i Languages

Systern Updates | Reboot

vty
Infarmation
Received Fax/InternetFax
Errar
Warning

Information
Scan

Warning

Information
e-Filing

Warning

Infarmation

é[:an

Send Email when an error occurs

Send Email when job is completed
Received Fax/InternetFax

Send Email when an error oceurs

Send Email when job is completed
Fax Received Forward

Send Email when an error oceurs

Send Email when jobis completed
InternetFAX Received Forward

Send Email when an error occurs
Send Email when job is complsted }

See the following for details of each event:
P.331 “Setting up System Message Notification Events”
P.332 “Setting up Job Notification Events”

6 Click [Save].

344 [Maintenance] How to Set and How to Operate



H Importing and exporting

You can import and export Address Book, MailBoxes, Template, and Combined (Template + Address Book +
MailBoxes).

This section describes how to import and export Address Book. You can follow the same procedure to import
and export MailBoxes, Template, and Combined (Template + Address Book + MailBoxes) except where you
specify the file format of the export data.

P.345 “Importing the address book data”

P.347 “Exporting the address book data”

U Importing the address book data

You can import address information exported from an address book on another equipment or a different
address book program in the CSV or XML format.

The importing method of address book data is either adding imported data to the address book already
registered in this equipment or deleting all the address book data already registered and replacing them with
the imported data.

It is recommended that you export an address book in the CSV or XML format and edit it when creating
address book data.

You cannot import an address book when it exceeds the number of characters specified on each item.
Invalid characters are replaced with "I". n
- Last Name: 64 characters -
- First Name: 64 characters

- Email Address: 192 alphanumerical characters

- Phone Number: 128 numbers

- Tel Number 2: 128 numbers

- Company: 128 characters

- Department: 128 characters

Tip

The group data are not included in the imported address book data.

Importing address book data in the CSV/XML format

Before importing the address book data, confirm that there is no waiting print job, scan job, or fax job. The
address book data cannot be imported if there are any jobs that have not been processed. If importing the
address book data takes a long time, restore the data after the equipment turns into the Sleep/Auto Shut
Off mode.

Start TopAccess access policy mode.
P.24 “Access Policy Mode”

2 Click the [Administration] tab.
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8 [Administration] Tab Page

3 Click the [Maintenance] menu and [Import] submenu.

e-Filing
Logout

Uzer Managamernt Administration

Maintenance

Upload Software | Remove Sofware | Create Clone File | Install Clone File | Jmport | Export | Delete Files | Directory Service | Motification | Languages | System Updatss | Reboot
You can upload e-STUDIOGRSS0c Series client software to the contraller. This allows en ers to install the sofware into
their system from the TopAccess "Install Software” link | located at the hottom of the Top. Kzage

Maintenance

Upload Files Driver Files A
The following are the required files.

The Import submenu page is displayed.

4 Select the import method in the Address Book area.

e-Filing
Logout

Joh Stafus. Logs

Uzer Managamernt Administration

Maintenance

Maintenance

Upload Software | Remove Sofware | Create Clone File | Install Clone File | Impert | Export | Delsts Files | Directory Service | Notification | Languages | System Updates | Reboot

Import Method Addition © Overwrits l
File Name Erowse..

Addition — Select this to add the imported address book data into the address book already registered
in this equipment.

Overwrite — Select this to delete all the address book data registered in this equipment and replace
them with the imported address book data.

5.2
BEFRESH

The Import Method page is closed.
5 Click [Browse] in the Address Book area.

e-Filing
Logout

Logs

User Management. Administration

Maintenance

Maintenance

Upload Sofware | Remove Software | Create Clons Fils | Install Clone Fils | mport | Export | Delsts Files | Directory Service | Motification | Languages | System Updates | Reboot

BEFRESH
Address Book
Impuart Method @ Addition © Overwirite
File Name Browse..
' MailBoxes
File Mame Browse:
Temnlate

The Choose file dialog box appears.
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6 Select the CSV/XML file that contains address book data and click [Open].

& Choose file

()0 [E » Admin » Documents ~ 42 |[ search 2|
6

By Organize ~ E82 Views = W New Folder

[ Hame Dote modified  Type Size Tags
| ADDR €SV0BTT 25 oy

[El Documents

B Music

B Pictures

Ji Public

# Recently Changed

B Searches

%] Recent Places
B Deskiop
& Computer

Folders ~
File name:  ADDR_CSV081122.csv v |AlFles ) -
=
4
e-Filing
Logout
Device Jobs Status Logs Registration Courter Uszr Management Administration

Maintenance

Maintenance

Upload Software | Remove Sofware | Create Clane File | Install Clone File | Import | Export | Delete Files | Directory Service | Motification | Languages | Systerm Updates | Rel

i 3

REFRESH

Address Book

Irmport Method: @ Addition @ Overwrite

File Name F:\WUsersiser]01\DesktophADDR_110 | Browss | Impart
MailBoxes

File Mame [[Browse.. ]| Import

The data are imported to the address book.

O Exporting the address book data

You can export address information for use in another TopAccess address book or another address book
program.

Tip
The group data are not included in the exported address book data.

Exporting address book data in the CSV/XML format

1 Start TopAccess access policy mode.
P.24 “Access Policy Mode”

2 Click the [Administration] tab.

3 Click the [Maintenance] menu and [Export] submenu.

e-Filing
Logout

Device Job Status Logs. Registration Courter Uzer Management Administration

Maintenance

Maintenance 1

Upload Software | Remove Sofware | Create Clone File | Install Clone File | Jmport | Export | Delete Files | Directory Service | Mofification | Languages | Systern Updates | Reboot

2

The Export submenu page is displayed.
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4 Select the file format of the address book.
CSV — Select this to create the file in the CSV format
XML — Select this to create the file in the XML format.

5 Click [Create New File] in the Address Book area.

e-Filing
Logout

Device Job Status Logs. Registration Courter Uzer Management Administration

Maintenance

Maintenance

Upload Software | Remove Sofware | Create Clone File | Install Clone File | Jmport | Export | Delete Files | Directory Service | Mofification | Languages | Systern Updates | Reboot

Click the hutton below to create the CEV file or =ML file.

54
REFRESH

Address Book
File Mame ADDR _110118.c5v
File Size 1575
Date Created TUE JAN 18 12:43:14 2011
Export Data Format @ Cc8Y ) HML

Create New File
MailBoxes \
File Name Mot Created
File Size

Date Created

Create New File

The exported file information is displayed.
Tip

If you previously exported address book data, the exported file link and information are displayed in
the Address Book area. You can click the link to save the previously exported file.

6 Right-click the [File Name] link and select [Save Target As].

e-Filing
Logout

Device «Joh Status Logs Registration Courter User Management Administration

Maintenance

Maintenance

Upload Software | Remaove Software | Create Clane File | Install Clone File | Import | Export | Delete Files | Directory Service | Motification | Languages | System Updates | Reboot

Click the button below to create the C5V file or XML file.

52
REFRESH

Address Book
File Mame E :
File Size 15&‘ Open
Date Created TUl I Qpen in New Tab
Export Data Format @ og Open in New Window

Saelorgeliis” Create Mew File
MailBoxes Print Target z
File Mame Mot Crey @
File Size
Date Created ~opy

S i Create New File

The [Save As] dialog box appears.
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8 [Administration] Tab Page

7 Select the file location and select [All Files] in the [Save as type] box.

=
e v 583 Views ~ [ Mew Folder 2
Favorite Links Date modified  Type Size
B Deskion This folder is empty.
G Recent Places
& Computer
Documents
B Pictures
B Music
More »
Folders ~

Save as type: | CSV File -

(&) Hide Folders

.I

8 Click [Save].
The CSV/XML file that contains the address book data is saved in the selected location.

[Maintenance] How to Set and How to Operate 349



H Rebooting the equipment

An administrator can reboot the equipment. If rebooting is performed, warming-up may take longer than
normally.

Rebooting the equipment

1 Start TopAccess access policy mode.
P.24 “Access Policy Mode”

2 Click the [Administration] tab.

3 Click the [Maintenance] menu and [Reboot] submenu.

e-Filing
Logout

Device: «Joh Status Logs Registration Counter User Management Administration

Seclrity Maintenance

Maintenance k 1

Upload Software | Remove Software | Create Clone File | Install Clone File | Import | Export | Delete Files | Directory Service | Notification | Languages | Systermn Updates | Reboot
You can upload e-5TUDIOES50c Series client software to the controller. This allows end-users to install the sofware into %

their system from the TopAccess “Install Software” link | located at the bottom of the TopAccess page.

Upload Files Driver Files -
The fallowing are the required flles

The Reboot submenu page is displayed.

4 Click [Reboot] to reboot the equipment.

e-Filing
Logout

Device Job Status Loz Registration Courter Uzer Management Administration

Maintenance

Maintenance

Upload Software | Remaove Software | Create Clone File | Install Clone File | Import | Esport | Delete Files | Directory Service | Motification | Languages | Systern Updates | Reboot

Press the "Reboot’ button to restart the equipment.

The confirmation dialog box appears.
5 Click [OK].

Message fram webpage ==

54
BEFRESH

“When there are jabs in progress, they are canceled and the Rebaot is
executed.

Is it QK?

-
|

The equipment is restarted.

While the equipment is being restarted, the network will not be available. TopAccess will display
“Please restart after waiting a few minutes.”. The touch panel will display “NETWORK
INITIALIZING”. When this “NETWORK INITIALIZING” message disappears, TopAccess will once
again be available.
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[Registration] ([Administration] tab) Iltem List

Tip
Users who are granted administrator privileges in access policy mode can access the [Registration] menu
from the [Administration] tab.

See the following pages for how to access it:
P.24 “Access Policy Mode”

P.351 “Public Template settings”

P.353 “Public Menu”

P.356 “Fax Received Forward and InternetFAX Received Forward settings”
P.367 “Extended Field Definition”

P.372 “XML Format File”

H Public Template settings

You can edit panel settings and destination settings from the [Public Template] submenu page under the

[Registration] menu.
Instructions on how to set up for public templates are the same for setting for private templates.

Tip
The [Public Template] submenu can be accessed from the [Registration] menu on the [Administration] tab.
See the following pages for how to access it and information on the [Registration] menu:
P.24 “Access Policy Mode” n
P.351 “[Registration] ([Administration] tab) ltem List” —_—
P.351 “Setting up Panel Setting (Public P.352 “Setting up Save as file Setting (Public
template)” template)”
P.351 “Setting up Destination Setting (Public P.352 “Setting up Box Setting (Public template)”
template)”
P.352 “Setting up InternetFax Setting (Public P.352 “Setting up Store to USB Device Setting
template)” (Public template)”
P.352 “Setting up Fax Setting (Public template)” P.352 “Setting up Scan Setting (Public template)”
P.352 “Setting up Email Setting (Public P.352 “Setting up Extended Field Settings”
template)”

0 Setting up Panel Setting (Public template)

You can specify how the template icons are displayed on the touch panel in the panel setting page. You can
also configure the template notification function.
P.62 “Panel Setting (Private template)”

0 Setting up Destination Setting (Public template)

In the Recipient List page, you can specify the destinations to which the fax, Internet Fax, or Scan to Email

document will be sent.
When you are setting destinations for an E-mail agent, you can only specify the E-mail addresses for the

destinations.
When you are setting destinations for a Fax/Internet Fax agent, you can specify both fax numbers and E-mail

addresses for the destinations.

The Fax Unit must be installed in this equipment to specify the fax numbers for the destinations.

You can specify the destinations by entering their E-mail addresses or fax numbers manually, selecting
destinations from the address book, selecting destination groups from the address book, or searching for
destinations in the LDAP server.

P.63 “Destination Setting (Private template)”

[Registration] ([Administration] tab) Item List 351



0 Setting up InternetFax Setting (Public template)

In the InternetFax Setting page, you can specify the content of the Internet Fax to be sent.
P.69 “InternetFax Setting (Private template)”

0 Setting up Fax Setting (Public template)

In the Fax Setting page, you can specify how the fax will be sent.
P.70 “Fax Setting (Private template)”

0 Setting up Email Setting (Public template)

In the Email Setting page, you can specify the content of the Scan to Email document to be sent.
P.72 “Email Setting (Private template)”

0 Setting up Save as file Setting (Public template)

In the Save as file Setting page, you can specify how and where a scanned file will be stored.
P.75 “Save as file Setting (Private template)”

0 Setting up Box Setting (Public template)

In the Box Setting page, you can specify how scanned images will be stored in the Box.
P.80 “Box Setting (Private template)”

0 Setting up Store to USB Device Setting (Public template)

On the Store to USB Device Setting page, you can set the method for saving templates in USB media.
P.80 “Store to USB Device Setting (Private template)”

0 Setting up Scan Setting (Public template)

In the Scan Setting page, you can specify how originals are scanned for the Save as file, Email, and Store to
e-Filing agent.
P.83 “Scan Setting (Private template)”

U Setting up Extended Field Settings
P.86 “Extended Field settings”
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B Public Menu

In the public menu, you can set the menu screen that is displayed when you press the [Menu] button.
You can register frequently used templates and template groups, and External Interface Enabler shortcuts.

Tip
The [Public Menu] submenu can be accessed from the [Registration] menu on the [Administration] tab.
See the following pages for how to access it and information on the [Registration] menu:

P.24 “Access Policy Mode”
P.351 “[Registration] ([Administration] tab) Item List”

P.354 “[Select Menu Type] screen”
P.354 “[Select Template Group] screen”
P.355 “[Select Template] screen”

P.355 “[Select URL] screen”

Registration

Public Template | Public Menu | Fax Received Forward | InternstFAX Received Forward | Extended Field Definition | %ML Format File

1 — Cancel [ Delete

[ame. Tupe
T

3 o I
001 Ur | efinec
4 Lir | efine

002  |Uncefinec

004 |Uncefinec

005  |Uncefinec

006 |Uncefinec

007 |Undefined

008  |Uncefinec

009 |Uncefinec

010  |Undefined

011 |Uncefinec

012 |Uncefinec

013 |Undefined

014 |Uncefinecd

015 |Uncefinec

016 |Undefined

Go o top ofthis page

Item name Description
[Cancel] button Cancels the operation.
2 | [Delete] button Deletes the selected public menu.
3 | No. The public menu number is displayed.

Tip

In the public menu, you can register 64 types.

4 | Name The templates registered in the public menu or the registered names of
the External Interface Enabler are displayed.

Click a registered name to check and edit a registered public menu.
P.354 “[Select Template Group] screen”

P.355 “[Select URL] screen”

Click [Undefined] to register a new public menu.

P.354 “[Select Menu Type] screen”

5 | Type The public menu type is displayed.
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U [Select Menu Type] screen

Select a menu type to add to the public menu.

Select Menu Type

Please select a menu type

1 Template @
I

Item name

Description

1 | [Template] button

Adds a template to the public menu.
P.354 “[Select Template Group] screen”

2 | [Extension] button

Adds an External Interface Enabler URL to the public menu.
P.355 “[Select URL] screen”

U [Select Template Group] screen

Displays a list of templates that can be selected in the public menu.

Cancel
I—

Select Template Group

lame:

Liser Mame

=l

&I ic Templats Group

-] pietenm

Lizer! §sme0i

a b ON=

[T empletein

Lizer! | smednz

=

Liserhamenns

[T empletend

I

© |pos

Lizeri06

Go to top afthis page

Item name

Description

[Save] button

Registers the selected template group.

[Cancel] button

Cancels registration of the template group.

No.

The numbers of the template groups that can be selected are displayed.

BT OIN =

Name

The names of the template groups are displayed.

Click a name to display the Select Template screen. If templates can be
selected, a list of templates that can be selected is displayed.

P.355 “[Select Template] screen”

5 | User Name

The user names of the template groups are displayed.
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QO [Select Template] screen

Select Template Select Template Group b
1 ——:m| Cancel
2 1
Group Information
[ha: | [ame [User Name |
o0 | | Tempiete001 | Usertiamen0t |
Jumnp to
3 —Templates 16
N @ IDcard Copy @ 20 5.5
ol o aCS
R P ACS APS P Twin Color
eP Mixed Org e Black & Red
StoF 5 Text StoF D Text
S R Color sPDF e Color sPDF
o to top of this page
Templates 7-12
& StoF 5 Tap ] StoB S Text
er S5 | [Branorer e Y@ | [acsam
- CtoB - CtoB
% {@ ACS TaP 55 o {@ ACS TP D-3
- CtoB & Copy . DuslPAGE to B
=" {:@ ACS &P SD ol {:@ ACS TEP S-S
Go to top of this pade
Item name Description
[Save] button Registers the selected template.
2 | [Cancel] button Cancels registration of the template.
3 | Template list A list of the templates that can be selected is displayed.
Select a template to use.

U [Select URL] screen

Select a URL registered in [URL List for Menu Screen and Hard Button].
P.246 “Setting up URL List for Menu Screen and Hard Button”

Select URL
; :—IE\@ =
3 [ Tngme URC
T prampled IJII1921EE11
4 " =Lz 168401
G:iu teoxar:::?: — bt fM92 168 1001
Item name Description
1 | [Save] button Registers the selected URL.
2 | [Cancel] button Cancels registration of the URL.
3 | Name The registered URL name is displayed.
4 | URL The registered URL is displayed.
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H Fax Received Forward and InternetFAX Received Forward settings

Tip

The [Fax Received Forward]/[InternetFAX Received Forward] submenu can be accessed from the
[Registration] menu on the [Administration] tab.

See the following pages for how to access it and information on the [Registration] menu:

P.24 “Access Policy Mode”

P.351 “[Registration] ([Administration] tab) Item List”

» [Fax Received Forward] is available only when the Fax Unit is installed on this equipment.
* Two lines become available in [Fax Received Forward] by installing the 2nd Line for FAX Unit in the
FAX Unit. It is possible to set the reception setting in each line.

P.356 “Setting up Document Print (Fax/InternetFax Received Forward)”
P.357 “Setting up Destination Setting (Fax/Internet Fax Received Forward)”
P.358 “Setting up InternetFax Setting (Fax/Internet Fax Received Forward)”
P.359 “Setting up Save as file Setting (Fax/InternetFAX Received Forward)”
P.364 “Setting up Email Setting (Fax/InternetFAX Received Forward)”
P.366 “Setting up Box Setting (Fax/InternetFAX Received Forward)”

0 Setting up Document Print (Fax/InternetFax Received Forward)

You can configure printing of forwarded documents.

1 ——|D0cumenl Print

| onErROR -

Item name

Description

1 | Document Print

* Always — Select this to always print forwarded document.

* ON ERROR — Select this to print the received document when an
error occurred on all forwarding destinations. (For example, the
document is not printed when the E-mail transmission only failed in a
combined setting of Save as File and E-mail.)
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0 Setting up Destination Setting (Fax/Internet Fax Received Forward)

You can specify the destinations to which the received faxes or Internet Faxes are forwarded. You can only
specify E-mail addresses as the destination.
You can specify the destination when you have selected [InternetFax] as the forwarding agent.

Recipient List

1 2 3 4
|

5 6 7
|

Re|:ipient|.ist

Save [Can:e\] Mew [ Address Book H Address Group ” Sear:h] Delete

[&[rhizme [Destination
8 9
Item name Description
1 | [Save] button Saves recipient settings.
2 | [Cancel] button Cancels the settings.
3 | [New] button Displays a screen where you can register an E-mail address as the
recipient.
P.88 “[Contact Property] screen”
4 | [Address Book] button Allows you to select a recipient from the address book.
5 | [Address Group] button Allows you to select an address book group as a destination.
6 | [Search] button Allows you to search a recipient from the address book.
P.90 “[Search Contact] screen”
7 | [Delete] button Deletes the selected recipient.
8 | Name Displays the names registered to the address book.
9 | Destination Displays the E-mail addresses.

[Contact Property] screen
You can specify an E-mail address as the recipient.

3 4
|
Conta|t Proj|erty
2 —— Gancel
*Required
1 _—‘Destlnalmn |
Item name Description
Destination Enter the E-mail address.

[OK] button

Saves the recipient.

[Cancel] button

Cancels the settings.

B OIN =

[Reset] button

Deletes the entered E-mail address.
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0 Setting up InternetFax Setting (Fax/Internet Fax Received Forward)

In the InternetFax Setting page, you can specify the content of the Internet Fax to be sent.
You can specify the destination when you have selected [InternetFax] as the forwarding agent.

InternetFax Setting

*Reguired
1 @ Scanned from (Device Name)[(Template Name)](Date)(Time)

E iji-J (Dats)

2 From Address User@example.com
3 Tom Hame Userl1]
4
5 fle Format TFF-S =
6 tagment Page Size Mo Fragmentation

Item name Description

1 | Subject This sets the subject of the Internet Faxes. Select [Scanned from (Device

Name) [(Template Name)] (Date) (Time)] to automatically apply the
subject, or enter the desired subject in the box. If you manually enter the
subject, the subject will be "(Subject) (Date)" by automatically adding the
date.

2 | From Address

Enter the E-mail address of the sender. When the recipient replies to a
received document, the message will be sent to this E-mail address.

3 | From Name

Enter the sender name of the Internet Fax.

4 | Body

Enter the body message of the Internet Fax. You can enter up to 1000
characters (including spaces).

5 | File Format

Select the file format of the scanned image. Only [TIFF-S] (TIFF-FX
(Profile S)) format can be selected.

6 | Fragment Page Size

Select the size of the message fragmentation.
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0 Setting up Save as file Setting (Fax/InternetFAX Received Forward)

In the Save as file Setting page, you can specify how and where a received document will be stored.
You can specify the destination when you have selected [InternetFax] as the forwarding agent.

Save as file Setting

1 — ) ()

File Format TIFF(hultiy -

[CIEncrption

User Password  [FEEERERER) Retype Passward
Wastar Password Retype Password
Encryption Level

2 G Authority

[Printing

["IChange of Documents

[T] cortent Copying or Extraction

[ Content Extraction for accessibility

Select following 2 items
[¥] Use local folder
Storage Path WMFROT317401FILE_SHARE
4 [] Rermote 1
@ Use Administrator Setting
Protocal : SMB
MNetwork Path :

Use User Setting
Protocal SmB FTF FTPS Netiware IPXSPX Metiare TCRIP
Server Name _
Part Number(cammand)_
etwork patn I
besineton toginuser arn [
Passworc [ Retyos Password [N
5 [[] Remate 2
@ Use Administrator Setting

Protocol - SMB
Metwork Path

Use User Setting
Protocol SMB FTP FTPS Hetitare IPXISPX Metitfare TCPIIP

Server Name [N

Port Number(Cummaﬂd)_

Metwork Path _

Lagin UsarNama_

Passworc [N Retyos Password [N

Format [FileNamel-[Date]-[Page] =

Comment

6 e hame: Date None ~

Fage Adigits ~
Sub 1D Auta

Add line informatian to File Name
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Item name Description

1 | File Format Select the file format to which the received document will be saved.
e TIFF (Multi) — Select this to save scanned images as a Multi-page
TIFF file.

* TIFF (Single) — Select this to save scanned images separately as
Single-page TIFF files.

* PDF (Multi) — Select this to save scanned images as a Multi-page
PDF file.

* PDF (Single) — Select this to save scanned images separately as
Single-page PDF files.

* XPS (Multi) — Select this to save scanned images as a Multi-page
XPS file. Available only when the hard disk is installed.

* XPS (Single) — Select this to save scanned images separately as
Single-page XPS files. Available only when the hard disk is installed.

Tips
* If the Forced Encryption setting is enabled, only PDF (Multi) and PDF (Single) are selectable for a
file format. For the Forced Encryption function, refer to the MFP Management Guide / User’s
Manual Advanced Guide.
¢ Files saved in an XPS format can be used in Windows Vista/Windows Server 2003 SP2 or later
versions with Net Framework 3.0 installed.
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Item name Description

Encryption Set this to encrypt PDF files if you have selected [PDF (Multi)] or [PDF

(Single)] in the File Format setting.

Encryption

Select this if you want to encrypt PDF files.

User Password

Enter a password for opening encrypted PDF files.

Master Password

Enter a password for changing the Encrypt PDF setting.

Encryption Level

Select the desired encryption level.

* 40-bit RC4 — Select this to set an encryption level to one compatible
with Acrobat 3.0, PDF V1.1.

* 128-bit RC4 — Select this to set an encryption level to one compatible
with Acrobat 5.0, PDF V1.4.

* 128-bit AES — Select this to set an encryption level to one compatible
with Acrobat 7.0, PDF V1.6.

Authority

Select the desired types of authority for Encrypt PDF.

* Printing — Select this to authorize users to print documents.

* Change of Documents — Select this to authorize users to change
documents.

* Content Copying or Extraction — Select this to authorize users to
copy and extract the contents of documents.

* Content Extraction for accessibility — Select this to enable the
accessibility feature.

Tips

* If the Forced Encryption setting is enabled, you cannot clear the [Encryption] check box. For the
Forced Encryption function, refer to the MFP Management Guide / User’s Manual Advanced
Guide.

* The user password and the master password are not set at the factory shipment.

* Passwords must be from 1 to 32 one-byte alphanumerical characters.

* The user password must differ from the master password.

These passwords can be re-entered only by an authorized user. Users cannot change the settings of
the [Encryption Level] box and the [Authority] box if they are not authorized to change the master
password. For the details of the encryption setting, refer to the MFP Management Guide / User’s
Manual Advanced Guide. Ask the administrator for resetting these passwords.

Destination — Use local Select this to save a received document to the “FILE_SHARE” folder.
folder Available only when the hard disk is installed.
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Item name

Description

4 | Destination — Remote 1

Select this check box to save a received document to Remote 1. How you

can set this item depends on how you have set Remote 1 up in the [Save

as file] submenu under the [Setup] menu.

If you have selected [Allow the following network folder to be used as a

destination], you can only select [Use Administrator Setting]. The protocol

and the network path are displayed below this item.

If you have selected [Allow user to select network folder to be used as a

destination], select [Use User Setting] and enter the following items to

configure the destination to save files.

Protocol

Select the protocol to be used for uploading a received document to the

network folder.

* SMB — Select this to send a received document to the network folder
using the SMB protocol.

e FTP — Select this to send a received document to the FTP server.

* FTPS — Select this to send a scanned file to the FTP server using
FTP over SSL.

* NetWare IPX/SPX — Select this to send a scanned file to the
NetWare file server using the IPX/SPX protocol.

* NetWare TCP/IP — Select this to send a scanned file to the NetWare
file server using the TCP/IP protocol.

Server Name

When you select [FTP] as the protocol, enter the FTP server name or IP

address to which a received document will be sent. For example, to send

areceived document to the “ftp://192.168.1.1/user/scanned” FTP folder in

the FTP server, enter “192.168.1.1” in this box.

When you select [NetWare IPX/SPX] as the protocol, enter the NetWare

file server name or Tree/Context name (when NDS is available).

When you select [NetWare TCP/IP] as the protocol, enter the IP address

of the NetWare file server.

Port Number(Command)

Enter the port number to be used for controls if you select [FTP] as the

protocol. Generally “-” is entered for the control port. When “-” is entered,

the default port number, that is set for FTP Client by an administrator, will

be used. If you do not know the default port number for FTP Client, ask

your administrator and change this option if you want to use another port

number.

Network Path

When you select [SMB] as the protocol, enter the network path to the

network folder. For example, to specify the “users/scanned” folder in the

computer named “Client01”, enter “\ClientO1\users\scanned”.

When you select [FTP] as the protocol, enter the directory in the specified

FTP server. For example, to specify the “ftp://192.168.1.1/user/scanned”

FTP folder in the FTP server, enter “user/scanned”.

When you select [NetWare IPX/SPX] or [NetWare TCP/IP] as the

protocol, enter the folder path in the NetWare file server. For example, to

specify the “sys\scan” folder in the NetWare file server, enter “\sys\scan”.

Login User Name

Enter the login user name to access an SMB server, an FTP server, or a

NetWare server, if required. When you select [FTP] as the protocol, an

anonymous login is assumed if you leave this box blank. You can enter up

to 32 alphanumerical characters and symbols other than <, >, " (double

quotation), : (colon) and ; (semicolon). A user name with only a single

space is not possible.
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Item name Description

Destination — Remote 1 Password

Enter the password to access an SMB server, an FTP server, or a
NetWare server, if required.

Retype Password

Enter the same password again for a confirmation.

Tip

When the hard disk is not installed, you can only specify one destination.

Destination — Remote 2 Select this check box to save a received document to Remote 2. How you
can set this item depends on how the 2nd Folder has been set up in the
[Save as file] submenu in the [Setup] menu. If Remote 2 does not allow
you to specify a network folder, you can only select [Use Administrator
Setting]. The protocol and the network path are displayed below this item.
If the Remote 2 allows you to specify a network folder, you can specify the
network folder settings. See the description of the Remote 1 option for
each item.

Tip

When the hard disk is not installed, you can only specify one destination.

File Name Format

Select the format of the file name. Information such as file name, date and
time or page number is added according to the selected format.

» [FileName]-[Date]-[Page]

* [FileName]-[Page]-[Date]

» [Date]-[FileName]-[Page]

* [Date]-[Page]-[Filename]

[Page]-[FileName]-[Date]
[Page]-[Date]-[FileName]
[FileName]_[Date]-[Page]
Comment
Enter the comment on the file.
Date
Select how you add "date and time" of the file name selected in [Format].
* [YYYY][MM][DD][HH][mm][SS] — Year (4 digits), month, day, hour,
minute and second are added.
* [YY][MM][DD][HH][mm][SS] — Year (2 digits), month, day, hour,
minute and second are added.
[YYYY][MM][DD] — Year (4 digits), month, and day are added.
[YY][MM][DD] — Year (2 digits), month, and day are added.
[HH][mm][SS] — Hour, minute and second are added.
[YYYY][MM][DD][HH][mm][SS][mmO0] — Year (4 digits), month, day,
hour, minute, second and random number (2 digits and "0") are added.
* [None] — Date is not added.
Page
Select the number of digits of a page number applied to "Page" of the file
name selected in [Format] from 3 to 6. [4digits] is set as the default.
Sub ID
This equipment automatically adds a sub ID (identification number) to the
name of a file that you are saving the same file name exists. You can
select the number of digits of this sub ID from 4 to 6 or [AUTO]. [AUTO] is
selected by default. If [AUTQO] is selected, a sub ID (4 to 6 digits, selected
randomly) is added according to the status of the file name.
Add line information to File Name
Select this check box to add the incoming line information (Line 1, Line 2,
and Internet Fax) to the file name. The “Add line information to File Name”
check box is [ON] as the default.
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Up to 999 files that are sent from the same sender can be stored in the same destination. If 999 files that
are sent from the same sender have already been stored in the specified destination, this equipment will
print the received document from the same sender instead of storing them as files.

Q) Setting up Email Setting (Fax/InternetFAX Received Forward)

In the Email Setting page, you can specify the content of the E-mail document to be sent.
You can specify the destination when you have selected [InternetFax] as the forwarding agent.

Email Setting
*Required
1 o @ scanned from (Device Name)[(Template Mame)J(Date)(Time]
” @ (Date;
2 Lelress
3 o
4 =
5 File Format POF(Multh -
[l Encryption
User P
Master Pa:
Encryption Level | 128-bit AES
6 L Authority
Frinting
Change of Dacuments
Content Copying or Extraction
Content Extraction for accessibility
Farmat | [FileNamel [Date] [Page] ~
Comment
7 e Name: Date Mone -
Page Adigits ~
Sub ID Auto v
8 Fragment Message Size Mo Fragmentation
Item name Description
1 | Subject This sets the subject of the E-mail documents. Select [Scanned from

(Device Name) [(Template Name)](Date)(Time)] to automatically apply
the subject, or enter the desired subject in the box. If you manually enter
the subject, the subject will be "(Subject) (Date)" by automatically adding
the date.

2 | From Address

Enter the E-mail address of the sender. When the recipient replies, the
message will be sent to this E-mail address.

w

From Name

Enter the sender name of the E-mail document.

4 | Body

Enter the body message of the E-mail document. You can enter up to
1000 characters (including spaces).
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Item name Description

File Format Select the file format to which the received document will be converted.
* TIFF (Multi) — Select this to save scanned images as a Multi-page
TIFF file.

* TIFF (Single) — Select this to save scanned images separately as
Single-page TIFF files.

* PDF (Multi) — Select this to save scanned images as a Multi-page
PDF file.

* PDF (Single) — Select this to save scanned images separately as
Single-page PDF files.

* XPS (Multi) — Select this to save scanned images as a Multi-page
XPS file. Available only when the hard disk is installed.

* XPS (Single) — Select this to save scanned images separately as
Single-page XPS files. Available only when the hard disk is installed.

Tips

* If the Forced Encryption setting is enabled, only the PDF (Multi) and the PDF (Single) are
selectable for a file format. For the Forced Encryption function, refer to the MFP Management
Guide / User’s Manual Advanced Guide.

* Files saved in an XPS format can be used in Windows Vista/Windows Server 2003 SP2 or later
versions with Net Framework 3.0 installed.

Encryption Set this to encrypt PDF files if you have selected [PDF (Multi)] or [PDF

(Single)] in the File Format setting.

Encryption

Select this if you want to encrypt PDF files.

User Password

Enter a password for opening encrypted PDF files.

Master Password

Enter a password for changing the Encrypt PDF setting.

Encryption Level

Select the desired encryption level.

* 40-bit RC4 — Select this to set an encryption level to one compatible
with Acrobat 3.0, PDF V1.1.

* 128-bit RC4 — Select this to set an encryption level to one compatible
with Acrobat 5.0, PDF V1.4.

* 128-bit AES — Select this to set an encryption level to one compatible
with Acrobat 7.0, PDF V1.6.

Authority

Select the desired types of authority for Encrypt PDF.

* Printing — Select this to authorize users to print documents.

* Change of Documents — Select this to authorize users to change
documents.

* Content Copying or Extraction — Select this to authorize users to
copy and extract the contents of documents.

* Content Extraction for accessibility — Select this to enable the
accessibility feature.

Tips

* If the Forced Encryption setting is enabled, you cannot clear the [Encryption] check box. For the
Forced Encryption function, refer to the MFP Management Guide / User’s Manual Advanced
Guide.

* The user password and the master password are not set at the factory shipment.

* Passwords must be from 1 to 32 one-byte alphanumerical characters.

* The user password must differ from the master password.

These passwords can be re-entered only by an authorized user. Users cannot change the settings of
the [Encryption Level] box and the [Authority] box if they are not authorized to change the master
password. For the details of the encryption setting, refer to the MFP Management Guide / User’s
Manual Advanced Guide. Ask the administrator for resetting these passwords.
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Item name

Description

7 | File Name

Format

Select the format of the file name. Information such as file name, date and

time or page number is added according to the selected format.

* [FileName]-[Date]-[Page]

* [FileName]-[Page]-[Date]

* [Date]-[FileName]-[Page]

* [Date]-[Page]-[Filename]

* [Page]-[FileName]-[Date]

* [Page]-[Date]-[FileName]

* [FileName]_[Date]-[Page]

Comment

Enter the comment on the file.

Date

Select how you add "date and time" of the file name selected in [Format].

¢ [YYYY][MM][DD][HH][mm][SS] — Year (4 digits), month, day, hour,
minute and second are added.

* [YY][MM][DD][HH][mm][SS] — Year (2 digits), month, day, hour,

minute and second are added.

[YYYY][MM][DD] — Year (4 digits), month, and day are added.

[YY][MM][DD] — Year (2 digits), month, and day are added.

[HH][mm][SS] — Hour, minute and second are added.

[YYYY][MM][DD][HH][mm][SS][mmO0] — Year (4 digits), month, day,

hour, minute, second and random number (2 digits and "0") are added.

* [None] — Date is not added.

Page

Select the number of digits of a page number applied to "Page" of the file

name selected in [Format] from 3 to 6. [4digits] is set as the default.

Sub ID

This equipment automatically adds a sub ID (identification number) to the

name of a file that you are saving the same file name exists. You can

select the number of digits of this sub ID from 4 to 6 or [AUTQ]. [AUTQO] is

selected by default. If [AUTO] is selected, a sub ID (4 to 6 digits, selected

randomly) is added according to the status of the file name.

8 | Fragment Message Size

Select the size of the message fragmentation.

0 Setting up Box Setting (Fax/InternetFAX Received Forward)

In the Box Setting page, you can specify how a received document will be stored in the Box.
You can specify the destination when you have selected [InternetFax] as the forwarding agent.

Box Setting

Save || Cancel

D stination

1 BoxMumber 00000 : Public Box ~
Pagsword

Retype Password

33—t 1t Hame: (Sender)-HNH (NN is @ sequential number)

Item name

Description

1 | Destination

Specify the destination box number for e-Filing.

Box Number

Enter the Box number where a received document will be stored.
Password

Enter the password if the specified Box number requires a password.
Retype Password

Enter the same password again for a confirmation.

2 | Folder Name

Enter the name of the folder where a received document will be stored.
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Item name Description

3 | Document Name Display how the received document will be named. You cannot change
the document name.

B Extended Field Definition

You can set meta data which is attached to images scanned with the Meta Scan function.
You can register up to 100 extended field definitions.

Tip
The [Extended Field Definition] submenu can be accessed from the [Registration] menu on the
[Administration] tab.
See the following pages for how to access it and information on the [Registration] menu:

P.24 “Access Policy Mode”
P.351 “[Registration] ([Administration] tab) ltem List”

The Meta Scan Enabler is required to use the Meta Scan function. For the details, contact your distributor
or service technician.

P.368 “[Extended Fields] screen”

P.368 “Setting up Definition Information”
P.368 “Setting up Extended Field settings”
P.369 “[Extended Fields Properties] screen”
P.371 “[Definition Properties] screen”

Registration
Public Template | Public Menu | FaxReceived Forward | IntemetFAX Received Forward | Extended Field Definition
1 Ho. Mame
[ [ R
2 4002
003 Undefined
004 Undefined
005 Undefined
008 Undefined
o0y Undefined
o008 Undefined
009 Undefined
010 Undefined
011 Undefined
012 Undefined
013 Undefined
014 Undefined
015 Undefined
018 Undefined
017 Undefined
018 Undefined
019 Undefined
020 Undefined
021 Undefined
022 Undefined
023 Undefined
024 Undefined
025 Undefined
Item name Description
No. Displays the extended field definition number.
2 | Name Displays the extended field definition name.
Click a registered name to check and edit the existing extended field
definition.

P.368 “[Extended Fields] screen”
Click [Undefined] to register a new extended field definition.
P.371 “[Definition Properties] screen”
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Q0 [Extended Fields] screen

You can set the information entered from the control panel when using meta scan.
P.403 “Registering Extended Field Definition”

0 Setting up Definition Information

; : nwlﬁnirinn Information

3 |

4— fe] |

Item name Description
1 | [Edit] button Allows you to edit the extended field definition.
P.371 “[Definition Properties] screen”

2 | [Reset] button Allows you to delete the extended field definition.
3 | No. Displays the extended field definition number.
4 | Name Displays the extended field definition name.

0 Setting up Extended Field settings

, __%de(me...sem..us
2 3 4 6 7 8 9 10 M
Item name Description

1 | [New] button Allows you to add a extended field property.
P.369 “[Extended Fields Properties] screen”

2 | Field Number Displays the extended field property number.

3 | Field Name Displays the extended field property name.

4 | Display Name Displays the caption of the extended field property for the display on the
control panel.

5 | Mandatory Input Displays whether the extended field property is a mandatory entry or not.

6 | Hidden Attribute Displays whether the extended field property is a hidden item on the
control panel.

7 | Input Method Displays the type of the extended field property.

8 | Minimum Value Displays the minimum value for the extended field property.

9 | Maximum Value Displays the maximum value for the extended field property.

10 | Default Value Displays the default value for the extended field property.

11 | Date Displays the default date for the extended field property.
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U [Extended Fields Properties] screen

You can register up to 25 extended field properties.
P.406 “Registering templates for Meta Scan”

Extended Field Properties
1 ——sar] @]
2
3 el Mame
4 Display ame
[ mandstory nput [ Hidden Atribute
5 Input Method @ mumerical ©) Decimal © Text © List © Address © Password O Date
6 I Ilove Up Ilove Down Delete
v
7 imum Lencth
8 Length
9 Winimum, sl 3
10 Masimum Value 266
11 Default Valus I [ Delete
12
13 D (Y -WM-DD)
“Reguired
Item name Description
1 | [Save] button Creates an extended field property with the entered data.
2 | [Cancel] button Cancels the settings.
3 | Field Name Specify the extended field name.
4 | Display Specify how to display the extended field on the control panel.
Name
Enter the caption of the extended field name for the display on the
control panel. You can enter up to 256 characters. Enter the Box number
where a received document will be stored.
Mandatory Input
Select this check box if the extended field is a mandatory entry item.
Hidden Attribute
Select this check box if the extended field is a hidden item on the control
panel.
5 | Input Method Select the type of an extended field.

* Numerical — Select this to create an extended field as an integer
value.

* Decimal — Select this to create an extended field as a decimal value.

* Text — Select this to create an extended field as a character string.

» List — Select this to create an extended field as a list selection.

* Address — Select this to create an extended field as an address.

* Password — Select this to create an extended field as a password.

* Date — Select this to create an extended field as a date.
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Item name Description

6 | List Iltems Specify list items to be selected for the extended field. The registered list
items are listed in the List items. When you register a list item, enter
[Name] and [Value], and then click [Add]. If you select an item and click
[Move Up], the selected item moves up in the list. Click [Move Down] to
move it down. Select an item and click [Delete] to delete an unnecessary
item from the list.

Name

Enter the name of the item.

Value

Enter a value or text to be applied for the selected item.

* You cannot exceed the total number of characters displayable in the List Items (127).
* You cannot use a semicolon in [Name] or [Value].

7 | Minimum Length Specify the minimum number of characters that can be entered in the
extended field if the field is a character string.

8 | Maximum Length Specify the maximum number of characters that can be entered in the
extended field if the field is a character string.

9 | Minimum Value Specify the minimum numerical value that can be entered in the
extended field if the field is a numerical value.

10 | Maximum Value Specify the maximum numerical value that can be entered in the
extended field if the field is a numerical value.

11 | Default Value Specify the default value for the extended field.

12 | Password Specify the default password for the extended field if the field is a
password.

13 | Date Specify the default date for the extended field if the field is a date.

*  The following shows the types and settable items of an extended field for each [Input Method]. (*) is displayed for mandatory setting
items.

Input method

(Extended field Mandatory setting items Optional setting items
type)
Numerical value [Maximum Value], [Minimum Value] [Default Value]
Settable value: -999,999,999,999 to
999,999,999,999
Decimal value [Maximum Value], [Minimum Value] [Default Value]

Settable value: -999,999,999,999.999999 to
999,999,999,999.999999

Contact your service technician if you want to
input a value with more than two decimal places.

Text [Maximum Length], [Minimum Length] [Default Value]
Settable value: 0 to 256
List [List ltems] [Default Value]
You can register up to 30 [List ltems]. Select from the registered

selection items.
You can set from 1 to 126 characters in [Name].
You can set from 1 to 126 characters in [Value].
However, the total number of characters set in
[Name] and [Value] must be from 2 to 127.

Address None [Default Value]

Password None [Default Value]
Settable value: 0 to 256

Date None [Default Value]
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U [Definition Properties] screen

Definition Properties
Definition Information
[ha [Hame ]
|mo1 testom |
1—
2 —_ |
3 __m”;feu (i)
4 ——ame
B ——— L Format File defaultForm3.xml +
Item name Description
1 | [Save] button Creates an extended field definition with the entered data.
2 | [Cancel] button Cancels adding new.
3 | Number Displays the extended field definition number.
4 | Name Specify the extended field definition name.
5 | XML Format File Select the XML format file for meta data.
P.372 “XML Format File”
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B XML Format File
Meta data, which is attached to images scanned with the Meta Scan function, is defined in an "XML format
file".
You can register “XML format files”, which are customized to be processed by a workflow server or some
other means.

Tip

The [XML Format File] submenu can be accessed from the [Registration] menu on the [Administration] tab.
See the following pages for how to access it and information on the [Registration] menu:
P.24 “Access Policy Mode”

P.351 “[Registration] ([Administration] tab) ltem List”

P.372 “Setting up Import XML Format File”
P.372 “Setting up Delete XML Format File”

0 Setting up Import XML Format File

Import XML Format File

1 ——— FileName
Item name Description
1 | File Name Select the XML format file to be imported.

[Browse] button — Allows you to select the XML format file.
[Import] button — Imports the selected the XML format file.

O Setting up Delete XML Format File

D;:::ML Format File
[ [File Hame [File Size [Date
[ [
| | |
1 2 3
Item name Description
File Name Select the XML format file to be deleted.
2 | File Size Displays the file size of the XML format file.
3 | Date Displays the imported date of the XML format file.
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[Registration] ([Administration] tab) How to Set and How to Operate

You can register public templates, and relay transmissions of received faxes/Internet Faxes in the

[Registration] menu in the TopAccess access policy mode.
¢ Public Template

An administrator can create public templates to register to the public template group. This template group

can be accessed by all users in the network.
P.373 “Registering public templates”
* Fax Received Forward, Internet Fax Received Forward

An administrator can register an agent which forwards all received faxes/Internet Faxes to a specified
destination. This enables the administrator to check all faxes received by this equipment.

P.380 “Registering Fax and Internet Fax received forward”

The Fax Received Forward can be registered only when the Fax Unit is installed.

¢ Extended Field Definition
P.367 “Extended Field Definition”

¢ XML format file
P.398 “Editing XML format file”
P.402 “Registering XML format file”

H Registering public templates

An administrator can create and maintain public templates and manage the public template group. Users can

display and use public templates but cannot modify them.

The public group can contain up to 60 public templates. Or, up to 12 templates when the hard disk is not

installed. Typically, these are general-purpose templates available to all users.

An administrator can perform the following public template management operations in TopAccess access

policy mode.
P.373 “Creating or editing public templates”
P.377 “Resetting public templates”

U Creating or editing public templates

Use the Templates page to create or modify templates.

Creating or editing public templates

1
2

Start TopAccess access policy mode.
P.24 “Access Policy Mode”

Click the [Administration] tab.

Click the [Registration] menu and [Public Template] submenu.

Device Joh Status Logs Registration Corter User Management

Registration

Registration

Public Template | Public Wenu | FaxReceived Forward | InternetFAx Received Forward | Extended Field Definiion | %ML Format File

Administration

eFiling
Logout

N2
The Public Template submenu page is displayed.
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Display in the Panel View. Click an undefined blank icon to create a new template, or
click a defined icon with an image to edit an existing template.

e-Filing
Logout

Device Job Status Loz Registration Ciournter Uzer Management Administration

Registration

Registration

Public Template \ Public Menu | Fax Received Forward InternetFAX Received Forward | Exdended Field Definition | XML Format File

[ra [ rame [User Name |
‘Puhlic | IPuinc Template Groups | |

Panel View | Listview

Please click a template picture to edit

Jumnp to
1-6 7-12 13-18 19-24 25-30 31-36 37-42 43-48 49-54 55-60

Tamnlatas 1-6

COPY MODE FAX MODE
SCANTO P SCANTO!
Y@l | [emal Y| [rE
2 SCANTO & SCANTO!
3
S @ | [erone S || [Fuesemar
GOIUOpoTy L[}

* If the templates list is displayed in the List view, click the [Undefined] template name to register a
new template. Click the defined template name to edit an existing template.

¢ If you click an icon that has not been defined, the Template Properties page to select agents is
displayed. Skip to step 6.

* If you click a defined icon, the Template Properties page is displayed. Go to the next step.

Tips

* You can change the template list view by clicking on either [Panel View] or [List View].
* [f you know which public template you want to define or edit, click the number of the public
template in the [Jump to] links.

5 When you select a defined template icon, the Template Properties will be displayed.
Click [Edit].

e-Filing
Logout

Device Job Status Loz Registration Ciournter Uzer Management Administration

Registration

Template Properties Public Template »

Group Information
[ra [ [name [User Mame |
‘Puhlic | IPuinc Template Groups | |

Template Information

Change Password ” Reset Template ]
[Hame [User Mame |
|SCAN TO_FILE | |
& |scanTo
Panel ),
Y5 e
Notification
sutomatic Start | Disable
Agent Save as fie
[+] =[]
B OFF, Single,
Black, 200dpi, Text, Aute, Auto, 0,0, 0,0, (0,0,0), OFF, OFF

The Template Properties page to select agents is displayed.
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6 Select agents to be combined, and click [Select Agent].

e-Filing
Logout

Device Job Status Logs Registration Counter User Management Administration

Registration

Template Properties Public Template »

Select Agent
Copy [ZIEmail
Fa/ InternetF a 3 [ save as file
¥ scan [7] stare to e-Filing

Meta Scan [T 5ave to USB Media,

X4 N
J | ¥2

You can select one of the following templates:

Copy Creates a copy agent. This agent can copy documents. Usually, this
is selected to print copies as well as sending originals to other
destinations. This agent can also be combined with the Save as file
agent or Store to e-Filing agent.

Fax / InternetFax You can create a template for fax or Internet Fax transmission. This
agent can be combined with the Save as file agent.

Scan Create a scan template by combining the E-mail, Save as file, Store
to e-Filing, or Save to USB Media agents. When you select this,
select the agent from [Email], [Save as file], [Store to e-Filing], or
[Save to USB Media]. You can specify up to two agents for a scan
template. When the hard disk is not installed, you can only select
either [Email] or [Save to USB Medial.

Meta Scan You can create a template for the meta scan option. You can only
select only one among [Email], [Save as file], and [Save to USB
Media], except for [Email] and [Save as file], which can be selected
simultaneously. When the hard disk is not installed, you can only
select either [Email] or [Save to USB Media].

Refer to the document provided by the vendor of the application
which supports the meta scan option for details.
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Click each button displayed in the page to specify or edit the associated template

properties.

[Panel Setting]

Specify the icon settings of the template.
P.351 “Setting up Panel Setting (Public template)”

[Destination Setting]

Specify the destination. This can be set only when creating a Fax/
Internet Fax agent or Email agent.
P.351 “Setting up Destination Setting (Public template)”

[InternetFax Setting]

Specify how the Internet Fax is transmitted. This can be set only when
creating a Fax/Internet Fax agent.
P.352 “Setting up InternetFax Setting (Public template)”

[Fax Setting]

Specify how the documents are faxed. This can be set only when
creating a Fax/Internet Fax agent.
P.352 “Setting up Fax Setting (Public template)”

[Email Setting]

Specify how the documents are transmitted as E-mail messages. This
can be set only when registering the Email agent.
P.352 “Setting up Email Setting (Public template)”

[Save as file Setting]

Specify how documents are saved in a local hard disk, USB media, or
a network folder. This can be set only when registering the Received to
File agent.

P.352 “Setting up Save as file Setting (Public template)”

[Box Setting]

Specify how the documents are saved in e-Filing. This can be set only
when registering the Store to e-Filing agent.
P.352 “Setting up Box Setting (Public template)”

[Store to USB Setting]

Specify how the document is saved in USB media.

[Scan Setting]

Specify how the documents are scanned. This can be set only when
creating a Save as file agent, Email agent, or Store to e-Filing agent.
P.352 “Setting up Scan Setting (Public template)”

[Extended Field settings]

Specify extended field definition information and extended field
settings.
P.352 “Setting up Extended Field Settings”

[Password Setting]

Specify the password to the template if it is newly created.

After configuring the desired template properties, click [Save].
The template properties are registered.
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U Resetting public templates

You can reset a public template that you have registered.

You can reset a public template that you selected, or you can reset all public templates that are registered in
the public template groups.

P.377 “Resetting a public template”

P.379 “Resetting all public templates”

Resetting a public template

To reset an unnecessary public template, perform the following procedure.

1 Start TopAccess access policy mode.
P.24 “Access Policy Mode”

2 Click the [Administration] tab.

3 Click the [Registration] menu and [Public Template] submenu.

e-Filing
Logout

Administration

Device: Regstration Courtsr User Management

Registration

Registration
Public Template | Public Menu | FaxRecelved Forward | InternetFAx Recelved Farward | Eended Field Definiion | XML Format File

2

The Public Template submenu page is displayed.

4 From the templates list, click the template icon that you want to reset.

Registration
Public Template | Public Menu | FaxReceived Forward InternetFAX Received Forward | Extended Field Definition | XML Forr

[ | [rame |User Hame |
|Public | |Public Tempiste Graups | ]

Panel View | Listview

Flease click a template picture to edit

Jumnp ta
1-6 7-12 13-18 18-24 25-30 31-36 37-42 43-48 48-54 55-60

CORY MODE FAX MODE

SCANTO SCANTO

E-MAIL FILE

SCANTO SCANTO

EEE

E-FILING FILEAE-MAIL

GO UOE m,\?qg %

* [f the templates list is displayed in the List view, click the template name that you want to reset.
* The Template Properties page is displayed.

Tips

* You can change the template list view by clicking on either [Panel View] or [List View].
* [If you know which public template you want to define or edit, click the number of the public
template in the [Jump to] links.
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8 [Administration] Tab Page

5 Click [Reset Template].

Template Properties Public Ternplate »

Group Information
[ra [ [rame [User Name |
[Pubiic | [Public Tempiste Groups | ]

Template Information

[ Change Passwaord ” Reset Template

[ra [ [rame Tlame |
\004 | |SCAN TG_FILE |

SCANTO
Panel

Y aE

Hotification
Automatic Start | Disable
2 gert Save as fie

[+] = [1]
Seaneg OFF, Single,

Black, 200dpi, Text, Auto, Auto, 0,0, 0, 0, (0,0,0), OFF, OFF

The confirmation dialog box appears.
6 Click [OK].

@ Do You really want to Reset?
i

The template setting is reset and the template will be returned to an undefined one.

378 [Registration] ([Administration] tab) How to Set and How to Operate



Resetting all public templates

To reset all public templates, perform the following procedure.

1 Start TopAccess access policy mode.
P.24 “Access Policy Mode”

2 Click the [Administration] tab.

3 Click the [Registration] menu and [Public Template] submenu.

e-Filing
Logout

Device: Job Status Registration Ciournter Uzer Management Administration

Security Maintenance Registration

Registration

Public Template | Public Menu | FaxReceived Forward | InternetFax Received Forward | Exended Field Definition | #ML Forrmat File

2

The Public Template submenu page is displayed.
4 Click [Reset].

Registration

Public Template | Public Meny | FaxReceived Forward | InternetFax Received Forward | Extended Field Definition | ML Forr|

Ho "%| [ame: [User Name |

‘Puhlic | IPuhh: Template Groups | |

Panel View | Listview

Flease click a template picture to edit

Jump to
1-6 712 1318 18-24 2530 31-36 37-42 43-48 4864 5560

Templates 16

P COPY MODE FA3 MODE
1 :
SCANTO SCANTO
3 e
L@ | [emar Y| [me
SCANTO &, SCANTO
5 6| &3
S (@ | [erme @ | [Fesemar

Go to ton ofthis pace

The confirmation dialog box appears.
5 Click [OK].

Windows Internet Explorer @

) Do You really want to Reset?

[ o %[ Cancel |

All public templates are reset.
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H Registering Fax and Internet Fax received forward

You can forward received faxes and Internet Faxes to a specified address using fax received forward and
Internet Fax received forward functions. You can check all faxes and Internet Faxes received by this
equipment using these functions.

P.380 “Registering the Fax or Internet Fax received forward”

P.382 “Setting up Destination Setting (Fax/Internet Fax Received Forward)”

* You can also forward using the F-code communications function on this equipment when
communicating with a fax which supports the F-code communications function. You need to create a
mailbox in advance. Also, you can use the TSI (sender information) forwarding function by making the
counterpart fax number as a box number and forwarding documents in the box (mailbox) to a specified
saving location.

P.111 “Managing mailboxes”

* The Fax Received Forward can be registered only when the Fax Unit is installed.

* When the 2nd line board is installed, the received faxes are forwarded to the specified destinations
according to the Fax Received Forward setting regardless of whether the faxes are received through
line 1 orline 2.

The received fax and Internet Faxes can be transmitted to the following destinations:
* Other Internet Fax devices

* Local folder in this equipment or network folders

* E-mail addresses

* Box in this equipment

U Registering the Fax or Internet Fax received forward

Tip

The procedures to register the Fax Received Forward and Internet Fax Received Forward are almost the
same. This section describes how to register in both cases.

1 Start TopAccess access policy mode.
P.24 “Access Policy Mode”

2 Click the [Administration] tab.

3 Click the [Registration] menu. Click the [Fax Received Forward] submenu to register
the Fax Received forward, or click the [InternetFAX Received Forward] submenu to
register the Internet Fax Received forward.

e-Filing
Logout

Device: Registration Ciournter Uzer Manzgement Administration

Regis ration

Registration \ 1

Public Template | Public Menu | FaxReceived Forward | InternetFAx Received Forward ) Exended Field Definition | XML Format File

N2

* When you click the [Fax Received Forward] submenu, the Fax Received Forward submenu page is
displayed.

* When you click the [InternetFax Received Forward] submenu, the Internet Fax Received Forward
submenu page is displayed.
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Select the [Forward] check box, select the desired agents, and click [Select Agent].
You can only select one agent when the hard disk is not installed.

Tip

To disable the Fax Received Forward or Internet Fax Received Forward, clear the [Forward] check
box and click [Select Agent], and then click [Save].

Device

Registration

‘ Save |

Select Agent

K,

«Joh Status

Public Termplate | Public Menu | Fax Received Forward | InternetFAX Received Forward | Exended Field Definition | XML Format File

Logs

e-Filing
Logout

Fegistration Courter User Management Administration

Registration

[ IntemnetFax
[Jsave as file
[ Email

[ Store to e-Filing %

InternetFax

Forwards received faxes or received Internet Faxes to another
Internet Fax device. This agent can be combined with the Save as
file agent or Store to e-Filing agent.

Save as file

Forwards received faxes or received Internet Faxes to a shared
folder on the equipment or a network folder. This agent can be
combined with another agent.

Email

Forwards received faxes to an E-mail address. This agent can be
combined with the Save as file agent or Store to e-Filing one.

Store to e-Filing

Forwards received faxes to e-Filing on the equipment. This agent
can be combined with another one.

The image quality of the file that is stored by Save as file, E-mail, and Store to e-Filing is different
from the output of the received fax when it is printed.

5 Select whether or not to print the forwarded documents in the [Document Print] box.

Device:
Registration

| Save ‘

Select Agent

Forward

Job Status

Public Template | Public Menu | Fax Received Forward | IntsrnetF A% Received Forward | Extended Field Definition | XML Format File

Logs

e-Filing
Logout

Registration Counter User Management Administration

Registration

InternetFax
Save asfile
ClEmail

[ Store to e-Filing

ms

[pocunent P [[onERROR -
Always
W
Always Select this always to print forwarded documents.
ON ERROR Select this to print the received document when an error has

occurred on all forwarding destinations. (For example, the document
is not printed when E-mail transmission only failed in a combined
setting of save as file and E-mail.)
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6 Click each button displayed in the page to specify or edit the associated properties.

[Destination Setting] Specify the destination. This can be set only when registering the
[TO: Destination Setting] | Internet Fax, or Email agent.

[CC: Destination Setting] P.382 “Setting up Destination Setting (Fax/Internet Fax Received
[BCC: Destination Setting] | Forward)”

[InternetFax Setting] Specify how the Internet Fax is transmitted. This can be set only when
registering the Internet Fax agent.

P.358 “Setting up InternetFax Setting (Fax/Internet Fax Received
Forward)”

[Email Setting] Specify how the documents are transmitted as E-mail messages. This
can be set only when registering the Email agent.

P.364 “Setting up Email Setting (Fax/InternetFAX Received
Forward)”

[Save as file Setting] Specify how the documents are saved in a shared folder on this
equipment or a network folder. This can be set only when registering
the Received to File agent.

P.359 “Setting up Save as file Setting (Fax/InternetFAX Received
Forward)”

[Box Setting] Specify how the documents are saved in e-Filing. This can be set only
when registering the Store to e-Filing agent.
P.366 “Setting up Box Setting (Fax/InternetFAX Received Forward)”

After configuring the desired properties, click [Save].
The Fax or Internet Fax Received Forward properties are registered.

0 Setting up Destination Setting (Fax/Internet Fax Received Forward)

In the Recipient List page, you can specify the destinations to which the received faxes or Internet Faxes will
be transmitted. You can only specify an E-mail address as the destination.

You can specify the destinations by entering E-mail addresses manually, selecting destinations from the
address book, selecting destination groups from the address book, or searching for destinations in the LDAP
server.

P.382 “Entering the destinations manually”

P.383 “Selecting the destinations from the address book”

P.384 “Selecting the groups from the address book”

P.385 “Searching for destinations in the LDAP server”

P.386 “Removing the destinations from the Recipient List”

Entering the destinations manually

Using this method, you can add a destination manually to the Recipient List.
1 Click [Destination Setting] to open the Recipient List page.
2 Click [New].

Recipient List

[ Cancel ][ Address Book H Address Group H Search ] Delete
|L||vName y“ |Destmat\on

The Contact Property page is displayed.
3 Enter the E-mail address of the destination, in the [Destination] box.

Contact Property

*Reguired

|Des1mauun | UserD1@example.com N
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4 Click [OK].
Entered destination is added to the Recipient List page.

Repeat step 2 to 4 to add all destinations you require.
Tip

You can remove destinations that you have added to the Recipient List before saving the destination

settings.
P.386 “Removing the destinations from the Recipient List”

6 Click [Save].

Recipient List

Save [ Cancel ][ Address Book ][ Address Group ][ Search ][ Delele]
] ame Destination
] LserH @example com

The contacts are added as destinations.

Selecting the destinations from the address book

By this method, you can select destinations from the address book.
1 Click [Destination Setting] to open the Recipient List page.
2 Click [Address Book].

Recipient List

[ Cancel l[ Address Book H Address Group ” Search ]
N
‘illvName |Destmatian N

The Address Book page is displayed.

3 Select the [Email] check boxes of users you want to add as the destinations.
Address Book

Group All Groups -

[Frajl wllame Email Address

Firsthame10 Lasthame10

User! D@example.com

Firsthame(9 Lasthame0d

User09@example.com

\]

Firsthamels Lasthlame0s

User08@example.com

Firsthamel7? Lasthamel?

User07 @example.com

Firsthamelt Lasthame0&

User0B@example.com

Firsthlameds L asthlamens

User05@example.com

Firsthlamedd [ asthlzamend

User0d@exzample.com

E&
=]
=]
&
O
&l
El
El
El

]

Firsthlame0s Lasthlzame0s

User03@example.com

Firsthlame? L asthlame02

User02@example.com

Firsthlamed Lasthame0l

User01 @example.com

o

010 top of this pane

Tip
If you want to sort the Recipient List by a specific group, select the desired group name in the
[Group] box.
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Click [Add].
The selected destinations are added to the Recipient List page.

Tip
You can remove destinations that you have added to the Recipient List before saving the destination

settings.
P.386 “Removing the destinations from the Recipient List”

5 Click [Save].

Recipient List

Save [ Cancel l[ Address Book ” Address Group ” Search ” Delele]
ame Destination

K]
[ |Firstiame10 Lastiame10 Userl D@sxample.com
[T |FirsthameDd Lastiame03 UserD9@example.com
[ |FirstiameDs LastMame0s UserDs@example.com
[ |Firstiame? Lastvame? User07@example.com
B Userin @sxample.com

The contacts are added as destinations.

Selecting the groups from the address book

By this method, you can select groups from the address book.

1 Click [Destination Setting] to open the Recipient List page.
2 Click [Address Group].

Recipient List

[ Cancel l[ Address Book H Address Group [ Search ]
|

‘illvName Destination \)

The Address Group page is displayed.
3 Select the [Group] check boxes that contain the desired destinations.
Address Group

‘Group wGroup Marme
Grouphlame0s

Srouphiame0d

orouphiameo3

Grouphiame02

SIEIEIEE

Grouphlame01
Lo top afthis page

4 Click [Add].
All destinations in the selected groups are added to the Recipient List page.

Tip
You can remove destinations that you have added to the Recipient List before saving the destination

settings.
P.386 “Removing the destinations from the Recipient List”
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5 Click [Save].
Recipient List

[ GCancel ][ Address Book ” Address Group H Search ” Delete ]
i‘ A

arme Destination

Grouphlame01 Group

L Lizer com

u com

L
L i com
L

L com

Oooooo

Userin @sxample.com

The contacts are added as destinations.

Searching for destinations in the LDAP server

You can search for destinations in the registered LDAP server. You can also search for destinations in the
address book on this equipment.

1 Click [Destination Setting] to open the Recipient List page.
2 Click [Search].

Recipient List

[ Cancel ][ Address Book ][ Address Group ] Search
‘illvm |Destmaliun Vw

The Search Contact page is displayed.

3 Select the directory service name that you want to search for in the [Directory Service
Name] box, and enter the search terms in the boxes that you want to search.

Search Contact

Enter a partial name or Email address to search for a contact.

Directory Senvice Mam . LDAP serverll =

First Name FirstMame10
Last Name

Email Address

Fax Number

Company

Deparment %
Note

Enter a search string in [Email Address] or [Fax Number] to search a destination using an LDAP
server. A search will not be carried out correctly if you enter a search string in other columns.

Tips

* If you select the model name of this equipment at the [Directory Service Name] box, you can
search for destinations in the address book of this equipment.

* TopAccess will search for destinations which match the entries.

* Leaving the box blank allows wild-card searching. (However, you must specify at least one.)

Click [Search].

A search for the destination using the LDAP server starts. When the search is complete, the Search
Address List page will display the results.
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5 Select the [Email] check boxes of users you want to add.
Click [Research] to return to step 3 so that you can change the search criteria and execute the search
again.

Search Address List

Add || Cancel Research

MNumber of Search Result1

‘Ll whlame company. department Email Address
Firsthlame10 Lasthiame0 User10g@exampls.com

[c] ofthis nage

The value of [company] and [department] will depend on the settings determined by the
administrator.

Click [Add].
The selected destinations are added to the Recipient List page.

Tip

You can remove destinations that you have added to the Recipient List before saving the destination

settings.
P.386 “Removing the destinations from the Recipient List”

7 Click [Savel].

Recipient List

[ Cancel ll Address Book ” Address Group ” Search ” Delete l
L\ Destination

| [F] |Firsthiame10 Lastiamet 0 Uzer Oexarmple com

The contacts are added as destinations.

Removing the destinations from the Recipient List

Select the check boxes of the destinations that you want to remove from the Recipient
List, and click [Delete].

Recipient List

[ Cancel Il Address Book ” Address Group ” Search I Delete

[#[ T+ ame Destination 2
| irsthlame 0 Lasthamel0 User1 Df@example com
1

| |
The selected destinations are removed from the Recipient List.

2 Click [Savel].
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[My Account] Tab Page

Using TopAccess, end users can display their own account information

[My Account] Tab Page OVervieW.........ccccoiiiiiiiiiiiiisssccsrsss s ssnsssnnnes 388
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[My Account] Tab Page Overview

The [My Account] tab is displayed if [User Authentication] is enabled in the [Administration] tab under
[Security] - [Authentication] - [User Authentication Setting].

It displays the account information of the user who is accessing TopAccess. Also, you can change the display

language and keyboard layout on
P.388 “[My Account] Item list”

H [My Account] Item list

the control panel.

P.390 “[Change Password] screen”

P.391 “[Menu Setting] screen”

P.391 “[Select Menu Type] screen”
P.392 “[Select Template Group] screen”
P.392 “[Select Template] screen”

P.393 “[Select URL] screen”

P.393 “[Confirm Permission] screen”

Device Job Status

My Account

e Save | | Cancel Change Password enu
: I

Logs Registration Caurter User Marmgement Administration

e-Filing
Logout

——.T T

e 03I NamelLDAF Server

e R 01 A SIGNIMENT

N OGRWN=

8 e GTOUR ASSiGNINENE

9 e Dzpariment Kumber
10——PanE\UI Language
11 e P Ul Keybioard Layout
1 2_—Cn|nr Quota Setting
Calor Guota
Default Color Quata
1 3 s Bllack Quota Setling
Black Guota
Default Black Guota

14 ———1otaicounter

Admin

Administrator =)
Auditor

ColorPrintCopyOperator ~

English()s) [~]
OWERTY [~]

OFF

Full Color

Twin/ Mona Colar Black Total

Copy o

] ] ]

Fax

Printer ]

]

List

ol olele
ol olele

Total ]

]

1 5 s Piit Counter

Copy Fex

Printer List Tatal

Small [} [}

0 0 0

Large o o

0 0 0

Tatal [ [

0 0 0

1 6 e Scan Countter

Copy

Fau MNetwork Tatal

Small(Full Color)

0 o

Large(Full Color)

Small(Black) o

Large(Black) [

0 0
0 0 0
0 0
0 0

Tatal [

4 7 —— Fax Communication Counter

Transmit

Received Total

small [

0 [

Large 0

0 [

Item name

Description

[Save] button

Saves the content of the account.

2 | [Cancel] button

Cancels the operation.

3 | [Change Password] button

P.390 “[Change Password] screen”

Changes the password of the user who is accessing TopAccess.
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Item name

Description

4 | [Menu] button Click the [Menu] button on the control panel and perform the settings on
the menu screen. In the [My Account] tab, set the menu screen of the
user who is accessing TopAccess.

P.391 “[Menu Setting] screen”
5 | User Name Displays the name of the user who is accessing TopAccess.
6 | Domain Name/LDAP Displays the domain name or LDAP server of the user who is accessing
Server TopAccess.

7 | Role Assignment Displays the role assigned to the user who is accessing TopAccess.
Click the [Confirm Permission] button to display the [Confirm Permission]
screen and check the detailed role information.

P.393 “[Confirm Permission] screen”

8 | Group Assignment Displays the group assigned to the user who is accessing TopAccess.

9 | Department Number Displays the department number registered by the user who is accessing
TopAccess.

10 | PanelUl Language Select the display language for the control panel.

11 | PanelUl Keyboard Layout Select the keyboard layout on the control panel.

12 | Color Quota Setting Displays the color output restriction settings of the user who is accessing
TopAccess.

Color Quota If the Color Quota Setting is ON, the remaining number that can be
output in color is displayed.
Default Color Quota If the Color Quota Setting is ON, the assigned default value is displayed.

13 | Black Quota Setting Displays the monochrome output restriction settings of the user who is
accessing TopAccess.

Black Quota If the Black Quota Setting is ON, the remaining number that can be
output in monochrome is displayed.
Default Black Quota If the Black Quota Setting is ON, the assigned default value is displayed.

14 | Total Counter *1 Displays the total counter of the user who is accessing TopAccess.

15 | Print Counter ™2 Displays the number of pages printed by print operations and E-mail
reception (Internet Fax reception).

16 | Scan Counter "2 Displays the number of pages scanned by scan operations.

Values for the small size and large size are displayed according to the
paper size specified on your equipment.

17 | Fax Communication Counter *2 Displays the communication record.

*1 Available only for models that support color printing.

*2 Available only for monochrome models.
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U [Change Password] screen

Changes the password of the user who is accessing TopAccess.

Change Password

I e
 J S ———

3 = 0ld Password
4 =T New Passward
5 — Retype Password

Item name

Description

[Save] button

Saves the password changes.

[Cancel] button

Cancels the operation.

Old Password

Enter the current password.

New Password

Enter the new password.

A HhWN =

Retype Password

Enter the same password again for a confirmation.
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O [Menu Setting] screen

You can set the menu screen of the user who is accessing TopAccess.
The menu screen is displayed by pressing the [Menu] button on the control panel. You can register frequently
used templates and template groups, and External Interface Enabler shortcuts.

Menu Setting
1 —Close || Delete
R E—
Jumnp to
117 33 48
3 hame Type
4 ont_ ] iefined
002 |Unclefined
5 003 |Unclefired
004  |Undefined
005 |Undefined
008 |Undefined
007 |Unclefired
008 |Unclefined
009 |Unclefined
010 |Undefined
011 Undefined
012 |Undefined
013 |Unclefined
014 |Unclefined
015 |Unclefined
016 |Undefined
G0 to top ofthis page
Item name Description
[Close] button Closes the [Menu Setting] screen.
2 | [Delete] button Deletes the selected menu settings.
3 | No. The numbers of the menu setting are displayed.

Tip

In the menu settings, you can register 64 types.

4 | Name The templates registered in the menu settings or the registered names of
the External Interface Enabler are displayed.

Click a registered name to check and edit a registered menu setting.
P.392 “[Select Template Group] screen”

P.393 “[Select URL] screen”

Click [Undefined] to register a new menu setting.

P.391 “[Select Menu Type] screen”

5 | Type The menu setting type is displayed.

QO [Select Menu Type] screen

Select a menu type to add to the menu screen.

Select Menu Type

Please select a menu type

1 = Template | Extension
S—

2 —
Item name Description
1 | [Template] button Adds a template to the menu.
P.392 “[Select Template Group] screen”
2 | [Extension] button Adds an External Interface Enabler URL to the menu.
P.393 “[Select URL] screen”
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U [Select Template Group] screen

Displays a list of Template Group that can be selected on the [Menu Setting] screen.

e =

Select Template Group

lo

ame

@ Public

I ic Templste Grou

ahWN=

[Templete001

e

[Templete003

i=erhlame003

[Templete004

[Templete005

@ o0&

Lizer006

Goto top ofthis nane

Item name

Description

1 | [Save] button Registers the selected template group.

2 | [Cancel] button Cancels registration of the template group.

3 | No. The numbers of the template group that can be selected are displayed.
4 | Name

The names of the template groups are displayed.

Click a name to display the [Select Template] screen. If templates can be
selected, a list of templates that can be selected is displayed.

P.392 “[Select Template] screen”

5 | User Name

The user names of the template groups are displayed.

U [Select Template] screen

You can select which template to use by clicking the template group name in the [Select Template Group]

screen.

1 ———ae [ Gancel
—

Select Template

Select Ternplate Group »

2 —
Group Information
3 [ [Mame [ User Wame |
|UUU | |Puhh: Template Gruupl |
Jump to

1-6 7-12 13-18 18-24 25-30 31-36 37-47 43-48 48-54 55-A0

3 ———Templates 16
) ﬁn COPY MODE . FA3 MODE
é SCANTO é SCAN TO
E-MAL = | |re
& SCANTO =y SCAN TO
© |5 s [ 3
@ | [erne S | [FEsemarL
Goto top ofthis page
Item name

Description

[Save] button

Registers the selected template.

2 | [Cancel] button

Cancels registration of the template.

3 | Template list

A list of the templates that can be selected is displayed.
Select a template to use.
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QO [Select URL] screen

Select a URL registered in [URL List for Menu Screen].
P.246 “Setting up URL List for Menu Screen and Hard Button”

Select URL
3 :—IEI@]
3 = b ez
4 @ |examplenz Ity 41192168101
Item name Description
1 | [Save] button Registers the selected URL.
2 | [Cancel] button Cancels registration of the URL.
3 | Name The registered URL name is displayed.
4 | URL The registered URL is displayed.

O [Confirm Permission] screen

You can display granted permissions of the user who is accessing TopAccess.

Confirm Permission

1 — 0K

2 e Rol Information
Copy Function
Copy Job Eriable:
Stareto Locsl Fils Share Eriable:
Stareto Remats Server Eriable:
Stare to e-Filng Eriable:

Print Function

Print Joh Enable
USE Direct Print Enable
Stareto e-Filng Enable
Print Management Disable
EWB Function

[EwB Access |Enable

Scan Function

Store to Local File Share Enahle
Store to Remote Server Enahle
Send Email Enahle
Store to e-Filing Enahle
RemaoteScaniyS Scan(Pull) Enahle

Fax/iFax Function

[Irternet Fax Transmission |Enable ]
|Faix Transmission | Enable ]
Item name Description
1 | [OK] button Closes the [Confirm Permission] screen.
2 | Role Information The role information assigned to the user who is accessing TopAccess is
displayed.

[My Account] Tab Page Overview 393






Functional Setups

This section contains the following contents.
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Setting up Meta Scan Function

The Meta Scan is a function to attach information (meta data) generated within the device to scanned images.
The attached meta data can be processed by workflow servers or other means to supplement the scanned

image.

To use Meta Scan, select [E-MAIL], [Save as file] and [Save to USB Media] agents of Meta Scan for templates

and register them.

Meta data is managed by an XML file which defines the scheme to store the information.
This section describes the data structure using the XML file <defaultForm3.xml> registered as the default as

an example.

The default XML file consists of two data areas; the “basic data area” and “extended data area”.
The “basic data area” records device information, scan parameters, and user information, while the “extended
data area” records information entered by the user on the control panel (maximum 25 items) when running

Meta Scan.

The user can create fields in “extended data area” to store information entered from the control panel under

[Extended Field Definition] - [Extended Field Properties].

When using applications that interact with Meta Scan, follow the instructions of the application vendor to set

the XML format file and the extended field.

P.396 “Procedure for using Meta Scan”
P.397 “Checking Meta Scan Enabler”

P.398 “Editing XML format file”

P.402 “Registering XML format file”

P.403 “Registering Extended Field Definition”
P.406 “Registering templates for Meta Scan”
P.410 “Meta Scan”

P.410 “Checking logs of Meta Scan”

H Procedure for using Meta Scan

Setup
Operation Description Reference
1 | Checking the Meta Scan Check whether the Meta Scan P.397 “Checking Meta Scan
option option can be used with your | Enabler”
equipment.

2 | Editing the XML format file If necessary, edit the XML
format file for meta data.

P.398 “Editing XML format file”

3 | Registering an XML format file | Register an XML format file
for meta data.

P.402 “Registering XML format file”

4 | Registering an extended field | If necessary, register an

P.403 “Registering Extended Field

template for Meta Scan.

definition extended field definition. Definition”
5 | Registering a template for Register a template for Meta P.406 “Registering templates for
Meta Scan Scan. Meta Scan”
Operation
Operation Description Reference
1 | Meta Scan Perform a meta scan using a | EdScanning Guide / User’s Manual

Advanced Guide "Using Scan
Templates"

2 | Checking Meta Scan logs Check the scan log to confirm
if meta data has been
correctly created.

P.410 “Checking logs of Meta Scan”
LA Scanning Guide / User’s Manual
Basic Guide "Viewing the Scan Job
Status and Log"
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l Checking Meta Scan Enabler

The Meta Scan Enabler is required to use the Meta Scan function. For the details, contact your distributor or
service technician.

You can check whether the Meta Scan option is set on your equipment as follows.

Meta Scan function is available if [Meta scan enabler] is registered under [ADMIN] - [GENERAL] - [LICENSE
MANAGEMENT].

This function is available only for some models.

Setting up Meta Scan Function 397



H Editing XML format file

Edit XML format files in accordance with the applications that interact with Meta Scan. You can define

variables in the XML format file and the variables are replaced with the corresponding information (meta scan)

during the Meta Scan operation.

Tip

Enter variables in XML format files using the ${variable name} format.

QU Variables of XML format files

Variables that can be defined in XML format files are shown below.

Tip

You can use variables for the subject of E-mail, the file name of Meta Scan image files, and the file name

of meta data.

Variable (${variable name}) Data to be stored Value
${MANUFACT} Manufacturer name TOSHIBA
${MODEL)} Model name string
${FWVER} Firmware version string
${SERIAL} Serial number for machine string
${LOCATION} Location set from TopAccess string
${CONTACT} Contact information set from TopAccess string
${CONTACTTEL} Contact telephone number set from TopAccess string
${IP} IP address string
${IPV6E} IPV6 address string
${NETBIOSNAME} NetBIOS name string
${FQDN} Fully Qualified Domain Name string
${RESOLUTION} Scan resolution HHHxVVVdpi
${FILEFORMAT} File format MultipleTIFF

singleTIFF
MultiplePDF
singlePDF
MultipleSLIMPDF
singleSLIMPDF
MultipleXPS
singleXPS
JPEG
MultiplePDF/A
singlePDF/A
${COLORMODE} Color mode BLACK
GRAY SCALE
FULLCOLOR
AUTOCOLOR
${NUMFILE} Number of image files string
${PAGES} Number of pages string
${PATH} "1 "2 Save path of the image file string
${FILE} 2 Image file name string
${MYEMAIL} Sender email address string
${DATE} Scanned date YYYY-MM-DD
${YEAR} Scanned year YYYY
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Variable (${variable name}) Data to be stored Value
${MONTH} Scanned month MM
${DAY} Scanned day DD
${TIME} Scanned time HH:MM:DD.mmmT
ZD 3
${USER} Login user name string
${DOMAIN} Login user‘s domain name string
${DEPTCODE} Login department code string
${DEPTNAME} Login department name string
${TEMPGROUPNO} Template group number string
${TEMPGROUPNAME} Template group name string
${TEMPGROUPUSER} Template group user string
${TEMPNO} Template number string
${TEMPNAME} Template name string
${TEMPUSER} Template user string
${FIELDNAMEn} " Extended field name string
${FIELDNAMEn} " Extended field name string

*1 It cannot be used for the subject of E-mail.
*2 It cannot be used for the file name of image files or the file name of meta data.

*3 TZD is Time zone.

*4 A field number (from 1 to 25) comes at "n". For details, refer to the next chapter.
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O Default XML file format

Contents of the default XML format file <defaultForm3.xml> registered in this equipment are shown below.
XML format files must be in the UTF-8 XML format. During the Meta Scan operation, the equipment stores
information corresponding to the variable in each field of the XML format file and attaches it as meta data in
the XML format.

<?xml version="1.0" encoding="UTF-8"?>
<!-- metadata version 3.1 -->
<mfp_metadata>
<metadata_version>
<major>3</major>
<minor>1</minor>
</metadata_version>
<device_info>
<ip_address>${IP}</ip_address>
<ipv6_address>${IPV6}</ipv6_address>
<fqdn>${FQDN}</fqdn>
<netbios_name>${NETBIOSNAME}</netbios_name>
<location>${LOCATION}</location>
<contact>${CONTACT}</contact>
<contact_tel>${CONTACTTEL}</contact_tel>
<FW_version>${FWVER}</FW_version>
<manufacture>${MANUFACT}</manufacture>
<model>${MODEL}</model>
<serial>${SERIAL}</serial>
<l-- deprecated tag start -->
<host_name>${NETBIOSNAME}</host_name>
<tempt_file_ver>1.0</tempt_file_ver>
<l-- deprecated tag end -->
</device_info>
<scan_info>
<template >
<template_group_no>${TEMPGROUPNO]}</template_group_no>
<template_group_name>${TEMPGROUPNAME}</template_group_name>
<template_group_user>${TEMPGROUPUSER}</template_group_user>
<template_no>${TEMPNO}</template_no>
<template_name>${TEMPNAME}</template_name>
<template_user>${TEMPUSER}</template_user>
</template >
<scanned_date>${YEAR}-${MONTH}-${DAY}</scanned_date>
<scanned_time>${DATE}T${TIME}</scanned_time>
<color_mode>${COLORMODE}</color_mode>
<resolution>${RESOLUTION}</resolution>
<file_format>${FILEFORMAT}</file_format>
<no_of_files>${NUMFILE}</no_of_files>
<no_of pages>${PAGES}</no_of pages>
<file_path>${PATH}</file_path>
<file_name>${FILE}</file_name>
<sender_email>${MYEMAIL}</sender_email>
<l-- deprecated tag start -->
<workflow>${TEMPGROUPNAME} ${TEMPNAME}</workflow>
<l-- deprecated tag end -->
</scan_info>
<user_info>
<user_id>${USER}</user_id>
<user_domain>${DOMAIN}</user_domain>
<dept_code>${DEPTCODE}</dept_code>
<dept_name>${DEPTNAME}</dept_name>
<l-- deprecated tag start -->
<user_email>${MYEMAIL}</user_email>
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<!-- deprecated tag end -->

</user_info>
<user_input>

<field1 name="${FIELDNAME1}">${VALUE 1}</field1>
<field2 name="${FIELDNAME2}">${VALUE2}</field2>
<field3 name="${FIELDNAME3}">${VALUE3}</field3>
<field4 name="${FIELDNAME4}">${VALUE4}</field4>
<field5 name="${FIELDNAME5}">${VALUE5}</field5>
<field6 name="${FIELDNAMES}">${VALUEB}</field6>
<field7 name="${FIELDNAME7}">${VALUE7}</field7>
<field8 name="${FIELDNAMES}">${VALUE8}</field8>
<field9 name="${FIELDNAME9}">${VALUE9}</field9>
<field10 name="${FIELDNAME10}">${VALUE 10}</field10>
<field11 name="${FIELDNAME 11}">${VALUE11}</field11>
<field12 name="${FIELDNAME12}">${VALUE 12}</field 12>
<field13 name="${FIELDNAME13}">${VALUE 13}</field13>
<field14 name="${FIELDNAME14}">${VALUE 14}</field14>
<field15 name="${FIELDNAME15}">${VALUE 15}</field 15>
<field16 name="${FIELDNAME16}">${VALUE 16}</field16>
<field17 name="${FIELDNAME17}">${VALUE 17}</field17>
<field18 name="${FIELDNAME18}">${VALUE 18}</field 18>
<field19 name="${FIELDNAME19}">${VALUE 19}</field19>
<field20 name="${FIELDNAME20}">${VALUE20}</field20>
<field21 name="${FIELDNAME21}">${VALUE21}</field21>
<field22 name="${FIELDNAME22}">${VALUE22}</field22>
<field23 name="${FIELDNAME23}">${VALUE23}</field23>
<field24 name="${FIELDNAME24}">${VALUE24}</field24>
<field25 name="${FIELDNAME25)}">${VALUE25)}</field25>

</user_input>
</mfp_metadata>

0 Setting for saving meta data

You can specify the location to save meta data and the file name by adding the following elements to the XML

file.

Specifying the location to save meta data

Protocol Format
SMB <metadata_file_path>file://server name/path/</metadata_file path>
FTP <metadata_file_path>ftp://server name/path/</metadata_file path>
FTPS <metadata_file_path>fips://server name/path/</metadata_file path>
NetWare (Binary mode) <metadata_file_path>server name/path/</metadata_file_path>
NetWare (NDS mode) <metadata_file_path>Tree/Context/file_share/</metadata_file path>
Example:

Protocol: SMB

External server: 192.168.1.1

Save folder:  metadata

Format: <metadata_file_path>file://192.168.1.1/metadata/</metadata_file_path>

Ensure that the protocol is the same as the protocol for saving the Meta Scan image file.
You can check the protocol for saving the Meta Scan image file in [Destination] of Save as file Setting,
which is set for the template.

Specifying a meta data file name
<metadata_file_name>file name.xml</metadata_file_name>

Setting up Meta Scan Function 401



Example:

File name: Sample_MetaData.xml
Format: <metadata_file_name>Sample_MetaData.xml </metadata_file_name>
Tip

You can use an XML format file variable for the file name of the meta data.
Example using the date variables (${DATE}):
<metadata_file_name>Sample_MetaData_${DATE}.xml </metadata_file_name>
For more information on variables, see the following:

P.398 “Variables of XML format files”

H Registering XML format file

This section describes how to register a XML format file.

When using applications that interact with Meta Scan, follow the instructions of the application vendor to set
the XML format file and the extended field.

Tip
You can register up to 99 XML format files.

Start TopAccess access policy mode.
P.24 “Access Policy Mode”

2 Click the [Administration] tab.
3 Click the [Registration] menu and [XML Format File] submenu.

e-Filing
Logout

Device Job Status Loz Registration Ciournter Uzer Management Administration

Registration

Registration 1
Public Template | Public Menu | FaxRecelved Forward | InternetFAX Received Forward | Exended Field Definition | XML Forat File

2

Click the [Browse] button under Import XML Format File.
Select the XML format file you want to register from the displayed dialog box.

5 Click the [Import] button to register.
The XML format file is registered.
Tip

Select an XML format file and click the [Delete] button to delete the registered XML format file.
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H Registering Extended Field Definition

You can register up to 100 "extended field definitions", select an "XML format file" for each of them, and set
"extended field properties" as necessary.
When using applications that interact with Meta Scan, follow the instructions of the application vendor to set

the XML format file and the extended field.

1 Start TopAccess access policy mode.
P.24 “Access Policy Mode”

2 Click the [Administration] tab.

3 Click the [Registration] menu and [Extended Field Definition] submenu.

Device

Joh Status Logs

Registration

Registration

Registration

1

e-Filing
Logout

Ciournter Uzer Management Administration

Public Template | Public Menu | FaxRecelved Forward | InternetFAX Received Forward | Extended Field ition | xML Format File

4 Click [Undefined] to register an extended field definition.

Registration

Public Template | Public Menu

Fax Received Forward | IntemelFAX Received Forward | Extended Field Definition | xML f|

| Mame

| testont

| testons

Undefined

Undefined

Undefined

Undefined

Undefined

Undefined

Undefined

Urclefired

Urclefired

Urclefired

Urclefired

Urclefired

Urclefired

Urclefired

Urnclefiredy

Undefined] N\

018

[LindefinedC\}

Click a registered extended field name to display the edit screen for the extended field.
Skip to step 6.

5 Enter the field name, select an XML format file, and click the [Save] button.

Select a registered XML format file when you want to use a customized XML format file. Select
"defaultForm3.xml" if you do not have any customized XML format file.

Definition Information

Definition Properties

[ra [ame:

Do |

*Regqy
EAY 4 003
Meme testl03 N
XML Formet File defauhiForm3.xml [y W 1
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6 Click the [New] button under Extended Field settings when setting extended field

properties.

Click [Extended Field Definitions] in the upper part of the screen if you are not setting extended field

properties.

Definition Information

Extended Fields edended Field Definttions »

[ |Hame |
|oos |testooz |

Extended Field settings

Field i , e |Field Name | Displary Mame: [Mandatory Input [Hidden ttriaute [input Methad [Minimum Yalue [Maimum Value |Defaul alue [Date |

Goto In&ufth\s page

7 Set the extended field properties.

Extended Field Properties
Figltl Mame
*Display Hame
[CImandatory Input [ Hidden Attrioute
InpLt Method @ Numerical ©) Decimal () Text ) List © Address © Password () Date
List tems
Move Up Move Down Delete
Mame:
Yalug Add
Minimum Length
hazimum Lencth
hinimLm e
*hazimum alue
Distat ale [ Delete
Passwoard
Date CYY¥YY-MM-DD) %
*Required
Field Name Specify the extended field name.
Display Specify how to display the extended field on the control panel.

Name

Enter the caption of the extended field name for the display on the
control panel. You can enter up to 20 characters. Enter the Box number
where a received document will be stored.

Mandatory Input

Select this check box if the extended field is a mandatory entry item.
Hidden Attribute

Select this check box if the extended field is a hidden item on the
control panel.

Input Method *

Select the type of an extended field.

* Numerical — Select this to create an extended field as an integer
value.

¢ Decimal — Select this to create an extended field as a decimal
value.

* Text — Select this to create an extended field as a character string.

¢ List — Select this to create an extended field as a list selection.

¢ Address — Select this to create an extended field as an address.

* Password — Select this to create an extended field as a password.

¢ Date — Select this to create an extended field as a date.
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List Items

Specify list items to be selected for the extended field. The registered

list items are listed in the List Items. When you register a list item, enter
[Name] and [Value], and then click [Add]. If you select an item and click
[Move Up], the selected item moves up in the list. Click [Move Down] to

move it down. Select an item and click [Delete] to delete an
unnecessary item from the list.

Name

Enter the name of the item.

Value

Enter a value or text to be applied for the selected item.

* You cannot exceed the total number of characters displayable in the List Items (127).
* You cannot use a semicolon in [Name] or [Value].

Minimum Length

extended field if the field is a character string.

Specify the minimum number of characters that can be entered in the

Maximum Length

extended field if the field is a character string.

Specify the maximum number of characters that can be entered in the

Minimum Value

Specify the minimum numerical value that can be entered in the
extended field if the field is a numerical value.

Maximum Value

Specify the maximum numerical value that can be entered in the
extended field if the field is a numerical value.

Default Value

Specify the default value for the extended field.

Password Specify the default password for the extended field if the field is a
password.
Date Specify the default date for the extended field if the field is a date.

*

setting items.

The following shows the types and settable items of an extended field for each [Input Method]. (*) is displayed for mandatory

Input method
(Extended field type)

Mandatory setting items Optional setting items

Numerical value

[Maximum Value], [Minimum Value] [Default Value]
Settable value: -999,999,999,999 to
999,999,999,999

Decimal value

[Maximum Value], [Minimum Value] [Default Value]
Settable value: -999,999,999,999.999999 to
999,999,999,999.999999

Contact your service technician if you want to
input a value with more than two decimal places.

Text [Maximum Length], [Minimum Length] [Default Value]
Settable value: 0 to 256

List [List Items] [Default Value]
You can register up to 30 [List ltems]. Select from the

registered selection

You can set from 1 to 126 characters in [Name]. | items
You can set from 1 to 126 characters in [Value].
However, the total number of characters set in
[Name] and [Value] must be from 2 to 127.

Address None [Default Value]

Password None [Default Value]
Settable value: 0 to 256

Date None [Default Value]

Click the [Save] button to register the extended field properties.
You can register up to 25 extended field properties.

The extended field properties are registered.
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H Registering templates for Meta Scan

You must register a template for Meta Scan before using the Meta Scan function.

A template can be a “public template” which is registered by an administrator, or a “private template” which is
registered by a user or an administrator.

Both templates can be used to register a Meta Scan template.

The following procedure shows how to register a “private template”.

1 Click the [Registration] tab and the [Template] menu.

e-Filing
Logout

Device Job Status Registration Ciournter Uzer Management Adminiztr stion

Template

TemplaaFproups

Dlease select a group to edit below.

Public Template Groups

[ | [rame |User Hame |
|Public | [public Tempiste Graups | |

2 Click an [Undefined] group link.

Public Template Groups

[ra [ [rame [User Name |
|Puiic: | [Public Tempiste Groups | |

All Groups \ Defined Groups

Jump ta
001 011 021 031 041 051 061 D71 081 091 101 111 121 131 141 151 161 171 181 191

Mo Mame Lizer Mame
001 Templetz001 Lizeramenn]
002 Templete002 Lizerhamennz
003 Templete003 Liserhame00s
004 Templete004

00s Templete00S

00 Liser008

ooy Lindefined Lindefined
003 Lndefined Lndefined
009 Lndefined Undefined o

010 Undefined Undefined | N\
A\

3 Enter the group name and click the [Save] button.

Group Properties
Group Information

[ra [ [name [User Mame |
A [ ]

*Req k.
Humbb

ooy

*Mame

N
Uizer Name L\? 1

This Email address is used as default recipient each 1or template.

Mitification
Emeail tor

Passwortd

Retype Password
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4 Click an [Undefined] icon from the template list.

Private Templates 1empiats croups »

Group Information

[ra [ rame [User Name |
\007 | |Gmupnn7 | \

Panel View | Listview

Please click a template picture to edit

Jump to
1-6 712 1318 19-24 2530 31-36 3742 43-42 40954 5560

Undefined Undefined
Unclefired z Unclefired
Unclefired Unclefired
Undefined ¢ Undefined
Undefined Undefined
Unclefired s % Unclefired

Go to top afthis page

5 Select the check box for the [Meta Scan] under Template Properties, and then select the
agent and click [Select Agent].

Template Properties  Temolate Groups » Private Templatese-

Select Agent
Copy k [ Ernail
Fax/InternetFax 3 [Clsave as file
Scan Store to e-Filing
[ Meta Scan [ 5ave to USE Media z
Note

To select [Meta Scan], the Meta Scan Enabler must be set up for use.
If it is not set up, you cannot select [Meta Scan].

For [Meta Scan], [Email], [Save as file], and [Save to USB Media] are to be selected individually, except
for [Email] and [Save as file], which can be selected simultaneously. When the hard disk is not installed,
you can only select either [Email] or [Save to USB Medial.

Email You can transmit the document as an Email attachment.
Tips
* When [Meta Scan] is selected, you can use a variable as the
subject
* Addresses specified in [From Address] are included in the meta
data.

* When [Meta Scan] is selected, if you select [Add the date and
time to a file name] in [File Name], it is also applied to the meta
data file name.

P.72 “Email Setting (Private template)”
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Save as file

You can save the document in a shared folder.

* When [Meta Scan] is selected, you can only specify one
destination.
* Protocols and network paths specified in the destination are
included in the meta data.
Example:
Protocol:  SMB
Network Path: \\192.168.1.1\ImageFolder

<file_path>file: //192.168.1.1/ImageFolder/</file_path>
* When [Meta Scan] is selected, if you select [Add the date and
time to a file name] in [File Name], it is also applied to the meta
data file name.
P.75 “Save as file Setting (Private template)”

Store to e-Filing

You can store the document in the e-Filing.

Save to USB Media

You can save the document in USB media.

6 Set the agent.

Setting operations are the same as for normal templates.
P.98 “Registering and editing private template groups”

The following describes how to set “Extended Field settings”.
7 Click the [Extended Field settings] button to set extended fields.

Hedt: U
RGE djustment Green: 0
Biue: 0
Omit Blank Page OFF
Outside Erase OFF
Extended Field settings ;
Extended Fisld Defintion Mo IR |
Displayhlamaii |
Passwaord Setting
|Password |Password is nat set |

8 Select a registered extended field definition using [Extended Field Definition No.].

Extended Field settings

Extended Figld Defintion Mo

001 : ExtendedMame01
001 : Extendediame0l | |
002 : ExtendedMamel2

DisplayMamenn]

DisplayName002

DisplayMName 003

Displayhame004 UserdD1@example.com

[ Address

DisplayName005

(¥ Y-MM-DD)
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Enter the default value for the [Extended Field Properties].
This is displayed if [Extended Field Properties] are set for the selected extended field definition.

Values set in this screen are used as the default values for [Extended Field Properties] displayed on the

control panel when using Meta Scan.

Items with an asterisk (*) at the beginning of the [Extended Field Properties] name are mandatory entry

fields.
Extended Field settings
|Extended Field Definition Mo | 001 : ExtendedMarned ~
Dizplayhamenit 123456
Displayhame0n2 123456
DisplayMamens 123456
DisplayName004 UserD01@example.com [ Address |
DisplayName005 (¥ Y-MM-DD) l’%

1 0 Click the [Save] button to register the template.

The template for Meta Scan is registered.
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Bl Meta Scan

You can run Meta Scan using a Meta Scan template.
For the operational procedure, refer to the Scanning Guide / User’s Manual Advanced Guide.

Tip
If [Extended Field Definition] set in [Extended Field Settings] in the Meta Scan template is deleted, the
default XML format file <defaultForm3.xml> is used.

H Checking logs of Meta Scan

You can check the scan log to confirm if meta data has been correctly created.

Check the following items in the scan log.

Check Item Description
Mode Displays "MSxxxx" (xxxx is in the code format) to indicate Meta Scan.
Status Meta data is correctly created if no errors are displayed.

See the following for details of the scan log:
P.44 “Scan Log”
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Using the Attribute of the External Authentication as a Role of the MFP

When the external authentication (Windows domain authentication and LDAP authentication) is enabled,
associating the role defined in this equipment with the attribute of the external authentication server is
required in order to log in the equipment from an external authentication server as an administrator. The role
can be associated with the equipment by importing the role information setting file in this equipment. The role
information setting file is a file in which the attributes of the external authentication server and corresponding
MFP are defined in XML. You can edit the role information setting file exported from the equipment and import
it back to the equipment.

H Exporting the role information setting file

See the following page for how to export the role information setting file.
P.148 “Export”

H Defining the role information setting file

The role information setting file is written in XML format. The role of this equipment can be assigned to the
attribute set in the external server by defining the role information setting file in accordance with the external
authentication server setting. The three examples of the major definition method for this file are explained
here. Alphanumeric characters can be used for the content of each element. An asterisk (*) can be used as a
wildcard for the <attributeValue> element.

Tip

The role of the user that does not correspond to the <RoleSet> element is defined in the <AnyOtherUser>
element. This element can only be used once.

0 When setting one role to one attribute

Attribute name set in the external Department
authentication server

Attribute value set in the external ITDept
authentication server

Role name to be set Administrator

<RoleSetting>
<RoleSet>
<Condition>
<AttributeName>department</AttributeName>
<AttributeValue>ITDept</AttributeValue>
</Condition>
<Role>Administrator</Role>
</RoleSet>
<AnyOtherUser>User</AnyOtherUser>
</RoleSetting>

0 When setting multiple roles to one attribute

Attribute name set in the external Department
authentication server

Attribute value set in the external ITDept
authentication server

Role name to be set [1] Administrator

Role name to be set [2] PrintOperator

<RoleSetting>
<RoleSet>
<Condition>
<AttributeName>department</AttributeName>
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<AttributeValue>ITDept</AttributeValue>
</Condition>
<Role>Administrator</Role>
</RoleSet>
<RoleSet>
<Condition>
<AttributeName>department</AttributeName>
<AttributeValue>ITDept</AttributeValue>
</Condition>
<Role>PrintOperator</Role>
</RoleSet>
<AnyOtherUser>User</AnyOtherUser>
</RoleSetting>

L When setting one role to multiple attributes

Attribute name set in the external Department
authentication server [1]

Attribute value set in the external Sales
authentication server [1]

Attribute name set in the external Title
authentication server [2]

Attribute value set in the external SeniorManager
authentication server [2]

Role name to be set Print

<RoleSetting>
<RoleSet>
<Condition>
<AttributeName>department</AttributeName>
<AttributeValue>Sales</AttributeValue>
</Condition>
<Condition>
<AttributeName>title</AttributeName>
<AttributeValue>SeniorManager</AttributeValue>
</Condition>
<Role>Print</Role>
</RoleSet>
<AnyOtherUser>User</AnyOtherUser>
</RoleSetting>

M Importing the role information setting file
See the following page for how to import the role information setting file.
P.151 “Import”
Tip

To change the setting, import the role information setting file again.

H Enabling the role base access setting

In order to use the imported role information setting file, enabling the role base access setting is required. See
the following page for the procedure.
P.287 “Setting up User Authentication Setting”
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Installing Certificates for a Client PC

Configuring the Microsoft Management Console

The following describes a configuration on Windows Vista. The procedure is the same when other versions of
Windows are used.

1 Open the command prompt, type “mmc” and press the Enter key.

Microsoft Windows [Uersion 6.0.6000]
Copyright {(c) 2086 Microsoft Corporation. A1l rights reserved.

C:\Userssuser—001 ynnc,

From the [File] or [Console] menu of the window that appears, select [Add/Remove
Snap-in].

Consolel - [Console Root]

& k 1NEW CtrieN

pen... Ctri+0
Save Ctrl+S
Save As...

Add/Remove Snap-in... Ctrl+M
st %2

1 CAWindows\system32\CompMgmt
2 C\Users\..\Console Kenny

Exit

The [Add or Remove Snap-ins] dialog box appears.
3 From the list of [Available snap-ins:], select [Certificates] and click [Add].

Add or Remove Snap-ins =

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ns, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:
Snap-n Vendor - 1 Console Root Edit Extensions...
| ActiveX Control Microsoft Cor....
[Ea authorization Manager Microsoft Cor...
=] Certificates Microsoft Cor... |=

%. Component| \ ices  Microsoft Cor
& computer M4 1 Microsoft Car...

54 Device Manager Microsoft Cor... W
24 Disk Management Microsoft and... Lﬁ
{2 event Viewer Microsoft Cor...
1 Folder Microsoft Car... z

=4 Group Policy Manag... Microsoft Cor...
[ Group Policy Object ... Microsoft Cor...
& 1P Security Monitor  Microsoft Car...
& 1P Security Policy M...  Microsoft Cor...  _ Advanced...
Description:

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, o a computer.

o]

The [Certificates snap-in] dialog box appears.

4 Select [Computer account] and click [Next].

Certificates snap-in =5

This snap-n wil always manage cerificates for:
My user account

Service account

1 Computer account

IA“Z
The [Select Computer] dialog box appears.
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(the computer this console is running on)] and click [Finish].
==

5 Select [Local computer:

Select Computer

Select the computer you want this snap-in to manage

‘This snap-in will always manage:

@ Local computer: fthe computer this console is running on)
[ r computer: Browse...

[] Allow the selected computer to be changed when launching fram the command line. This
only applies f you save the console

[ <Back [ Finish ,\g[ Cancel |
L I

v2

The [Select Computer] dialog box is closed.

Make sure that "Certificates (Local Computer)" is added under the [Console Root]
folder; click [OK].

Add or Remove Snap-ins

(=)

Available snap-ins:

Selected snap-ns:

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ns, you can configure which extensions are enabled.

Snap-n Vendar - 7l console Root Edit Extensions...
~ ') ActiveX Control Microsoft Cor... 5 Certficates (Local Computer) FS—
{FAauthorization Manager  Microsoft Car... —
50 Certificates Microsoft Cor... |&
. Component Services  Microsoft Cor... love Up
& computer Managem... Microsoft Cor...
28 Device Manager Microsoft Cor... e
24 Disk Management Microsoft and...
{2 event Viewer Microsoft Cor...
~| Folder Microsoft Cor...
5k Group Policy Manag...  Microsoft Cor...
=[ Group Palicy Object ... Microsoft Car...
& 1P Security Monitor  Microsoft Cor...
&, 1P Security Policy M...  MigosoftCor... _ [ advaneed.. |

Desaription:

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

7 Save the setting.

Favorites  Window  Help

17A\¥
A\

Consolel - [Console Root]

~| Console Root
% Personal

“| Enterprise Trust

a 5] Certificates (Local Computer)
| Trusted Root Certification Authorities

| Intermediate Certification Authorities

Name

_9)1 Certificates (Local Computer)

“| Trusted Publishers
“| Untrusted Certificates

“| Third-Party Root Certification Authorities
“| Trusted People

“| Smart Card Trusted Roots
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Importing certificates to a client PC

The following describes an import on Windows Vista. The procedure is the same when other versions of
Windows are used.

¢ For Windows Vista, you must log in to Windows as a user who has the “Administrators” privilege.

» Before importing certificates, make sure that User Account Control (UAC) is turned off. From Control
Panel > User Accounts > Turn User Account Control On or Off, clear the check box for the [Use User
Account Control (UAC) to help protect your computer] option and click [OK].

=N X

@Qv\:@ <« User Accounts » Turn User Account Control On or Off = [ 43|[searh =)

Turn on User Account Control (UAC) to make your computer more secure

User Account Control (UAC) can help prevent unautherized changes to your computer. We recommend that

you leave UAC turned on to help protect your computer.

On the MMC, select and right-click on the appropriate folder to store the certificate and
select [All Tasks] > [Import]

Use User Account Control (UAC) to help protect your computer

%= Consolel - [Console Root\Certificates (Local Computer)\Personall
& File Action View Favorites Window Help

«=|xEold=0E

-| Console Reot

Object Type
a 5] Certificates (Local Computer)

Personal

ysted | Find Certificates...
i Ins
“meled  AllTasks v Find Certificates...
.
el R
7| Untruste
7 Third-P4 New Window from Here Advanced Operations. 3
d Trusted | oy Taskpad View...
7 Smart C2
Refresh
Export List...
Help

Select the appropriate foldelzlr according to the type of your certificate:

* Self-signed certificate (.crt): Console Root > Certificates (Local Computer) > Trusted Root
Certification Authorities

* Client certificate (.pfx): Console Root > Certificates (Local Computer) > Personal

* CA certificate (.cert): Console Root > Certificates (Local Computer)> Trusted Root Certification
Authorities

The [Certificate Import Wizard] appears.
2 On the Certificate Import Wizard, click [Next].
Certificate Import Wizard =)

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network.
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next.

o

1A

N

For importing a client certificate, proceed to the next step. Otherwise, skip to step 5.
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3 From [Browse], select the certificate to install, and click [Next].

Certificate Import Wizard ==

File to Import
Spedify the file you want to import.

File name:
Cr\Users\yit5-vise-en\Desktop\Certs\vista-20.pfx

Note: More than one certificate can be stored in a single file in the following f%ﬁ
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P78)

Microsoft Serizlized Certificate Store (.55T)

Learn more about certificate file formats

<Back || MNext> N] [ cancel |
|

L iA

A 4

4 Enter the password for the private key and click [Next].
Certificate Import Wizard =)

Password

To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

Enable str Ipu ate key prot
private key is used by an appic

ian. You wil be prompted every tme the
if you enable this option.

[ Mark this key as exportable. This wil allow you to back up or transpart your
keys ata later time.

[#]Include al extended properties.

Learn more about protecting private keys

5 Click [Next].
Certificate Import Wizard =)

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify 2 location for
the certificate.

©) Automatially select the certificate store based on the type of certificate
@) Place all certificates in the following store

Certificate store:

Personal Browse...

Learn more about certificate stores

<Back | Mexiz N] [ cancel

P

Do not change the certificate store using [Browse].
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@ Click [Finish].
Certificate Import Wizard =)

Completing the Certificate Import
Wizard

The certificate wil be imported after you dick Finish.

You have specified the following settings:
Content PFX
File Name C:\Users\yitS-vise-en

<Back | Finsh ,\g[ Cancel
I

\®

\\]

Tip
If the following security warning message appears, click [Yes].
Security Warning =

You are about to install a certificate from a certification authority (CA)
% claiming to represent:

‘
iz

17216101134

Windows cannot validate that the certificate is actually from
"172.16.101.134". ¥ou should confirm its origin by contacting
"172.16.101.134". The following number will assist you in this process:

Thumbprint (shal): C40525F8 D1F58D1C COD6538E 90E7607E 47D3E7FD

Waming:

¥ you install this oot certificate, Windows will sutomatically trust any
certificate issued by this CA. Installing a certificate with an uncenfirmed
thumbprint is a security risk. If you click "Ves" you acknowledge this
risk.

Do you want te install this certificate?

7 Click [OK] to complete the import.

Certificate Import Wizard =

\'ol The import was successful.

If you are importing a client certificate (.pfx) to a Windows Vista PC, proceed to the next step.
Otherwise, the installation is complete.
If you need to install another certificate, repeat the steps from the beginning.

8 Double-click the imported client certificate.

Consolel - [Console Roof\Certificates (Local Computer)\Personal\Certificates]

@ File Action View Favorites Window Help

| & G| RE =]
% Console Root Issued To : Issued By Expiration Date  Intended Pr
4 Gl Certficates (Local Computer) 151721610220 23ca 7/7/2000 Server Aut
4 [ Personal
“| Certificates

> [ Trusted Root Certification Authorities

» [7] Enterprise Trust

Intermediate Certification Authorities
Trusted Publishers

Untrusted Certificates

Third-Party Root Certification Authorities
Trusted People

Smart Card Trusted Roots

The [Certificate] window appears.
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Certificate =

General | Detalls | Certification Path

9 Click the [Details] tab and select [Thumbprint] to check the 40-digit thumbprint. m

show: <Al 1 -

Field Value

{55 | Authority Key Identifier KeylD=1a 1c 8584 c5e9ee0...
(&3| CRL Distribution Points [1]CRL Distribution Point: Distr...
(]| Authority Information Access  [t]Authority Info Access: Acc...
(i |Enhanced Key Usage Server Authentication (1.3.6....
(i Application Polices [1]Application Certificate Polic...

Thumbprint algorithm shal 3

be ccca d9 230c 67 bfda Se ...

Edit Properties... | | Copy wFile...

Learn more about certificate details

10 Open the command prompt and execute the “netsh” command as shown below.
Tip
If you log in to Windows Vista as a user without the administrator privilege, open the command
prompt by right-clicking the icon and selecting [Run as administrator.] This way, you can temporarily

have the administrator privilege to execute the command.

Microsoft Windows [Version 6.8.68881
Copyright <c? 28086 Microsoft Corporation. All rights reserved.

C:nUsersuser—A01>netsh http add sslcert ipport=0.0.0.0:5358 certhash=hecccad?23
Bc6?hf dafef5c2Bec4l41B86890653a appid={BB112233-4455-6677-8899-ANBBCCDDEEFF>

SEL Certificate successfully added

C:wUsersuser—8601>_

- Using the thumbprint obtained in Step 9, type the following command:
netsh http add sslcert ipport=0.0.0.0:5358 certhash=(your 40-digit thumbprint) appid={00112233-
4455-6677-8899-AABBCCDDEEFF}

- When inputting the thumbprint, exclude the spaces.
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When your client certificate is created with Certificate Revocation List (CRL), you need to check if
the CA server is accessible by FQDN (see the following figure).

Certificate @
o [ ]

Field Value -
[ Autharity Key Identifier KeylD=1a 1c 8584 c5 9 ee ...
[ |cRL Distribution Paints [1ICRL Distribution Point: Distr...
{55 | Authority Information Access  [1]Authority Info Access: Acc...
{5 |Enhanced Key Usage Server Authentication (1.3.6....
{55 |Application Palicies [1]application Certificate Palc. ..
| Thumbprint algorithm shal =
= Thumbprint be cc ca d9 23 0c 67bfda e ...

[1]CRL Distribution Point
Distribution Point Name:
Full Name:

URL=dap:///CN=2k3ca,Cl=cheeta,CN=CDP,CN=Public%
20Key % 205ervices,CN=Services,CN=Configuration, DC=
2k3domain, DC=com?certificateRevocationList?base?
objectClass =cRLDistributionPoint

RL=http:,

Edit Properties... | [ CopytoFie... |

Learn more about certificate details

If no FQDN connection is established, ask your administrator to perform either of the following

options:
- In the “hosts” file accessible from the following folder path, add the IP address and the host
name:

C:\WINNT\system32\drivers\etc
- Configure the DNS server to handle the name-to-address resolution.
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